DEEP LEARNING UNDER THE

MICROSCOPE: HARDWARE-ORIENTED

ATTACKS AND ROBUST DEFENSES

eRoE ] NANYANG
TECHNOLOGICAL
UNIVERSITY

SINGAPORE

XTAOBEI YAN

College of Computing and Data Science

A thesis submitted to the Nanyang Technological University
in partial fulfillment of the requirements for the degree of

Doctor of Philosophy

2026


http://www.ntu.edu.sg
https://www.ntu.edu.sg/computing




Statement of Originality

I hereby certify that the work embodied in this thesis is the result
of original research, is free of plagiarized materials, and has not been
submitted for a higher degree to any other University or Institution.

Disclosure on AI Use:

I hereby declare that ChatGPT, version 5.1, was used to improve
the clarity and readability of this thesis. I also declare that I have
abided by NT'U’s Policy on the Use of GenAl in Research, and I have
reviewed and edited the content as needed after using this tool, and

I take full responsibility for the content of this thesis.

21-12-2025

Date XIAOBEI YAN






Supervisor Declaration Statement

I have reviewed the content and presentation style of this thesis and
declare it is free of plagiarism and of sufficient grammatical clarity
to be examined. To the best of my knowledge, the research and
writing are those of the candidate except as acknowledged in the
Author Attribution Statement. I confirm that the investigations were
conducted in accord with the ethics policies and integrity standards
of Nanyang Technological University and that the research data are

presented honestly and without prejudice.

21-12-2025

Date Assoc Prof Tianwei Zhang






Authorship Attribution Statement

This thesis contains materials from 4 papers accepted at conferences

in which I am listed as an author.

Chapter 3 is published as Xiaobei Yan, Xiaoxuan Lou, Guowen Xu, Han Qiu,
Shangwei Guo, Chip Hong Chang, Tianwei Zhang. Mercury: An automated re-
mote side-channel attack to NVIDIA deep learning accelerator. In International
Conference on Field Programmable Technology (FPT), 2023.

The contributions of the co-authors are as follows:

e [ was the lead author. I wrote the manuscript draft and conducted all the
experiments.

e Prof. Tianwei Zhang guided the initial research direction and revised the
manuscript draft.

e [ co-designed the methodology with Prof. Tianwei Zhang, and Dr. Xiaoxuan
Lou.

e Prof. Guowen Xu, Prof. Han Qiu, Prof. Shangwei Guo, Prof. Chip Hong
Chang discussed and supported the research, and revised the draft.

Chapter 5 is published as Xiaobei Yan, Chip Hong Chang, Shangwei Guo and
Tianwei Zhang. AdvProtego: A Unified Framework to SafeGuard Deep Learn-
ing Models Against Side Channel Leakage. In IEEE International Symposium on
Hardware Oriented Security and Trust (HOST), 2026.

The contributions of the co-authors are as follows:

e [ was the lead author. I wrote the manuscript draft and conducted all the
experiments.

e Prof. Tianwei Zhang guided the initial research direction and revised the
manuscript draft.

e Prof. Chip Hong Chang and Prof. Shangwei Guo discussed and supported
the research, and revised the draft.

Chapter 6 is published as Xiaobei Yan, Han Qiu and Tianwei Zhang. ObfusBFA: A
Holistic Approach to Safeguarding DNNs from Versatile Bit-Flip Attacks. In IEEE
International Symposium on Hardware Oriented Security and Trust (HOST), 2026.

The contributions of the co-authors are as follows:

e [ was the lead author. I wrote the manuscript draft and conducted all the
experiments.

e Prof. Tianwei Zhang guided the initial research direction and revised the
manuscript draft.



viil

e Prof. Han Qiu discussed and supported the research, and revised the draft.

21-12-2025

Date XTAOBEI YAN



Acknowledgements

This thesis represents the culmination of my doctoral journey at Nanyang Tech-
nological University, Singapore—a place that has served not just as an academic

institution, but as a supportive home for my growth and aspirations.

My deepest gratitude goes to my supervisor, Prof. Tianwei Zhang. His mentorship
has been the defining factor of my Ph.D. Prof. Zhang’s insistence on academic
rigor, combined with his empathetic guidance, gave me the confidence to navigate
the uncertainties of research. He has taught me not only how to conduct high-
quality research but also how to approach challenges with resilience—a lesson I

will carry forward throughout my career.

I am also sincerely grateful to Prof. Chip Hong Chang and Dr. Yiming Li. Their
mentorship provided clarity during challenging moments, and their constructive
feedback was essential in refining my work. I truly appreciate their generosity in
sharing their expertise and helping me navigate the technical complexities of my

research.

I have been fortunate to share this journey with a wonderful group of colleagues
and friends. The collaborative environment and daily interactions in the lab turned
solitary research into a shared adventure. I would like to thank Dr. Anran Li,
Boheng Li, Dr. Guowen Xu, Dr. Hanxiao Chen, Dr. Jian Zhang, Dr. Jiaxing Xu,
Dr. Jie Zhang, Dr. Kangjie Chen, Dr. Meng Hao, Meng Zhang, Dr. Mengmeng
Ge, Mengcheng Lan, Dr. Ming Hu, Dr. Qinghao Hu, Dr. Tianlin Li, Haoran Ou,
Runyi Hu, Sihan Xia, Shigian Zhao, Wenjun Long, Dr. Xiaoxuan Lou, Xinpeng
Yang, Yutong Wu, Dr. Yi Xie, Yue Cao, and Dr. Zhaoxuan Wang. Thank you for

the inspiring discussions and the camaraderie that made the hard work enjoyable.

Finally, I dedicate this work to my parents, my beloved, and my family. Your

unconditional love and silent sacrifices have been my rock. Knowing I had your

X



unwavering support gave me the strength to persevere through every obstacle and

reach this milestone.

To everyone who contributed to my personal and academic growth, thank you for

being a part of this remarkable experience.

Xiaober Yan, Dec 2025



Abstract

Deep learning models are increasingly deployed across heterogeneous platforms,
ranging from specialized Al hardware to large-scale cloud servers. While this en-
ables impressive accuracy and efficiency, it also exposes new attack surfaces at
the low-level system and hardware layers. Typical examples include side-channel
leakages and fault-induced bit flips, which could undermine the target model’s
confidentiality, availability, and integrity. This thesis presents a series of hardware-
oriented studies towards Deep Learning (DL) security, covering both new attack

discovery and defense designs for side-channel and bit-flip threats.

From the attack perspective, we first propose Mercury, an automated remote power
side-channel attack that recovers the architecture of a victim Deep Neural Network
(DNN) from a single execution trace. Mercury leverages a time-to-digital con-
verter (TDC)-based timing/power monitor and formulates architecture recovery
as a sequence-to-sequence learning task. By using RNN-CTC and Transformer-
based decoders with attention, it reconstructs layer sequences with very low error
rates and localizes the most informative leakage regions, thereby enabling down-
stream exploits such as adversarial example generation and membership inference

without prior knowledge of the model.

We further introduce BitHydra, the first bit-flip inference-cost attack against Large
Language Models (LLMs). The attack objective is to induce the computational
overhead of LLM generation. Instead of relying on adversarial prompts, BitHydra
directly perturbs the model’s parameters, which can achieve the goal consistently
across all users and queries. BitHydra optimizes a loss that suppresses the probabil-
ity of emitting the end-of-sequence (<E0S>) token and performs a gradient-guided
search over the <E0S> embedding row to identify a small set of critical bits. Then
it triggers hardware-level bit flips (e.g., via Rowhammer-like faults). Experiments
on diverse families of LLMs show that flipping only a few (e.g., 3-30) bits can force

models to generate extremely long, syntactically coherent outputs, with a high

xi



xii Abstract

fraction of prompts reaching maximum generation length and strong robustness

against existing mitigation solutions.

From the defense perspective, we design AdvProtego, a unified framework against
various forms of side-channel attacks. Its key idea is to inject adversarially crafted
execution noise to disrupt machine-learning-assisted side-channel analysis. We for-
malize two complementary defense goals—reducing model similarity and reducing
model utility from the attacker’s perspective—as adversarial perturbation problems
in the space of low-level execution traces. AdvProtego is instantiated through a
frontend—middleware-backend pipeline on multiple representative platforms (in-
cluding power, cache, and memory side-channels), substantially degrading model-
extraction accuracy while incurring modest performance and accuracy overheads,

and remaining effective even when the attacker applies adversarial training.

Finally we propose ObfusBFA, a holistic defense framework against versatile bit-
flip attacks on DNNs, covering both weight-level and implementation-level vulner-
abilities. ObfusBFA incorporates a vulnerability searcher that pinpoints bit-flip—
sensitive components across model parameters and low-level code, an obfuscation
pattern generator that introduces structured redundancy and dummy operations,
and an enforcer that embeds these patterns into mainstream deep learning infras-
tructures and compiler toolchains. We instantiate ObfusBFA across C++ inference
runtimes, PyTorch-based systems, and TVM-based compilers, demonstrating that
it can substantially mitigate targeted, untargeted, and adaptive bit-flip attacks

with acceptable computational and storage overheads.

Overall, this thesis advances the understanding of how hardware-level behaviors
and implementations interact with modern deep learning systems, and provides
both practical attack methodologies and deployable defense mechanisms. By jointly
studying side-channel leakage, fault-induced bit flips, and obfuscation-based de-
fenses, it contributes towards building more robust and secure deep learning appli-

cations in realistic environments.
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Chapter 1

Introduction

1.1 Background

Deep learning has become a fundamental building block of modern artificial intel-
ligence (AI) systems, enabling breakthroughs in areas such as autonomous driv-
ing [1], medical analysis [2], and natural language processing [3]. Deep neural
networks (DNNs) achieve superior accuracy by stacking multiple layers of nonlin-
ear transformations and training on large-scale datasets, often containing sensitive
or proprietary information. To meet the growing demand for low-latency and
high-throughput inference, these models are increasingly deployed in performance-

critical environments, such as data centers, cloud platforms, and edge devices.

To sustain this growth, the computing stack for deep learning has evolved into a
heterogeneous ecosystem. On the hardware level, specialized accelerators such as
GPUs, TPUs, and custom ASICs, as well as reconfigurable devices like FPGAs,
are widely used to speed up matrix operations and convolutions. On the software
level, mature frameworks (e.g., PyTorch and TensorFlow) and compiler stacks (e.g.,
TVM [4]) abstract the underlying hardware complexity and provide flexible inter-
faces for model development, optimization, and deployment. Optimized inference
engines and serving frameworks further exploit batching, quantization, and caching

techniques to efficiently handle massive user traffic.



2 1.2. Motivation

However, this rich hardware—software ecosystem also introduces a complex and
often under-explored security landscape. Traditional research on machine learn-
ing security has largely focused on algorithmic vulnerabilities, such as adversarial
examples [5], model extraction [6], and backdoor attacks [7]. In contrast, hardware-
and system-level vulnerabilities remain comparatively less understood in the con-
text of modern deep learning deployments. For instance, side-channel attacks [8]
exploit the physical or microarchitectural behavior of the underlying platform (e.g.,
power [8], electromagnetic emanations [9], or cache [10]) to infer sensitive informa-
tion, often without modifying the software-visible interface; fault-induced bit flip
attacks [11, 12] intentionally induce low-level faults in memory or computation
units, by exploiting voltage glitches [13], laser beaming [14], or DRAM vulnerabil-
ities [15, 16]. When applied to deep learning applications, such attacks can alter
model behavior, degrade accuracy, or inflate inference cost. More practically, they

can be launched remotely in multi-tenant or cloud environments.

These emerging threats imply that ensuring the security of deep learning systems
requires not only robust algorithms and training procedures, but also a thorough
understanding of how models interact with the underlying hardware and runtime
stack. In particular, it is crucial to study how hardware-level leakages and faults
can be exploited to attack DNNs, and how to design practical, deployable defenses

that maintain acceptable accuracy and performance in real-world deployments.

1.2 Motivation

1.2.1 Limitations of Existing Works

While the security community has made significant progress in understanding and
defending against high-level machine learning threats, several important gaps re-

main at the interface between hardware behavior and deep learning systems.

First, ewisting attack studies on deep learning systems are often constrained in
scope or lack realism. (1) Many prior works rely on strong assumptions, which
may not be applicable in reality. For example, several side-channel attacks assume
full physical access to the victim device [17-21], which limits their applicability to

real-world deployments. (2) Most of the studies evaluate attacks only on overly
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simplified implementations. Numerous side-channel attacks target Binary Neural
Networks (BNNs) [19, 22] or homemade accelerator prototypes [17-20, 22, 23],
and many bit-flip attacks have focused solely on relatively small models such as
CNN-based image classifiers [16, 24-28]. (3) Existing works also adopt simplified
or restricted attack goals. For instance, most side-channel attacks aim to recover
only individual layers rather than full end-to-end model architectures [21-23, 29],
and bit-flip attacks typically consider only prediction corruption while neglecting
other impactful consequences, such as efficiency degradation. These limitations
substantially constrain the practical impact of existing attacks and highlight the

need for more automated, efficient, and comprehensive approaches.

Second, existing defense designs have largely followed ad hoc heuristics, which can
incur the following problems. (1) These solutions suffer from large deployment cost,
or fail to cover different attack categories. For side-channel attacks, common coun-
termeasures such as constant execution [30-33], side-channel obfuscation [34-37],
and domain isolation [38-43] can be effective against conventional attacks [29], but
they often incur substantial performance or resource overhead and do not scale well
to modern ML-assisted side-channel analysis, where attackers exploit higher-order
statistical features of noisy traces to recover model parameters or architectures
with high accuracy and automation [17-20]. For bit-flip attacks, DNN-specific
defenses, including architecture redesign [44], weight reconstruction [45], quantiza-
tion [46, 47], and channel- [48, 49] or bit-level obfuscation [50], as well as runtime
integrity checking via checksums [51, 52|, hashes [53, 54], or checker networks [55],
can introduce non-trivial overhead and may degrade model accuracy; moreover,
they are typically tailored to either model-level or executable-level BFAs and do not
generalize to attacks on deep learning libraries or mixed-precision deployments [56].
(2) These solutions lack general applicability to different computing platforms.
A few preliminary efforts [57, 58] have explored adding adversarial-like perturba-
tions to side-channel signals for cryptographic or fingerprinting workloads, yet they
do not provide a general, practical, optimization-based formulation for protecting
deep learning models, nor do they address how to synthesize precise, deployable
execution noise on heterogeneous platforms. Hardware-level mitigations such as
Rowhammer-aware timing controls [59], performance counter monitoring [60, 61],
error-correcting codes [62], and memory isolation [63, 64] often require specialized
support or deployments that are difficult to retrofit into existing systems and may

still leave residual attack windows.
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These gaps motivate a systematic study of hardware-oriented attacks and defenses

for deep learning systems. Concretely, there is a pressing need to:

e Demonstrate realistic, automated and efficient attacks that can expose new

vulnerabilities of emerging platforms and models, and achieve new objectives.

e Develop principled, holistic defense frameworks that provide comprehensive
protection over deep learning systems while minimizing performance and util-

ity degradation.

Addressing these challenges is crucial for understanding the real security posture
of modern deep learning deployments. By bridging the gap between low-level
hardware behavior and high-level model functionality, this thesis aims to both
expose underexplored attack vectors and design practical defenses that make deep

learning systems more robust in realistic environments.

1.2.2 Main Work

This thesis conducts the security investigation of deep learning systems, delving
into the interactions between models and their underlying hardware and runtime
compute stacks. Its organization is illustrated in Figure 1.1. We focus on side-
channel leakage and bit-flip faults, considering both attacks and defenses. The

four core research works in this thesis are summarized below.

1. Remote side-channel attack for model extraction. The first part of this
thesis presents Mercury, an automated remote side-channel attack that recovers
the architecture of a deployed deep neural network from noisy execution traces.
Mercury leverages a timing/power monitoring substrate implemented in reconfig-
urable logic and formulates architecture recovery as a sequence-to-sequence learning
problem. By training recurrent and Transformer-based decoders on labeled traces,
Mercury can infer layer sequences and key architectural hyperparameters with high
accuracy, without requiring invasive measurements or detailed prior knowledge of
the victim implementation. This thread of work demonstrates, for the first time,
that full end-to-end model architectures can be extracted from realistic side-channel
measurements in a largely automated fashion, significantly elevating the practical

threat of model-stealing attacks in shared hardware environments.
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FicURrE 1.1: High-level organization of this thesis. The first two technical chap-
ters investigate hardware vulnerabilities via attacks (Mercury and BitHydra),
while the subsequent two chapters propose corresponding defense frameworks
(AdvProtego and ObfusBFA) across modern deep learning systems.

2. Bit-flip inference-cost attack on large language models. The second
part of the thesis introduces BitHydra, a novel class of bit-flip attacks that explic-
itly target the inference cost of large language models rather than their prediction
accuracy. Under realistic hardware fault models (e.g., Rowhammer-like DRAM
disturbance), BitHydra directly manipulates the model’s parameters so that the
induced overhead persists across users and queries. Concretely, BitHydra focuses
on the output embedding row corresponding to the end-of-sequence (<E0S>) to-
ken and minimizes a loss that suppresses the probability of emitting <E0S> while
regularizing task accuracy. The resulting gradient information is used to select a
small set of critical bits whose flipping leads to extremely long, yet syntactically
coherent, outputs that frequently hit the maximum generation length. Extensive
experiments on diverse LLM families show that only a handful of flipped bits can
cause substantial and persistent inference-cost inflation, revealing a new and prac-

tically impactful dimension of bit-flip threats in large-scale deployment settings.

3. Unified side-channel defense framework via adversarial noise injec-
tion. The third part of the thesis moves to the defender’s perspective and intro-
duces AdvProtego, a unified framework that injects adversarially crafted execution
noise to disrupt machine-learning-assisted side-channel analysis such as Mercury.
Instead of relying on ad hoc heuristics such as random delays or coarse-grained

noise, AdvProtego treats the attacker’s side-channel classifier itself as a target and
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formulates defense as a bi-level optimization problem. Given a set of candidate
“noise actions” that can be realized on the target platform (e.g., synthetic oper-
ations, obfuscation kernels, or controlled scheduling perturbations), AdvProtego
searches for combinations and placements of these actions that maximally reduce
the attacker’s model similarity or utility, under constraints on accuracy and per-
formance overhead of the protected model. The framework is instantiated across
multiple leakage modalities and platforms, showing that carefully optimized noise
can significantly degrade the success rate of state-of-the-art side-channel attacks

while maintaining acceptable overheads in realistic deployments.

4. Holistic defense framework against versatile bit-flip attacks. The fourth
part of the thesis proposes 0bfusBFA, a holistic defense framework against versa-
tile bit-flip attacks on deep learning systems. Unlike prior defenses that focus on
a single abstraction level, ObfusBFA jointly considers vulnerabilities at the model
level (weights, activations) and at the code level (compiled kernels, libraries, and
code generation). It comprises three key components: (i) a vulnerability searcher
that profiles bit-flip sensitivity across parameters and low-level artifacts; (ii) an
obfuscation pattern generator that produces structured redundancy, dummy oper-
ations, and diversified encodings to scatter critical information; and (iii) an enforcer
that integrates the resulting patterns into mainstream deep learning infrastructures
and compiler stacks (e.g., C++ runtimes, PyTorch-based systems, and TVM-based
backends). Across a wide range of model- and code-level BFAs, including adaptive
attackers aware of the defense, ObfusBFA effectively downgrades carefully orches-
trated flips to near-random behavior, achieving strong robustness with moderate

storage and runtime overhead.

1.3 Contributions of the Thesis

This thesis makes the following main contributions to the security of deep learning

systems from a hardware-oriented perspective:

e Automated remote side-channel model extraction on realistic deep
learning platforms. We design and implement Mercury, an end-to-end

side-channel attack that automatically recovers the architecture of a deployed
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DNN from noisy execution traces on a realistic accelerator platform (Chap-
ter 3). Mercury builds a time-to-digital-converter (TDC)-based monitor-
ing substrate and formulates architecture recovery as a sequence-to-sequence
learning problem solved by RNN-CTC and Transformer-based decoders. Un-
like prior works that rely on strong physical access, simplified accelerator
designs, or layer-level targets [17-23, 29], Mercury demonstrates that (near)
full model architectures can be extracted in a largely automated fashion from

remote, noisy traces in a multi-tenant setting.

e Bit-flip inference-cost attacks against large language models. We in-
troduce BitHydra, the first bit-flip attack that explicitly targets the inference
cost of LLMs instead of only degrading accuracy or causing misclassification
(Chapter 4). Under realistic hardware fault models (e.g., Rowhammer-like
DRAM disturbance), BitHydra focuses on the output embedding row cor-
responding to the end-of-sequence (<E0S>) token and optimizes a loss that
suppresses <E0S> while preserving task utility. The resulting gradients guide
a search for a small set of critical bits whose flipping forces the model to
generate extremely long, syntactically coherent outputs that frequently hit
maximum generation length. Experiments on diverse LLM families show
that only a handful of flipped bits can induce persistent, cross-user inference-
cost inflation, revealing a new and practically important dimension of bit-flip

threats beyond traditional accuracy-oriented attacks.

e A principled, adversarial-noise—based defense framework for side-
channel leakage. We propose AdvProtego, a unified framework that pro-
tects deep learning models from machine-learning-assisted side-channel anal-
ysis by treating the attacker’s classifier as an explicit target (Chapter 5).
AdvProtego formulates defense as a bi-level optimization problem that learns
execution-noise strategies (e.g., synthetic operations, scheduling perturba-
tions) to minimize model similarity or extraction accuracy from traces, sub-
ject to constraints on accuracy and performance of the protected model.
Instantiated on multiple leakage modalities and platforms, AdvProtego sub-
stantially degrades the success of state-of-the-art side-channel attacks [17-
21, 29] while maintaining modest overhead, providing a principled alternative

to ad hoc countermeasures such as random delays or coarse-grained noise.
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e A holistic, implementation-aware defense framework against versa-
tile bit-flip attacks. We develop ObfusBFA, a holistic defense framework
that jointly considers model-level and code-level vulnerabilities to bit-flip
attacks in deep learning systems (Chapter 6). ObfusBFA consists of (i) a
vulnerability searcher that profiles bit-flip sensitivity across parameters and
low-level artifacts; (ii) an obfuscation pattern generator that produces struc-
tured redundancy, dummy operations, and diversified encodings; and (iii)
an enforcer that integrates these patterns into mainstream deep learning in-
frastructures and compiler stacks (C++ runtimes, PyTorch-based systems,
TVM-based backends). Across a wide range of model- and code-level BFAs,
including adaptive attackers aware of the defense, 0bfusBFA downgrades care-
fully orchestrated flips to near-random behavior, significantly improving ro-
bustness with moderate runtime and storage overhead compared to prior,

more fragmented countermeasures.

Beyond individual mechanisms, this thesis provides an integrated view of how
hardware-level behaviors (side-channel leakage, memory faults) and low-level im-
plementations (libraries, compiler transformations, quantization schemes) interact
with deep learning models in practice. By jointly studying remote side-channel
model extraction, adversarial-noise-based defenses, inference-cost—oriented bit-flip
attacks, and holistic obfuscation frameworks, the thesis identifies common design
principles and trade-offs that are broadly applicable to the secure deployment of

DNNs and LLMs in realistic environments.

1.4 Roadmap

This thesis is organized as follows.

Chapter 1 provides an overview of the thesis, including the background, motivation,

main work, and contributions.

Chapter 2 reviews related work on side-channel attacks and defenses, bit-flip at-
tacks on deep learning models, and hardware- and system-level security mechanisms

for DNN applications.

The main body of this thesis is organized into two parts with 4 works.
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Part I: Hardware-oriented Attacks. We investigate novel attack vectors lever-
aging hardware leakages and faults to compromise model confidentiality and avail-
ability.

e Chapter 3 presents Mercury, an automated remote side-channel attack for
model extraction. It leverages a TDC-based monitor and sequence-to-sequence
learning to recover full model architectures from noisy execution traces on

realistic deployment settings.

e Chapter 4 introduces BitHydra, a bit-flip inference-cost attack on large lan-
guage models. Instead of relying on adversarial inputs, it directly perturbs
model parameters to suppress the end-of-sequence token, inducing persistent,

cross-user overhead.

Part II: Hardware-oriented Defenses. We propose robust and practical de-

fense frameworks to mitigate hardware-level threats across various system layers.

e Chapter 5 describes AdvProtego, a unified framework that defends deep
learning models against machine-learning-assisted side-channel analysis by

injecting adversarially crafted execution noise.

e Chapter 6 proposes ObfusBFA, a holistic defense framework against versatile
bit-flip attacks. It covers both weight-level and code-level vulnerabilities by
introducing structured redundancy and dummy operations into the model

and binary code.

Finally, Chapter 7 concludes the thesis and outlines future research directions on

hardware-oriented security for deep learning systems.

1.5 Ethical Considerations, Responsible Disclo-
sure, and Reproducibility
Because this thesis develops offensive techniques alongside defensive ones, we briefly

clarify the ethical framing, disclosure practice, and reproducibility measures that

govern the work.
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Ethical considerations. The attacks studied in this thesis (Mercury and BitHydra)
were developed and evaluated exclusively in controlled laboratory settings, using
our own hardware testbeds, publicly available models, and standard benchmark
datasets. No production system, third-party service, or real user data was targeted
at any point, and no personally identifiable or otherwise sensitive information was
collected. The purpose of studying these attacks is defensive: understanding re-
alistic hardware-oriented threats is a prerequisite for designing effective counter-
measures, and each attack contribution in this thesis is deliberately paired with, or
motivates, a corresponding defense (AdvProtego and ObfusBFA). This work was
conducted in accordance with the research-integrity and ethics policies of Nanyang

Technological University.

Responsible disclosure. The attack techniques presented here rely on capabili-
ties that constrain their immediate weaponization, such as co-location on a shared
accelerator, the ability to instantiate on-chip sensors, or the ability to induce precise
memory faults; they do not constitute turn-key exploits against deployed services.
Where our findings concern widely used, openly available artifacts, such as the
open-source NVDLA accelerator, mainstream deep learning frameworks, and com-
piler toolchains, we follow responsible-disclosure norms by describing vulnerabilities
at a level sufficient for the community and maintainers to reproduce and mitigate
them, while publishing the mitigations (AdvProtego, ObfusBFA) together with the
attacks so that defenders are not left without recourse. The relevant results have
undergone peer review at established venues, which further supports responsible

dissemination.

Reproducibility. To facilitate independent verification, each technical chapter
meticulously documents its threat model, datasets, model architectures, and exper-
imental configurations (including hardware setups, software frameworks, and hy-
perparameters). While some evaluations depend on specific hardware environments
(e.g., an FPGA board hosting NVDLA), the core algorithmic steps are detailed
sufficiently to allow generalization and validation across comparable platforms.
Furthermore, to actively support community-driven research, the source code and
implementation scripts for the two attack frameworks (Mercury and BitHydra)
have been open-sourced and are publicly available on GitHub. The codebases

for the comprehensive defense frameworks (AdvProtego and ObfusBFA), which are
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deeply integrated with low-level compiler toolchains and hardware-specific config-
urations, are currently undergoing codebase cleanup and internal review, and are

being prepared for future public release.






Chapter 2

Related Works

2.1 Side-Channel Attacks and Their Defenses

2.1.1 Side-Channel Attacks

Side-channel attacks (SCAs) exploit unintended information leakage—originating
from the physical or microarchitectural behavior of the underlying hardware—to
infer sensitive data without directly compromising the logical security boundaries of
the system. Unlike traditional software exploits, these attacks leverage observable
characteristics such as execution timing, power consumption, and electromagnetic

(EM) emissions.

Historically, SCAs were primarily targeted at cryptographic implementations [65—
68]. However, with the pervasive deployment of deep learning, researchers have
recently demonstrated that similar methodologies can be adapted to compromise
the confidentiality of Deep Neural Networks (DNNs), enabling the extraction of
proprietary model architectures [23, 29, 69] and weights [18, 19]. Based on the
information medium (or leakage source) exploited, the taxonomy of SCAs can be

classified as follows:

Power Side-Channels. Power side-channel attacks exploit the correlation be-
tween the dynamic power consumption of a device and the data being processed or
operations executed. Since switching activity in transistors dictates power usage,

monitoring these fluctuations can reveal sensitive internal states. Early research

13
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primarily targeted cryptographic primitives; for example, analyzing power traces
during the execution of the AES S-box [65, 66] or the square-and-multiply opera-
tions in RSA [67] to recover secret key bytes. More recently, this vector has been
adapted to target DNNs. Li et al. [18] demonstrated the application of differential
power analysis (DPA) to extract weights from systolic-array—style DNN accelera-
tors. To bypass the requirement for physical proximity, researchers have developed
remote attacks suitable for multi-tenant FPGA cloud environments. In these set-
tings, attackers deploy co-resident IP cores—such as Ring Oscillators (ROs) or
Time-to-Digital Converters (TDCs)—that share the Power Distribution Network
(PDN) with the victim to monitor voltage fluctuations. Zhang et al. [23] utilized
ROs to remotely steal neural network structures, while Meyers et al. [22] targeted
Binary Neural Networks (BNNs) on the FINN framework [69] to recover layer fold-
ing parameters. Similarly, Tian et al. [29] showed that template-based analysis of
TDC traces could enable partial architecture recovery of workloads on VTA-like

accelerators [70].

Electromagnetic (EM) Side-Channels. Similar to power analysis, EM attacks
measure the electromagnetic radiation emitted by the processor or memory bus
during computation. These emanations can be captured by near-field probes to re-
construct fine-grained execution patterns, such as the activation functions or layer
configurations of a victim model. The viability of this vector was established by
Quisquater and Samyde [71], who demonstrated that EM radiation leaks informa-
tion comparable to direct power consumption. To quantify these leakages, attackers
typically rely on statistical abstractions such as the Hamming distance model [72],
the Hamming weight model [73], or other improved leakage models [74]. Recently,
research has pivoted toward the intersection of EM analysis and machine learn-
ing, both as a tool for enhanced cryptanalysis—such as Wang et al. [75] utilizing
deep learning to recover AES keys from far-field emissions—and as a threat vector
against ML hardware itself. In the domain of model extraction, Yoshida et al. [17]
leveraged EM leakage to recover parameters from a custom CNN accelerator, while
Yu et al. [19] targeted custom accelerator pipelines and Binary Neural Networks
(BNNs), showing that simple EM patterns could reveal model weights and architec-
tures. Addressing commercial-grade hardware, Gupta et al. [21] demonstrated an
EM-based attack against the NVIDIA Deep Learning Accelerator (NVDLA); how-

ever, despite targeting a realistic platform, this method remains a physical attack
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requiring manual intervention to segment execution traces, lacking the automation

necessary for scalable exploitation.

Timing Side-Channels. Timing attacks exploit variations in the execution time
of sensitive operations to infer internal secrets. These variations typically arise
from data-dependent conditional branches, cache contention, or hardware opti-
mizations such as early termination, allowing adversaries to deduce input data or
model depth based on total inference latency. The foundational feasibility of this
vector was established by Kocher [76], who performed the first successful timing
side-channel attack. Early research focused heavily on cryptographic primitives,
targeting processing time differences in the AES S-box [77, 78] or RSA modular
multiplication operations [79, 80] to recover secret key bytes. More recently, ma-
chine learning techniques have been integrated to enhance the resolution of these
attacks, enabling finer-grained extraction results on AES implementations [81] as

well as the recovery of DNN hyperparameters [82].

Microarchitectural Side-Channels (Cache/Memory). These attacks lever-
age shared microarchitectural resources, such as CPU caches or DRAM buffers, to
infer execution patterns. By monitoring contention, access patterns, or throughput
variations, attackers can deduce the control flow of runtime libraries or the volume

of memory transactions.

In the domain of cache side-channels, adversaries utilize established primitives—
such as Prime+Probe [83], Evict+Time [84], and Flush+Reload [85]—to manip-
ulate cache lines and measure victim access latencies. While widely used for
cryptographic key extraction [86], these techniques have evolved to exploit finer-
granularity leakage sources, such as cache coherence states [87] and port contention
in multi-threaded processors. Recent research has successfully adapted these prim-
itives to the deep learning domain, demonstrating their efficacy in extracting DNN

architectures by monitoring the invocation of unique layers or library functions [10].

Complementing cache attacks, memory side-channels focus on monitoring the in-
terfaces between peripheral components and memory (e.g. memory bus, memory
controller, or PCle events), often referred to as bus snooping [88]. For instance,
Hua et al. [20] and Zhao et al. [88] demonstrated that monitoring memory bus traf-
fic on custom accelerators could reveal model weights and architectures. In more

complex GPU environments, DeepSniffer [9] analyzes electromagnetic emanations
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from the GPU memory bus to reconstruct model architectures, while Hermes [89]
exploits unencrypted PCle traffic patterns to map data payloads to specific model

layers.

2.1.2 Side-Channel Attack Defenses

Countermeasures against side-channel attacks (SCAs) can be broadly categorized

into three strategies: masking, hiding, and isolation.

Masking. Masking aims to detach the power consumption from the sensitive
data being processed by randomizing intermediate variables [32, 33]. This is typ-
ically achieved by splitting internal values into multiple statistically independent
shares, ensuring that any subset of shares reveals no information about the origi-
nal secret. In the context of DNNs, Dubey et al. [90] designed masked circuits for
neural network components such as adders, activation functions, and multiplex-
ers. Later, they proposed a revised scheme incorporating shuffling into a masked
Kogge-Stone adder (KSA) architecture [91]. Similarly, Maji et al. [92] introduced
a threshold implementation (TT) using Trivium stream ciphers for random num-
ber generation, albeit with significant area (64%) and energy (5.5%) overheads.
Other approaches leverage secure computation techniques; for instance, Hashemi
et al. [93] proposed HWGN2 using garbled circuits and secure function evaluation
(SFE). More recently, a secure RISC-V-based coprocessor was developed to exe-
cute masked neural network operations like weighted summations and activation
functions [94]. However, masking generally only protects against lower-order at-
tacks and cannot prevent the recovery of model architectures or resist attackers

with higher-order profiling capabilities.

Hiding. Hiding techniques aim to reduce the signal-to-noise ratio (SNR) of the
leakage or flatten the side-channel observables, making it difficult for attackers to
extract exploitable information [95]. One approach is hiding in the time dimension
via clock misalignment or random delays [36, 37, 96]. By injecting random waiting
times between instructions, these methods distort temporal patterns. Another ap-
proach is hiding in the amplitude dimension via noise compensation [34, 37], where
noise is injected into power or memory activity to obscure the leakage. Pothukuchi
et al. [97] demonstrated reshaping power dissipation using formal control tech-

niques and Gaussian sinusoid noise. Furthermore, constant execution ensures that
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execution patterns are independent of sensitive data [30, 31], thereby removing
data-dependent timing or power variations [17, 18]. Finally, at the software level,
model architecture obfuscation strategies perturb the architecture or training pro-
cess to prevent attackers from extracting correct model information [98-100]. De-
spite these efforts, hiding techniques have limitations: ML-based attacks can often
bypass clock misalignment [101] or extract information even from low-SNR traces,
and simple noise can be filtered out via signal processing with repeated measure-

ments.

Isolation. Isolation focuses on eliminating cross-tenant interference and closing
leakage channels at the architectural level. This strategy is particularly relevant in
multi-tenant cloud FPGA or processor environments, where it aims to physically
or logically separate the victim’s execution environment from potential attackers.
By enforcing spatial or temporal isolation—such as partitioning cache sets, DRAM
banks, or FPGA resources—these methods attempt to cut off the transmission
of leakage to co-resident malicious IP cores. This technique has been widely ap-
plied across various hardware platforms, including FPGAs [35], CPU caches [41],
GPUs [102], Trusted Execution Environments (TEEs) [103], and DRAM [63].

2.2 Bit-Flip Attacks and Their Defenses

The deployment of Deep Neural Networks (DNNs) on heterogeneous hardware
has exposed them to hardware-level fault injection threats. Among these, Bit-
Flip Attacks (BFAs) have emerged as a critical vector, where adversaries exploit
physical vulnerabilities in memory systems, such as the Rowhammer effect [15,
16], laser [14], or undervolting [13], to corrupt model integrity without requiring

physical access to the device.

2.2.1 Bit-Flip Attacks against Deep Learning Systems

BFAs against deep learning systems can be broadly categorized based on the ab-
straction level they target: the high-level model parameters (Model-level) or the

underlying software stack (Code-level).
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2.2.1.1 Model-Level Attacks

Model-level BFAs [16, 24-28] directly manipulate the weights, biases, or activations
of a DNN to alter its inference behavior. Due to the massive parameter space
of modern models, these attacks typically employ sophisticated search strategies,
such as gradient ranking or progressive search to pinpoint the most vulnerable bits.

These attacks can be further classified by their adversarial objective:

e Untargeted Attacks (Accuracy Degradation): The primary objective
here is to degrade the overall inference accuracy of the model, effectively caus-
ing a Denial-of-Service (DoS) or rendering the model useless. Rakin et al. [25]
first demonstrated this on DNNs, showing that flipping fewer than 50 bits in
the quantized weights of a ResNet model could reduce its accuracy to that of
a random guess. This fragility arises because specific bits (e.g., exponent or
MSB) can drastically alter weight magnitudes. Recent works have extended
this threat to LLMs. For instance, AttentionBreaker causes a catastrophic
collapse in performance, reducing Massive Multitask Language Understand-
ing (MMLU) accuracy from 67.3% to 0% [104]. Similarly, SilentStriker de-
grades task performance while maintaining output naturalness by reformu-

lating the attack objective to suppress key output tokens [105].

e Targeted Attacks: Unlike untargeted attacks that aim for indiscriminate
degradation, targeted attacks are stealthier and seek to force the model into
specific, adversary-chosen behaviors while preserving normal functionality for
benign inputs. These can be further classified by their adversarial objective:
(1) Functional Integrity Attacks (Backdoor Attacks). The most common form
of targeting aims to alter the model’s predicted output. For instance, TBT
targets critical neurons in the final layer to embed a backdoor trigger [26].
ProFlip utilizes Jacobian-based saliency map attacks (JSMA) to progres-
sively identify vulnerable bits across multiple layers for targeted misclassifi-
cation [24]. Similarly, TA-LBF formulates the bit search as a binary integer
programming problem, solving it with the Alternating Direction Method of
Multipliers (ADMM) to find precise bits that flip the prediction of specific
victims [28]. (2) Safety Alignment Attacks (Jailbreak Attacks). Recent re-
search has focused on compromising the safety alignment of LLMs. These

attacks flip specific weight bits to bypass alignment guardrails. PrisonBreak
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employs a progressive bit-search guided by a specialized jailbreak loss to
identify vulnerable bits [106]. Extending this to quantized models, Zahran et
al. [107] utilize a Straight-Through Estimator (STE) to effectively search for

critical bits in low-precision weights.

2.2.1.2 Code-Level Attacks

Recent research has revealed that the software infrastructure supporting DNN in-
ference is also susceptible to BFAs. Unlike model-level attacks that degrade ac-
curacy via numerical deviation, code-level attacks typically target the control flow

integrity of the compiled executables [108] or computation libraries [56].

e ML Executable Attacks: Compilers like TVM translate high-level models
into binary executables. Chen et al. [108] demonstrated that flipping bits in
the .text section of these executables can hijack the inference logic, leading

to sharp reductions in accuracy.

e Library Attacks: Deep learning frameworks rely heavily on optimized linear
algebra libraries (e.g., OpenBLAS). Li et al. [56] proposed FrameFlip, showing
that a single bit flip in the conditional jump opcodes (e.g., je to jne) within
these libraries can reverse control flow logic. This corrupts the General Matrix
Multiply (GEMM) operations, causing universal inference depletion across all

DNN applications running on the compromised system.

2.2.2 Defenses against Bit-Flip Attacks

Countermeasures against BFAs are generally divided into hardware-level mitigation
and DNN-specific defenses.

2.2.2.1 Hardware-Level Mitigation

Defenses at the hardware level aim to eliminate the physical root cause of bit
flips, such as Rowhammer. Standard techniques include Error-Correcting Codes
(ECC) [62] and Target Row Refresh (TRR). More advanced academic solutions
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include generic hardware extensions like MASCAT [59], ZebRAM [63], and isola-
tion domains like Siloz [64]. However, these approaches often require specialized
hardware support, incur high manufacturing costs, and may be difficult to deploy

on legacy systems [16].

2.2.2.2 DNN-Specific Defenses

Given the high cost of hardware fixes, software-level defenses tailored for DNNs
have gained attention. These can be categorized into robustness hardening and

runtime integrity checking.

e Model Hardening: This strategy involves modifying the model architecture
or training process to make it resilient to bit flips. Aegis introduces dynamic
multi-exit architectures to filter out corrupted inferences [44]. Weight re-
construction [45] and binarization techniques (e.g., BIN [46], RA-BNN [47])
restrict the value range of weights to limit the impact of flips. Other works
employ randomization, such as DeepShuffle [48] and HammerDodger [49], to

shuffle scheduling or weights, breaking the attacker’s addressing precision.

¢ Runtime Integrity Checking: This approach monitors execution to detect
anomalies. Techniques include checksum-based verification (e.g., RADAR [51],
ACCHashtag [53]), hash signatures (Hashtag [54]), and auxiliary checker net-
works (DeepDyve [55]). While effective, these methods often introduce signif-

icant runtime latency, making them less suitable for real-time applications.

2.3 Summary

This chapter reviews the evolving landscape of hardware-oriented security threats
to deep learning systems, focusing on two primary vectors: side-channel leakage
and fault-induced bit flips. While existing literature has established the theoretical
and practical feasibility of these threats, significant gaps remain regarding their

automation, scope, and the unification of defenses.

First, in the domain of side-channel attacks, prior solutions are often constrained

by strong physical access requirements [17, 18] or limited to simplified architectures.
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Remote attacks, while promising, typically lack the automation required for the
end-to-end recovery of complex, commercial-grade models [21, 29]. To address this,
Chapter 3 introduces Mercury, an automated remote attack capable of recovering
full model architectures from noisy traces on the NVDLA. Conversely, existing
defenses often struggle to balance security with performance or fail against mod-
ern ML-assisted analysis. Chapter 5 addresses this by proposing AdvProtego, a
unified framework that utilizes adversarial execution noise to disrupt such analysis

effectively without necessitating model retraining.

Second, regarding bit-flip attacks (BFAs), current research predominantly fo-
cuses on compromising functional integrity—either through indiscriminate accu-
racy degradation or targeted misclassification [24-26]. The dimension of compu-
tational efficiency remains largely unexplored in the context of parameter manip-
ulation; existing inference cost attacks rely on transient, input-based vectors that
are self-targeting [109, 110]. Chapter 4 bridges this gap with BitHydra, the first
BFA designed to target inference cost persistently by manipulating model weights
of LLMs. Finally, defenses against BFAs are currently fragmented, targeting either
model weights or executables in isolation [56, 108]. Chapter 6 presents ObfusBFA, a
holistic defense that safeguards both model parameters and low-level code through
randomized obfuscation, ensuring comprehensive protection against versatile hard-

ware faults.
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Chapter 3

Mercury: An Automated Remote
Side-channel Attack to NVIDIA

Deep Learning Accelerator

DNN accelerators have been widely deployed in many scenarios to speed up the
inference process and reduce the energy consumption. One big concern about
the usage of the accelerators is the confidentiality of the deployed models: model
inference execution on the accelerators could leak side-channel information, which
enables an adversary to preciously recover the model details. Such model extraction
attacks can not only compromise the intellectual property of DNN models, but also

facilitate some adversarial attacks.

Although previous works have demonstrated a number of side-channel techniques
to extract models from DNN accelerators, they are not practical for two reasons.
(1) They only target simplified accelerator implementations, which have limited
practicality in the real world. (2) They require heavy human analysis and domain
knowledge. To overcome these limitations, this chapter! presents Mercury, the
first automated remote side-channel attack against the off-the-shelf NVIDIA DNN
accelerator. The key insight of Mercury is to model the side-channel extraction
process as a sequence-to-sequence problem. The adversary can leverage a time-to-
digital converter (TDC) to remotely collect the power trace of the target model’s

inference. Then he uses a learning model to automatically recover the architecture

!The content of this chapter is published in [8].
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details of the victim model from the power trace without any prior knowledge. The
adversary can further use the attention mechanism to localize the leakage points
that contribute most to the attack. Evaluation results indicate that Mercury can

keep the error rate of model extraction below 1%.

3.1 Introduction

Modern deep learning technology exhibits a computationally intensive trend to
perform more complex tasks. This leads to the popularity of adopting specific
hardware to accelerate computation and reduce energy consumption. Field Pro-
grammable Gate Arrays (FPGAs) are a prevalent choice for implementing DNN
accelerators, and have been widely deployed in large-scale datacenters by various
cloud providers, such as Amazon EC2 F1 [111] and Microsoft Catapult [112].

However, DNN accelerators in the cloud pose new security challenges, and one sig-
nificant threat is the model extraction attack [113-115]. Generally, cloud providers
adopt the multi-tenancy policy that facilitates multiple users to share the same
FPGA board to enhance the resource utilization [116]. Although the circuits of
different users can be logically separated, they still share the same power distribu-
tion network (PDN). A prior study [117] shows that the supply voltage at differ-
ent locations of a PDN is not constant and depends on the activity of the logic.
Therefore, the voltage fluctuation becomes a critical side-channel to leak sensitive
information across different parts of the FPGA. The adversary can abuse the multi-
tenancy feature to remotely launch an on-chip monitor on the same board with the
victim’s deep learning model and steal its information without requiring physical
access to the hardware. It has been commonly referred to as remote side-channel
attacks in prior works [29, 118, 119], exhibiting more flexibility and practicality
than physical attacks [17-21].

Although various side-channel techniques have been proposed to attack FPGA-
based DNN accelerators [120], there is still a huge gap to apply them in practice.
(1) Simplified implementations. A majority of works only target their home-
made DNN accelerators [17-20, 22, 23], which are normally simplified, and easy to
break. In contrast, full-fledged architectures in the real world usually involve more

complex structure designs and optimizations, which complicate the side-channel
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TABLE 3.1: Summary of existing works

Attack | Impl. Model | Target Aim | Remote | Automated | # of runs
[29] VTA[70] CNN Layer A v X 50

[17] Home-grown | MLP Model W X X 60K

[18] Home-grown | CNN Multiplication | W X X 40K

[19] Home-grown | BNN Model AW | X A:X; W 10K

[20] Home-grown | CNN Model AW | X X -

[21] NVDLA CNN | Layer A X X -

(23] Home-grown | CNN Layer A v X -

22] FINN[69] | BNN | Layer A v X 100

Ours NVDLA CNN Model A v v 1

For Aim: A refers to architecture recovery while W refers to weight recovery.

analysis and attacks. (2) Simplified models. A number of works aim to steal
Binary Neural Networks (BNNs) with binary values of model weights and activa-
tions [19, 22]. The feasibility of their extension to non-binarized DNNs is dubious.
(3) Simplified attack goals. Many studies only attack individual network lay-
ers, but cannot achieve end-to-end extraction of the entire model [21-23, 29]. This
restricts their practical values. Table 3.1 summarizes the comparisons of prior

studies.

To address the above limitations, we propose Mercury, a novel power side-channel
attack to steal the architecture of DNN models on the practical NVDIA Deep
Learning Accelerator (NVDLA). NVDLA serves as the standard way for DNN ac-
celerator designs, and has been the mainstream implementation in many products.
It includes the complex hardware-software stack, execution pipeline and runtime
environment. Such designs cause the side-channel traces to be highly redundant
and noisy, and exhibit no one-to-one relationship with the victim model. This

significantly increases the attack difficulty (See §3.3.2 for more discussions).

The core concept of Mercury is to model the side-channel extraction process as a
sequence-to-sequence learning task. We leverage powerful RNN-CTC and Trans-
former models to recover the architecture of the victim model from the power trace
of its inference. Besides, we utilize the attention mechanism to localize the leakage
point in the side-channel trace, which can shed light on the potential vulnerability

of DNN accelerators and defense directions.

To our best knowledge, the only side-channel attack targeting NVDLA is [21].
However, it has the following limitations: (1) it is not a remote attack and requires
physical access to the victim device; (2) it requires the attacker to manually split

the execution trace for different layers, and extract each layer individually; (3) it
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needs to train multiple learning models for each hyper-parameter. Mercury can
overcome these limitations: it can be launched remotely in the multi-tenant cloud
context; it enables the adversary to automatically steal the model without any
manual analysis or prior knowledge of the victim system. Besides, Mercury is
cost-efficient: the adversary only needs to train one end-to-end model, and run
one inference process for extraction of the entire model, while prior attacks need
thousands of rounds [17-19].

Note that our attack goal is to steal the model architecture, which is the same as
some previous works [9, 10, 121, 122]. Stealing the architecture has high financial
incentive as it is basis for building more valuable intellectual properties at incre-
mental cost [10, 122, 123]. Besides, obtaining the architecture details can facilitate
other attacks such as adversarial examples and membership inference. We provide
two case studies in §3.6 to show how Mercury can enhance these attacks. Some
studies proposed methods to extract the model weights [17-20]. However, these
attacks need to physically access the victim device or inject hardware trojans to
collect more informative traces (Table 3.1). How to remotely extract model weights

is challenging and we leave it as a future work.

We perform extensive experiments to validate the effectiveness of Mercury. Eval-
uation results show that Mercury can recover victim’s model information with an
error rate of 1%. It is robust enough to resist certain levels of noise without a

significant performance drop.

3.2 Background

3.2.1 NVIDIA Deep Learning Accelerator (NVDLA)

NVDLA is an open-source configurable architecture designed by NVIDIA to accel-
erate deep learning inference. It is capable of computing convolution, activation,
pooling, and normalization operations in the model inference. NVDLA can be con-
figured as a large or small implementation, differing in the dimension of the cores

and implementation of some specific engines (e.g., Rubik and DMA engines) [124].

Figure 3.1 shows the architecture overview of NVDLA. It can be divided into two

parts, i.e. hardware design and software design. Hardware design is built as a series
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FIGURE 3.1: Architecture overview of NVDLA

of pipeline stages containing various types of engines to regulate the behaviors of
FPGA boards. Software design connects the users and hardware components, and
is responsible for building and loading the DNN model for the FPGA to execute.
The software design further consists of two components: (1) the compilation tools
use the model pre-compiled by Caffe to generate a network of hardware layers
supported by NVDLA, called loadable, which is calibrated by TensorRT. (2) The
runtime environment processes the calibrated loadable and runs it directly in the
NVDLA environment.

3.2.2 Voltage Drop Sensor on FPGA

All the components on an FPGA chip share one power distribution network (PDN).
Intensive switching activities may cause voltage fluctuations in the PDN. The PDN
can be modeled as an RLC circuit, where a resistor (R), an inductor (L), and a
capacitor (C) are connected in series or in parallel. Therefore, the transient voltage
drop seen by a circuit can be modeled as [67]: Viop = 1 R+L%, where the transient
response term L% reflects the intensity of the switching activity on the FPGA. In
typical CMOS circuits, combinational logic delays can be modeled to be inversely
proportional to the voltage supplied to each gate [125]. Hence, the information of

the switching activities can be inferred from the logical delay.

In this paper, we use a time-to-digital converter (TDC) to read the combinational

logic delay, where a clock signal propagates through a chain of buffers as the voltage
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drop sensor. As there are discrepancies in switching activities for different types of
calculation on other parts of the FPGA, the voltage drop value may be different,
which leads to different delay measurements in TDC. These different delays can
cause different propagation lengths in the delay line, resulting in different values in
the latches. Therefore, the activities of other circuits can be identified through the
readout of the TDC. This has been demonstrated in various studies [29, 118, 119].

3.2.3 Profiled Side-Channel Attacks

Profiled side-channel attacks are one of the most powerful attacks [126]. The
adversary generates a profile through a similar or the same device of the target,
and computes the secret information by matching the profile with the victim’s
execution trace. A profiled side-channel attack can be divided into two phases.
First, a profiling phase allows the adversary to characterize its physical leakages
when running the target application. Suppose the adversary has an input secret
set s = {s1,...,5,}. He obtains N side-channel traces T;, for each input s;, and
builds the mapping f : T;, + s;. This mapping can be learned through template
creating and machine learning methods. Second, an exploitation phase is launched
to perform secret recovery by profile matching. The adversary performs the side-
channel attack using the mapping f. With additional ¢ traces 77, ..., T, collected

q

from the device under attack, the secret s; can be guessed as s; = f(T7).

In this thesis, we adopt machine learning for profile learning and matching to attack
FPGA-based DNN accelerators. It has several advantages. First, the adversary
is able to extract information even if there are no visible patterns in the power
trace. As most calculations on FPGAs are done in parallel, manually analyzing the
pattern may be futile. Second, the adversary can utilize all information in a single
power trace, as machine learning can effectively handle high-dimensional data. In
contrast, traditional methods require the selection of points of interest (POI) to
narrow down the information for the attack. Besides, machine learning models
have higher resilience against the noise in the side-channel trace than conventional

statistical methods.



Chapter 3. Model extraction attack 31

3.2.4 Sequence-to-sequence (seq2seq) Learning

Seq2seq learning achieves state-of-the-art prediction accuracy in various tasks like
speech recognition [127], machine translation [128], image captioning [129], ques-
tion answering [130], etc. Since side-channel power traces are essentially sequential
data, seq2seq learning is a natural fit for analyzing such leaking patterns. However,
only very few works [9, 10] have applied seq2seq learning to side-channel analysis,
and none of them realized automated attacks on FPGA-based accelerators, which

have much more noise and more complicated monitoring architecture.

Commonly used architectures for seq2seq learning includes Transformer [131], Con-
nectionist Temporal Classification (CTC), and Recurrent Neural Network (RNN).
Mercury adopts two models, i.e, Transformer and RNN-CTC, for side-channel ex-
traction. In the RNN-CTC model, the output of the RNN is passed into the CTC
decoder. Aligning the operation sequence with the variable-length power sequence
presents a challenge. To address this, the CTC decoder introduces a “blank” label €
that serves no specific correspondence and can be easily excluded from the output.
The Transformer model consists of an encoder and a decoder. The input sequence
is transformed by the encoder, generating an abstract representation that captures
the learned features. Subsequently, the decoder utilizes this abstract representa-
tion to predict the subsequent output step-by-step, building upon the previous
output. To enhance feature learning from the event sequence, a convolution layer

is introduced before the encoder.

3.2.5 Comparison with Software-based Model Extraction

While Mercury demonstrates the severe threat of side-channel-based model extrac-
tion, a large body of existing literature focuses on software-based (or query-based)
model extraction attacks [132-134]. We present a comparison between software-

based extraction and our hardware-based approach in Table 3.2.

In a typical software-based attack, the adversary interacts with the victim model
via a publicly accessible prediction API. By sending a massive number of carefully
crafted inputs—often including out-of-distribution (OOD) samples or synthetic
data—and observing the output labels or confidence scores, the attacker trains a

surrogate model to mimic the victim’s decision boundary [133]. The primary goal
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TABLE 3.2: Comparison between Software-based and Hardware-based (Side-
Channel) Model Extraction.

Feature Software-based (Query) Attacks Hardware-based (Side-Channel) Attacks (Mercury)
Attack Vector Prediction APIs (Input/Output pairs) Physical/Microarchitectural signals (Power, Cache, EM)
Extraction Goal Functional equivalence (Surrogate model) Structural and architectural fidelity (Exact layer sequence)
Data Requirement Thousands to millions of synthetic/OOD queries A single or few execution traces

Attacker Access Public APT or black-box endpoint Co-location on shared hardware (e.g., multi-tenant cloud)
Detectability High (abnormal query volume, OOD inputs) Low (passive monitoring, bypasses API rate limits)

is usually to achieve functional equivalence [134], meaning the surrogate model
achieves comparable accuracy on the target task, even if its internal architecture
completely differs from the victim’s model. Furthermore, some query-based attacks
attempt to infer the architecture [135], but they still rely on extensive hyperparam-
eter searching and massive query budgets. In contrast, side-channel attacks like
Mercury exploit unintended hardware leakages (e.g., power consumption captured

via a TDC sensor).

In summary, while software-based attacks focus on stealing the utility of black-box
APIs through heavy querying, hardware-based attacks like Mercury pose a stealth-

ier, structural threat to models deployed in shared computing infrastructures.

3.3 Attack Overview

3.3.1 Threat Model

We follow the same threat model of remote power side-channel attacks in previous
works [29, 118, 136]: the adversary and victim’s accelerator share the same FPGA
board (but logically separated) with the same PDN, which can be realized in the
multi-tenant FPGA-based cloud. The adversary is able to deploy and fully control
his own malicious circuits. However, he cannot physically access the FPGA board
or control any part of the victim’s circuit. He can only deduce the victim’s activity

from his own circuit.

Figure 3.2 illustrates the workflow of Mercury, which consists of two phases. (1) In
the profiling phase, the adversary deploys various types of DNN models on a cloud
FPGA board and collects the corresponding power traces with the TDC sensor.
With the profiling information he can establish the seq2seq model f that predicts

the model architecture from the power trace. (2) In the exploitation phase, the
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adversary deploys the TDC circuit on the same FPGA as the victim’s model. He
only needs to remotely collect the readout of this sensor for one inference process
of the target model. Then he can use f to extract the victim model’s architecture
details.

3.3.2 Challenges of Attack Design

The NVDLA implementation raises the following challenges for designing remote

side-channel attacks.

(1) NVDLA has complicated hardware and software architecture. From
the software perspective, pre-compiled neural networks are first loaded by the user
space runtime driver and then submitted to the kernel mode driver for the subse-
quent inference. The kernel mode driver schedules layer operations on NVDLA and
programs the NVDLA registers to configure each functional block. From the hard-
ware perspective, functional computation blocks are assembled as a pipeline to run
submitted tasks, and the interrupt signal is asserted when the task is completed.
Due to such complex hardware-software co-design, the captured power trace from
NVDLA does not directly reflect the information of each layer and the data inside.
It is mixed with other hardware-level power information on the FPGA, as well
as the software-level power information related to CPU execution. This is much
more complex than other simple accelerator designs, and significantly increases the
attack difficulty.
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(2) NVDLA has a parallel design to boost the performance. All functional
blocks in NVDLA have duplicated register groups known as ping-pong buffers.
Configurations of the next layer will be transmitted to the other register while
running the current layer [137]. Due to this parallel design, NVDLA data flow may
not have a strict one-to-one relationship with the layers of a model. These settings

make the model extraction attack much more challenging.

(3) The collected side-channel data are redundant and noisy. A side-
channel trace of an inference process can contain an extremely large amount of
data points (more than 300K) due to the high monitoring frequency, which places
heavy demands on the underlying compute infrastructure. Such a scale of data
will induce great pressure on the data processing, making it infeasible to perform
manual analysis as adopted in existing works. Moreover, the raw side-channel data
may exhibit random noise originating from the hardware activities, a consequence
of the intricate system optimization and runtime dynamics. This noise has the

potential to substantially diminish the accuracy of the extraction process.

3.4 Design Details

To address the above challenges, we introduce innovative designs for the power
monitor, dataset processing and seq2seq model. The detailed mechanisms are

elaborated below.

3.4.1 TDC-based Power Monitor

Mercury utilizes TDC readouts to infer power information from the inference pro-
cess. Figure 3.3 illustrates the architecture details of the TDC, where the clock
signal is fed into an adjustable coarse delay line and fine delay line to obtain an
initial delay, which is then sent to a tapped delay line. The initial delay can be
dynamically configured by controlling the multiplexer (MUX) to modify the num-
ber of logic elements forming the coarse and fine delay lines during the calibration
process, thus altering the delay duration. To ensure the TDC’s functionality is not
optimized during synthesis or implementation phases, the DONT_TOUCH attribute is

set for the coarse delay line, fine delay line, and tapped delay line.
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FIGURE 3.3: Architecture details of TDC

The coarse delay line consists of replicated look-up table (LUT) and latch modules
to provide a significant amount of delay. In contrast, the fine delay line is equipped
with replicated LUT modules to offer smaller delay. The tapped delay line, which
employs carry chains, is composed of CARRY4 primitives, with their CO outputs
registered by four dedicated D flip-flops. During each readout, it counts the taps
which the clock signal has reached and gives a raw value. The output can then
be concatenated or converted into a sum or exponential sum, depending on the
configuration set in the TDC IP settings. The TDC output is routed to the ARM
processor via AXI-4 buses. We develop a C-based driver program running on the
ARM processor to read the TDC output using the mmap system call on the addresses
specified in the Vivado IP Integrator.

Note that it is important to perform TDC calibration, i.e., adjusting its initial
delay, prior to output measurement. We implement the calibration process as two
loops in our driver. We iteratively test all combinations of possible values for the
fine and coarse delay line lengths to select the optimal initial delay value. This
ensures that the Hamming weight in the tapped delay line of the TDC is half
the length of the tapped delay line, providing room for power measurements to
increase or decrease the Hamming weight. Although prior works [119, 138] highlight
the importance of TDC placement and routing constraints for obtaining useful
side-channel information, in practice, the adversary may not have the privilege

of determining such configurations. In Mercury, we do not need to manually set
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the TDC location, yet still successfully initiate the attack. Figure 3.4 shows the

floorplan of our implemented design, with the resource utilization on the FPGA.

3.4.2 Dataset Formulation and Preprocessing

To build a generalized seq2seq model for side-channel extraction, we need to collect
a dataset that covers different types of DNN models and operations in the profiling
phase. To achieve this, we generate 160 different random models and deploy them

on NVDLA. These models have random numbers (in the range of [2, 16]) and types
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of network layers. They include 12 convolution layers (with the kernel size of 2,
3, 4, 5 and output size of 10, 20, 30), 4 pooling layers (with the kernel size of
2, 3, 4, 5), 5 fully-connected layers (with the output size of 100, 200, 300, 400,
500), 1 relu layer, and 1 softmax layer. These models are pre-trained by Caffe,
and then calibrated by TensorRT and compiled by the NVDLA compiler. They
are generated on the host computer, and then executed by NVDLA runtime on the
FPGA.

The power trace captured by TDC is a sequence in which the TDC readouts are
arranged in the temporal order. They represent the switching activities on the
FPGA at different moments. To better control the data collection process, we use
a bash script on the board to start the TDC measurement program concurrently
with the model inference on NVDLA, and terminate it when the inference task is

completed.

Figure 3.5 shows an example of the TDC readouts for one inference. The z-axis
denotes the time while the y-axis represents the corresponding power consumption
value. The middle part of this trace has larger fluctuations, indicating the power-
related information leakage from NVDLA. Therefore, we crop the trace and only
use the data within this effective period with the time coordinate range [50,000,
200,000] for all traces. Training the model with the full trace also yields successful
attack results but requires longer training time. For each model, we collect approx-
imately 2,700 traces as the training set, and 200 traces as the test set. As every
single trace has a large amount of data points which may decrease the training
efficiency, we reshape it to a 2D matrix with the size of 3 x 50,000. Then we
compute the average of 50 data points, normalized them by subtracting the mean

and divided by the standard deviation, for efficient model training.

We label each power trace with a sequence of types for each layer. Given that
convolutions take a majority in neural networks, we differentiate different kinds
of convolution layers with different labels. We also set four labels for the pooling
layer, fully-connected layer, relu layer, and softmax layer, respectively. Table 3.3
shows the label for each type of network layer. As required by the CTC decoder
(§3.4.3), there is also one label representing a blank operation. Therefore, we have
17 different possible labels in total. The combination of these labels forms the label

sequences.
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TABLE 3.3: Prediction labels for different types of layers. For example, the
label sequence for model with one 5*5 conv layer (10 output channels) and one
fc layer is represented as [9,13].

Layer Label
conv layer, kernel size 2*2, output channel 10, 20, 30 | 0-2
conv layer, kernel size 3*3, output channel 10, 20, 30 | 3-5
conv layer, kernel size 4*4, output channel 10, 20, 30 6-8
conv layer, kernel size 5*5, output channel 10, 20, 30 | 9-11

pooling layer 12
fully-connected layer 13
relu layer 14
softmax layer 15

3.4.3 Seq2seq Model

Mercury adopts two alternative seq2seq learning models to extract the DNN ar-
chitecture from the side-channel trace, as shown in Figure 3.6. The first one is
RNN-CTC. This model uses some convolution layers to extract features from the
input sequences, and then 2 RNN layers to propagate the information. To enhance
long-term memory capabilities, the RNN module adopts the bidirectional gated
recurrent unit (BiGRU). The DNN models in the profiling phase are randomly
generated and may not have strong relationships between the layers as they do in
the actual functional model design. Hence using RNN may not give the best re-
sults. However, we believe it can have better performance in the actual situation as
the relation of layers can be utilized. The RNN layer produces a probability distri-
bution for each input, which is subsequently passed into the CTC decoder. Despite
the challenge of aligning operation sequences with varying lengths to their corre-
sponding power sequences, the CTC decoder overcomes this hurdle by introducing
a “blank” label. Ultimately, the output sequence with the highest prediction prob-
ability is determined using beam search. To obtain better training results, Adam

optimization and the OneCycleLR scheduler are also used in our model.

The second one is the Transformer model, which adopts a single-layer encoder and
single-layer decoder. This model utilizes weight sharing between the decoder em-
bedding and the decoder projection to enhance generalization. It is also trained
using the Adam optimizer with OneCycleLR scheduler. The performance is eval-

uated by the cross-entropy loss function.
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The Transformer model can also localize the leakage point in the TDC trace with
the attention mechanism, helping us better understand the side-channel vulnera-
bilities of the DNN inference. Attention is a powerful technique that allows the
model to selectively focus on specific parts of the input when making predictions.
It computes a weighted sum of input features with the weights representing the
importance or relevance of each feature to the current prediction. We can leverage
the multi-head attention in the Transformer model to identify the high attention

weights, which correspond to the potential leakage points. See §3.5.3 for more

analysis.
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Ficure 3.7: Loss and LER trends when training the RNN-CTC model with
different numbers of CNN layers.

3.5 Evaluation

We adopt the Xilinx Zyng-7000 SoC ZC706 board (xc7z045{fg900-2) as our testbed.
Due to the restriction of our hardware, we adopt the small implementation of
NVDLA. Mercury can be generalized to the large implementation as they perform
the same operations [137]. The ARM processor of the board runs Ubuntu 16.04
OS, which supports NVDLA and the TDC driver. Vivado 2019.1 is used to design
the hardware. The clock frequency is 10MHz for NVDLA. The sensor clock of
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TDC is 150MHz and the AXI clock of TDC operates at 10MHz. The board sends
the TDC readouts to the host computer through Ethernet with the scp command.
Pytorch (1.13) and CUDA (11.6) are adopted to train models running on the server
with a NVIDIA GeForce RTX 3090 GPU.

We utilize two metrics to evaluate the attack effectiveness. First, as the model
architecture is represented as a sequence with each element representing the type
of the layer, we adopt Layer Error Rate (LER) [10] to measure the prediction
accuracy. It is calculated as LER = L(s',s)/|s||, where |s|| is the sequence
length of s, and L(s',s) is the edit distance (Levenshtein) between the ground-
truth sequence s and predicted operation sequence s’. A smaller LER indicates
higher accuracy. Second, we also use loss functions. In the RNN and Transformer

models, we use the CTC loss and cross-entropy loss for evaluation, respectively.

We find it is difficult to compare Mercury with prior attacks. As shown in Table
3.1, most works fall into the category of physical side-channel attacks and require
to set up physical instruments to obtain the power traces. For remote attacks
22, 23, 29], they only target layer extraction and cannot achieve end-to-end model
stealing. Due to the distinct settings and attack goals, we mainly report the attack

results of Mercury.

3.5.1 Model Extraction Results

Model performance. We employ our collected dataset to train both the RNN-
CTC and Transformer models. For the RNN-CTC model, we utilize 3 CNN layers
with an RNN dimension of 128, and train the model for 120 epochs. For the Trans-
former model, we incorporate one encoder layer and one decoder layer. The model
input and output dimension, denoted as d,,oq4¢;, is configured as 256. We incor-
porate 8 parallel attention layers, with projected queries, keys, and values having
dimensions of dy, = d, = dpodger/h, Where h represents the number of attention
heads. The positional encoding and optimizer settings adhere to the implemen-
tation outlined in [131]. With these configurations, we train the model for 100

epochs.

We run inference for all randomly generated models in NVDLA on both MNIST
and CIFAR-10 datasets. For MNIST, using RNN-CTC, we achieve LER of 0.01
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# of Best Loss Best LER RNN | Best Loss Best LER
layers | Train | Test | Train | Test dims | Train | Test | Train | Test
0.02 | 0.49 | 0.01 | 0.15 64 0.40 | 0.50 | 0.14 | 0.16
0.04 | 0.51 | 0.01 | 0.14 96 0.33 | 0.62 | 0.10 | 0.17
0.04 | 0.10 | 0.01 | 0.02 128 0.04 | 0.10 | 0.01 | 0.02
0.09 | 0.54 | 0.04 | 0.15 256 0.06 | 0.51 | 0.02 | 0.15
0.13 | 044 | 0.05 | 0.12 512 0.03 | 1.45 | 0.01 | 0.19

(A) Number of CNN layers (B) RNN dimensions

Tk W N =

TABLE 3.4: Impact of RNN-CTC configurations

and 0.02 on the training and test set, respectively; using Transformer, we get LER
of 0.02 and 0.15 on the two sets. For CIFAR-10, with RNN-CTC, we achieve LER
of 0.04 and 0.16 on the training and test set, respectively; with Transformer, we get
LER of 0.10 and 0.15 on the two sets. We observe that both models exhibit strong
performance on the training dataset. RNN-CTC outperforms Transformer on the
test set, mainly because its stronger ability to handle variable-length input and
output sequences. However, Transformer is more interpretable in analyzing the
leakage points in the trace (§3.5.3). Below we mainly use RNN-CTC on MNIST

for more evaluation.

Ablation studies. We further investigate the impact of hyper-parameters on the
RNN-CTC model. We first consider different numbers of CNN layers used for
feature extraction (1 ~ 5). Figure 3.7 shows the trends of the training and test
losses and LER when training the RNN-CTC model. We observe that LER and
loss in all figures drop when the training proceeds. Table 3.4a reports the best LER
and loss values for different numbers of convolution layers. We find that the RNN-
CTC model with 3 convolution layers gives the best performance. We also test
the prediction accuracy of the RNN-CTC model with different RNN dimensions.
Table 3.4b reports the best loss and LER when the RNN dimension is set as 64,
96, 128, 256, and 512 respectively. We observe that RNN with the dimension of
128 has the best performance. We will adopt such optimal hyper-parameters in

the following experiments.

3.5.2 Robustness Analysis

Side-channel noise. We first evaluate the robustness of the prediction model
against side-channel noise. We add different amounts of Gaussian noise to the side-

channel trace, and measure to what extent the extraction accuracy will be affected
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by such noise. The scale of the injected noise is calculated as P, = P,/(105V#/10),

where P, is the power of the input sequence, and SNR is the signal-to-noise ratio

(SNR), defined as the power ratio of the input to the noise in decibels.

TABLE 3.5: Accuracy with different SNRs

SNR(dB) | LER | Loss
No noise 0.05 | 0.18
50 0.05 | 0.18

40 0.09 | 0.35

30 0.20 | 0.93

25 0.34 | 1.34

10 0.71 | 2.83

Table 3.5 reports the extraction results under various scales of noise. We ob-
serve that RNN-CTC has no accuracy drop when the SNR is above 50dB. The
side-channel noise only has a minor effect on the model when the SNR is 40dB.
Considering that our input sequence collected from TDC already contains a cer-
tain level of noise, the actual threshold of SNR that can preserve the extraction
accuracy should be even lower than the tested value. Therefore, our model has

high robustness to resist the noise in the measured trace.

Placement location of TDC. Next we explore the effect of the TDC locations
on the board during model extraction. Prior studies [119, 138] showed that the
outputs of the TDC are highly sensitive to its location. Hence, it is essential for
the adversary to find the optimal place to implement the TDC. To evaluate this
factor, we place the TDC in 5 different locations: top-left, bottom-left, center, top-
right, and bottom-right. We set the location constraints using Pblock in Vivado.
For each location, we collect 600 TDC traces and then re-evaluate the prediction
of both models, as shown in Table 3.6 (the “w/0.” columns). We observe that
a different location of TDC can indeed degrade the extraction accuracy, as the

adversary’s side-channel power traces during training and inference is different.

In the real-world multi-tenant cloud scenario, the adversary may not have the
permission to select the location for implementing his TDC, which is allocated by
the cloud provider. To bridge this gap and make our attack practical, the adversary
can augment his training dataset by placing the TDC in multiple locations and
collecting the comprehensive power traces in the offline phase. Then the prediction
model will be more general and robust against TDC placement. We train such a

model with an augmented dataset which includes additional 10% of TDC trace
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TABLE 3.6: Sensitivity to TDC locations

TDC location LER (RNN) | LER (Transformer)
w/o. | w/. |[wjo.] w/.
Original 0.14 0.15
Center 0.51 0.15 0.59 0.11
Top-right 0.4 0.23 0.49 0.23
Top-left 039 | 020 | 043 0.20
Bottom-right | 0.25 0.23 0.45 0.26
Bottom-left 0.41 0.19 0.59 0.14
0 5 10 15 20 25 30 35
conv_2*2-10
conv_4*4-10

pooling
conv_5*5-10
conv_3*3-30
pooling
pooling
conv_3*3-30
conv_2*2-10
pooling

fc

FIGURE 3.8: Attention weight (brighter color means larger weights)

for each of the above 5 locations. Table 3.6 (the “w/.” columns) shows that the

prediction errors are significantly reduced, and close to that of the original location.

3.5.3 Leakage Point Localization

We show how to use the Transformer model to localize the leakage point in the
power trace. As described in §3.4.3, we compute the attention weight as the in-
dicator of leakage. Given that the input trace is much longer than the output
sequence, the attention weight matrix is too long to be easily illustrated. There-
fore, we average every 25 attention weights. Figure 3.8 shows an example of the
attention weights for one TDC trace. The model architecture is shown on the left
side, where “fc¢” represents a fully connected layer and “conv_2*2-10" represents a
convolution layer with the kernel size of 2 X 2 and output feature map dimension

of 10. The number at the top represents the input sequence.

From Figure 3.8, we observe that the highest attention weights normally appear
very early in the trace, which indicates that major leakage of model information is
from the beginning. Considering that NVDLA sends the layer-related information
to the relevant register from ARM to FPGA before computation, we hypothesize
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that the major leakage may occur during the transmission or storage of this in-
formation. This suggests the importance of providing more protections over these
particular locations as the countermeasure. We leave such interpretability-based

defenses as future work.

3.6 Case Studies

As mentioned in §3.1, extracting model architectures can not only compromise
model intellectual property, but also facilitate some attacks to deep learning. We
present two case studies to demonstrate how Mercury can enhance the adversarial

examples and membership inference attack.

3.6.1 Enhancing Adversarial Examples

A popular security threat to deep learning models is adversarial examples (AEs),
which are created by adding human-invisible perturbations to normal samples to
mislead the victim model [5, 139]. Over the years, numerous attack methodologies
have been proposed to generate effective AEs, which can be classified into two
categories based on the threat model. The first one is white-bozx attacks. The ad-
versary has knowledge of the model parameters, based on which he precisely crafts
the adversarial perturbations. Typical methods include FGSM [140], C&W [141],
Deepfool [142], PGD [143], etc. The second one is black-boz attacks, where the
adversary does not know any information about the target model. He can leverage
the transferability property of AEs [139], which refers to the ability of AEs gener-
ated from one model to attack another different model. The adversary can train
a shadow model locally, and generate the corresponding AEs using conventional
white-box attack techniques. Then these AEs have a high chance to succeed in

attacking the target model.

For black-box attacks, the attack success rate, i.e., AE transferability, highly de-
pends on the similarity between the victim model and adversary’s shadow model.
Therefore, our model extraction technique provides a new opportunity of improv-
ing such similarity, thus the success rate of black-box attacks. In particular, the

adversary can apply Mercury to extract the architecture of the victim model, and
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FIGURE 3.9: Mercury enhances two attacks

then train a shadow model with this architecture. The AEs generated from this
model enjoy higher transferability to the victim model compared to the ones from

a random shadow model.

Figure 3.9a validates the effectiveness of Mercury in enhancing black-box adver-
sarial attacks. The y-axis represents four victim models with different architec-
tures, while z-axis represents the shadow models used for generating AEs with
FGSM. The blocks with the same z and y indexes denote the success rates with
the enhancement of Mercury, while the rest blocks show the success rates with
random architectures. For fair comparisons, we set the same perturbation scale
(with e = 0.3) for all cases. It is clear that AEs based on our Mercury has the
highest transferability (the diagonal blocks) for each victim model.

3.6.2 Enhancing Membership Inference Attacks

As the second case study, we show how Mercury can facilitate the membership
inference attack (MIA) [144]. MIA is a type of privacy attack that aims to deter-
mine whether a particular data point has been used to train a machine learning
model. This attack is of particular concerns in applications where the training data
contain sensitive information, such as medical diagnoses, credit scoring, and fraud
detection. To launch the MIA, the adversary can train multiple shadow models
locally on separate datasets that are representatives of the target dataset. The

adversary then queries these shadow models with a data sample and obtains the
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the corresponding predictions. These prediction vectors, along with whether the
sample is a member of the training sets as the label, are used to train a membership
inference model. With this model, the adversary can infer the membership of any

sample based on the prediction results from the target model.

Clearly the MIA accuracy is related to the similarity of the shadow models and
target model: shadow models that are identical to the target can better reflect the
attributes of the training data. In the black-box setting, our Mercury can increase
such similarity from the model architecture perspective. Figure 3.9b shows the
MIA accuracy of four cases: shadow models with the architecture extracted by
Mercury (yellow bar, E), and with random architectures (blue bars, R1 — R3).
All these attacks are carried out on the MNIST dataset. The target, shadow and
attack inference models are trained on the datasets of sizes 2,500, 57,500 and 3,500,

respectively. It is obvious that our extracted model yields the highest accuracy.

3.7 Summary

We propose Mercury, the first automated remote side-channel attack against the
NVIDIA Deep Learning Accelerator (NVDLA). Mercury leverages the readouts of
TDC as the power indicator of NVDLA, and trains RNN-CTC and Transformer
seq2seq models to predict the model architectures, and disclose the leakage points.
Evaluation results demonstrate that Mercury is able to extract the operation se-
quence of the victim model within an error rate of 1%. It can also enhance existing

black-box adversarial examples and membership inference attacks.
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BitHydra: Towards Bit-flip
Inference Cost Attack against

Large Language Models

Large language models (LLMs) are widely deployed, but their growing compute
demands expose them to inference cost attacks that maximize output length. We
reveal that prior attacks are fundamentally self-targeting because they rely on
crafted inputs, so the added cost accrues to the attacker’s own queries and scales
poorly in practice. In this chapter, we introduce the first bit-flip inference cost
attack that directly modifies model weights to induce persistent overhead for all
users of a compromised LLM. Such attacks are stealthy yet realistic in practice: for
instance, in shared MLaaS environments, co-located tenants can exploit hardware-
level faults (e.g., Rowhammer) to flip memory bits storing model parameters. We
instantiate this attack paradigm with BitHydra, which (1) minimizes a loss that
suppresses the end-of-sequence token (i.e., <E0S>) and (2) employs an efficient yet
effective critical-bit search focused on the ‘<E0S>" embedding vector, sharply reduc-
ing the search space while preserving benign-looking outputs. We evaluate across
11 LLMs (1.5B-14B) under int8 and float16 data representations, demonstrating
that our method efficiently achieves scalable cost inflation with only a few bit flips,

while remaining effective even against potential defenses.

47
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4.1 Introduction

Large Language Models (LLMs) [145-147] have demonstrated their remarkable ca-
pabilities across a wide range of real-world applications, including online chat [148],
customer service [149], and financial services [150]. As LLMs are increasingly de-
ployed through cloud-based ML-as-a-Service (MLaaS) platforms, minimizing infer-
ence cost has become critical for both service providers and end-users—enhancing
service availability and reducing token-based billing costs. However, previous stud-
ies have shown that deep neural networks are vulnerable to inference cost at-
tacks [109, 151-157], where the attacker crafts malicious input to maximize the
latency and cost of the victim model’s inference execution. Such attacks can lead
to substantial operational overhead for service providers and degrade the user expe-
rience. Recently, researchers designed inference cost attacks against auto-regressive
LLMs [110, 158-160] and multimodal LLMs [161]. As the victim model’s inference
cost scales with the response length, the attacker’s objective is to mislead the model

to generate as many tokens as possible using short induced prompts.

Despite their diversity, existing inference cost attacks share a key feature: they
rely on specially-crafted inputs to induce excessive computation. Consequently,
this leads to two significant limitations in real-world scenarios. (1) These attacks
are inherently self-targeting: the attacker, who submits the adversarial prompt,
will be charged for the long generated responses, bearing the inference cost. (2)
To achieve damages to other users and service providers at scale, the attacker needs
to consistently send a large volume of malicious input, which can be costly and

easy to spot.

We argue that the limitations of existing inference cost attacks primarily stem from
their underlying threat model, in which the attacker is also the end-user and must
therefore launch attacks solely through crafted inputs. Motivated by this obser-
vation, we propose a new class of inference cost attacks, termed bit-flip inference
cost attacks (BICAs), which target the model itself rather than its inputs. The
core idea is that flipping only a few critical weight bits can substantially increase
the computational cost for all subsequent queries, regardless of the user, without
requiring any changes to the input, as illustrated in Figure 4.1. These attacks are
plausible in various real-world scenarios where attackers can covertly tamper with

model parameters. For example, a malicious tenant sharing the same cloud-based
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Traditional inference cost attacks MLaaS Service Providers [Normat output (Length: 13):
The three primary colors are red, blue, and yellow

What are the three primary colors? @@ ioered Conath: 2018)
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Bit-flip-based inference cost attacks
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Attacked output (Length: 2048):

FIGURE 4.1: Comparison between traditional and bit-flip inference cost attacks.
Traditional attacks, based on adversarial prompts, are self-targeting and affect
only the attacker’s queries. In contrast, our method modifies model weights
(remotely), enabling persistent and widespread impact on all users interacting
with the compromised model.

Machine Learning as a Service (MLaaS) platform may co-locate with the victim
model on the same physical machine and exploit hardware-level vulnerabilities,
e.g., Deephammer [16], to flip critical bits in the model’s weights without physi-
cally touching the hardware device. Such manipulations operate at the hardware
level, and thus remain undetectable by conventional software-based monitoring or

defenses.

However, implementing such BICAs introduces several technical challenges, includ-
ing: (1) Effectiveness: how to design an effective loss function that encourages
LLMs to generate substantially longer outputs; (2) Scalability how to efficiently
identify the critical weight bits that significantly impact inference cost, given the
vast number of parameters in LLMs; (3) Fidelity: how to ensure that, even after
flipping these critical bits, the victim model continues to produce outputs that
appear benign and exhibit no obvious anomalies. To tackle these challenges, we
propose a simple yet effective attack method, dubbed BitHydra. Specifically, to
achieve high attack effectiveness, we introduce a loss function L<ggs>, which penal-
izes the probability of output termination by suppressing the normalized likelihood
of the end-of-sequence (<E0S>) token. Intuitively, minimizing Lgps> encourages the
victim LLM to avoid generating the <E0S> token, thereby producing abnormally
long outputs without substantially impairing its general functionality. To overcome
the scalability and fidelity challenges, BitHydra further incorporates a lightweight
and efficient critical bit search algorithm. Instead of exhaustively searching across
all model parameters, the algorithm strategically restricts the search to the output
embedding layer and, more specifically, to the vector corresponding to the <E0S>
token. Prior studies [162, 163] have demonstrated that the critical bits are concen-

trated in the linear layers, specifically in the initial and final several blocks. This
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method significantly reduces the search space, enabling rapid identification of high-
impact bits. Simultaneously, by altering only a small and isolated portion of the
model without affecting broader language representations, BitHydra preserves the
victim model’s ability to generate benign-looking content. This facilitates stealthy
and persistent attacks that impose significant computational overhead while main-

taining the normal utility and functionality of model responses.

In summary, our main contributions are four-fold. (1) We revisit existing infer-
ence cost attacks and reveal their inherent limitations and underlying reasons.
(2) Based on our findings, we propose a new inference cost attack paradigm, i.e.,
bit-flip inference cost attack (BICA), that targets model parameters rather than
inputs, allowing large-scale persistent attacks that affect all users. (3) We design
BitHydra, a simple yet effective instantiation of BICA that suppresses the occur-
rence of the end-of-sequence token with a few carefully chosen bit flips. (4) We
demonstrate the effectiveness of BitHydra through extensive experiments, showing
that it causes 100% of evaluation prompts to reach the maximum generation length
on representative LLMs like Llama3-8B, while requiring as few as three bit flips
in some cases. We also demonstrate BitHydra’s transferability to unseen prompts,

suggesting a generalizable and systemic shift in generation dynamics.

4.2 Background and Related Work

We present the background of inference cost attacks and BFAs in this section.

4.2.1 Inference Cost Attacks

Inference cost attacks aim to exploit the compute-intensive nature of deep learn-
ing models to intentionally increase the models’ latency or resource consumption
during inference, ultimately leading to high compute cost and degraded user ex-
perience. [109] introduced the concept of sponge examples and designed the first
inference cost attack. Later works extended this attack across various tasks and
domains, such as image understanding [164], object detection [155, 156], and lan-

guage translation [165].
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Recent studies showed that this inference-cost threat is amplified in LLMs. LLM-
EffiChecker [110] employed gradient-guided search to find minimal, imperceptible
input perturbations that raise inference cost; [158] coerced LLMs into generating
specific starting responses, indirectly imposing higher computational cost; [159] de-
signed adversarial prompts that prolong decoding in modern autoregressive LLMs;
[161] crafted verbose images that elevate latency and energy use in multimodal
LLMs; and [160] intentionally induced model ‘overthinking’, slowing its reasoning

process.

However, to our best knowledge, all existing inference cost attacks induce damage
solely by manipulating the model’s inputs, which leads to two practical limitations.
First, modern LLM services use token-based billing; for example, OpenAl’s 03 API
charges $10 per 1 million input tokens and $40 per 1 million output tokens [166].
Thus, while abnormally long outputs increase the provider’s computational load,
the attacker ultimately pays the bill, and the provider suffers only mild external-
ities. Second, each adversarial input affects only its own inference, offering no
persistent, cross-user impact. These limitations substantially reduce the practical

severity of such attacks.

4.2.2 Large Language Models (LLMs)

Large Language Models (LLMs) are typically built upon the decoder-only Trans-
former architecture [167]. Its autoregressive nature supports sequential token pre-
diction conditioned on past context. Formally, given an input token sequence
x = (21,29, ...,27), the model aims to estimate the joint probability by chaining

conditional probabilities:

T
P(x) = P(x1)-...- P(ar | zro) = [ [ Plar | 2<0),
t=1
where x; represents the prefix subsequence (z1,..., 7, 1).

An LLM can be abstracted as a function fy : Z* — RY, which maps a sequence of
token IDs to a logit vector z; = fy(x1,...,2;), where V is the size of the vocabulary.
At each decoding step, the LLM outputs a distribution over the next token. The

generation process is typically initialized with a special start token (<sos>), and
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proceeds iteratively—appending new tokens to the input—until either the end-of-

sequence token (<E0S>) is produced or a predefined maximum length is reached.

4.2.3 Data Representation in LLMs

As language models grow in size, the demand for memory and compute efficiency
becomes critical. To this end, modern LLMs often adopt lower-precision numerical
formats instead of the conventional 32-bit single-precision floating-point (£p32).
Common formats include 16-bit half-precision floating-point (£p16), 8-bit integers
(int8), 4-bit integers (int4), and 4-bit normalized floating-point (nf4). They
help reduce the memory footprint and improve inference speed. In this thesis, we
mainly focus on the int8 and fp16 formats, which are widely used in real-world

deployment.

Int8 Data Format. Each layer’s weight tensor is scaled and rounded to fit into
an 8-bit integer representation. Specifically, for the [-th layer, the quantization

process can be described as:

max(|W;|)

Aw; —

W, e R? (4.1)

\%\%
W/ = round (A_l> - Awy (4.2)

wy

where d is the number of weights in layer [, Aw; is the quantization step size, W,

is the original weight tensor, and W7 is the quantized version.

In computer systems, signed integers are typically represented using two’s com-

plement encoding. For a quantized weight w/Aw represented by an 8-bit binary

vector b = [by, bg, ..., bg] € {0,1}3, its value is reconstructed as:
w 6
—=-2".0 2. b, 4.3
Aw Tt iz:; (4:3)

Several efficient quantization libraries such as BitsAndBytes [168] support multiple

schemes for implementing int8 quantized weights in LLMs.

FP16 Data Format. Weights stored in this format follow the IEEE 754 half-

precision floating-point standard. Each value is represented using 16 bits: 1 sign
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bit (s), 5 exponent bits (e), and 10 mantissa (fraction) bits (m). The actual weight

value w represented by an FP16 number is computed as:

w= (1) 2 (14 %) (4.4)

FP16 significantly reduces the memory footprint while retaining a sufficient dy-

namic range and precision for most deep learning applications.

4.2.4 Bit-Flip Attacks via Rowhammer

Bit-flip attacks (BFAs) are hardware-level attacks that tamper with critical bits in
DRAM. A prominent vector is Rowhammer [169], which rapidly activates aggres-
sor rows to disturb adjacent cells and flip bits, even in the presence of common
error-correction schemes [62, 170]. Crucially, such faults can be triggered without
physical access to the device, by running malicious code that repeatedly ham-
mers memory on commodity CPUs [171, 172] and GPUs with GDDR5 [173] or
HBM [174]

In the context of machine learning, attackers apply BFAs to flip selected bits in
the parameters of a deployed model. Existing attacks are commonly categorized
by the objectives: untargeted attacks [25, 56, 108] degrade overall model perfor-
mance, whereas targeted attacks [106, 175] steer a model’s behavior in specific
ways, such as forcing misclassification or overriding content filters. To achieve
precise and effective bit flips, attackers commonly pair Rowhammer with system-
level memory placement tricks that rely on legitimate operating system features,
e.g., leveraging the page cache [56], memory deduplication [176], or per-CPU page-
frame caches [177]. For instance, by first ensuring the model weights are resident in
DRAM via the page cache and then inducing flips in those pages, attackers corrupt
the in-memory copy so that subsequent loads by the victim process transparently

retrieve the tampered weights from memory rather than the pristine file on disk.

Despite substantial progress, BFAs have been studied primarily on DNNs, and their
feasibility for LLMs remains largely underexplored. More importantly, prior work
targets accuracy degradation or specific misbehavior, which differs fundamentally
from our objective: inflating the computational cost of ordinary queries while pre-

serving task correctness. Existing BFA techniques are ill-suited for this purpose as
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they do not identify weight bits that modulate execution paths or computational
complexity. Designing an effective bit-flip inference-cost attack for LLMs remains

an open problem.

4.3 Problem Formulation and Analysis

To address the limitations of traditional inference-cost attacks, we shift from prompt
perturbations to weight manipulation via bit-flip techniques. In our paradigm, an
adversary flips a small set of cost-critical bits in a target LLM, biasing it to produce
longer responses to any prompt and thereby scaling provider-side computation.
We term this the bit-flip inference-cost attack (BICA). This section formalizes the
threat model and analyzes the key challenges in realizing BICA.

4.3.1 Threat Model

Attacker’s Goal. The attacker aims to inflate the inference cost of a deployed
LLM persistently and at scale, without compromising task accuracy. Specifically,
the objective is to induce the model to generate abnormally long responses for
any user prompt, thereby amplifying computational overhead across users and
sessions. This shifts the attack surface from input manipulation to weight ma-
nipulation, enabling broad, cross-user impact that extends beyond the attacker’s
own queries. Such an attack poses serious risks to both users and LLM-integrated
service providers. For users, it leads to elevated query costs and significantly in-
creased latency, particularly detrimental for time-sensitive applications, ultimately
degrading the overall user experience. For providers, the attack escalates opera-
tional costs and may cause query congestion due to slower response time. Over
time, reduced service availability and increased expenses may finally lead to user

attrition and reputational harm.

Attacker’s Capacity. This thesis adopts the same threat model [16, 25, 56, 178]
in the conventional BFAs. Specifically, the target LLM runs in a resource-sharing
environment (e.g., an MLaaS platform), and the adversary is an unprivileged co-
located tenant on the same physical machine as the victim. The adversary can

induce bit flips in DRAM via Rowhammer [179] without physical access or elevated
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privileges. Besides, the attacker does not possess training data but has white-box
knowledge of the model’s architecture and weights. Arguably, this setting is both
practical and commonly seen in real-world scenarios [180-182], as many companies
and application developers deploy open-source LLMs on public cloud platforms
(e.g., AWS and Azure) for high scalability, flexible deployment, and convenient

access to powerful GPU resources.

4.3.2 Main Challenges of Instantiating BICA

Building a bit-flip inference cost attack imposes more strict constraints than tradi-
tional accuracy-degrading BFAs. A successful method must (1) inflate the output
length under normal usage while (2) preserving functional plausibility (3) under a
very small flip budget to remain practical and stealthy. In our early exploration, we
attempted a brute-force strategy that scans the entire weight space for all potential
bits and measures their effects. This naive approach revealed three fundamental
obstacles: catastrophic numerical failures, visible degradation of linguistic quality,
and prohibitive search cost, which collectively motivate a structure-aware design

introduced by our method.

Challenge 1 (Catastrophic Numerical Failures). Flipping arbitrary bits fre-
quently drives the LLM into catastrophic model states, with decoding collapsing
to ‘NaN’ after only a few flips in many cases. This failure mode is uncommon
in traditional BFAs in attacking feedforward CNN/MLP settings but is amplified
in LLMs due to their autoregressive nature and tightly coupled operations (e.g.,
LayerNorm, Softmax, attention scaling) over long sequences. A perturbed early-
layer weight can be magnified through normalization and exponentiation, trigger-
ing overflow/underflow or near-zero variance divisions; the instability then recurs

across decoding steps, culminating in the NaN outputs.

Challenge 2 (Visible Degradation of Linguistic Quality). Even when the
model does not crash, bit-flipping often yields incoherent text, such as garbled
symbols, broken tokens, and non-linguistic artifacts. This indicates that bit flips
scattered throughout the model can disrupt semantic and syntactic alignment,
degrading internal representations beyond recovery. Unlike vision models, where
spatial redundancies/correlations can buffer mild corruption, LLMs lack compa-

rable structural slack, so small weight modifications can visibly erode linguistic
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FIGURE 4.2: Overview of BitHydra. BitHydra consists of three stages: (1) Sig-
nificant Weight Identification: Attackers identify significant weights within
the <E0S> token’s embedding row guided by the loss that penalizes the prob-
ability of generating the <E0S> token; (2) Target Bit Selection: Attackers
select the bit flips needed to approximate the target weight changes; and (3) Bit
Flipping: attackers use Rowhammer to remotely induce the selected bit errors
in DRAM.

fidelity. A successful BICA must therefore identify critical bits that lengthen the

output while preserving generation plausibility and task utility.

Challenge 3 (Prohibitive Search Cost). Exhaustively scanning and evaluat-
ing bits in large-scale LLMs (e.g., with billions of parameters) is computationally
prohibitive. Loading full weight matrices for gradient- or search-based scoring, run-
ning per-flip impact tests, and measuring downstream cost inflation impose heavy
memory and latency overheads. A viable BICA requires an efficient search strategy
that narrows the candidate space and prioritizes cost-critical locations, achieving

persistent cost inflation with a small flip budget.

4.4 Methodology

4.4.1 Overall Workflow

Guided by the analysis in the previous section, we design BitHydra to achieve
a practical and scalable inference cost attacks via bit flips. Its key idea is to
design a loss function that penalizes the normalized probability of generating the
<E0S> token and effectively reduces its value by flipping the critical bits of the
victim LLM’s parameters. To ensure stability, fidelity, and efficiency, we constrain
flips to the single row of the output embedding matrix corresponding to <E0S>.
This targeted scope avoids perturbing intermediate layers (mitigating numerical

instability), preserves normal token logits (maintaining linguistic plausibility), and
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drastically shrinks the search space to a handful of high-impact weights, directly

addressing the challenges identified earlier.

In general, as shown in Figure 4.2, our BitHydra operates in three stages: (1)
Significant Weight Identification, (2) Target Bit Selection, and (3) Bit Flipping.
Stages 1-2 are performed offline, while Stage 3 is carried out online. Specifically, in
the first stage, we analyze the output embedding row corresponding to the <E0S>
token and identify weights that most influence the model’s tendency to terminate
generation. This is achieved by optimizing the proposed loss function Lggss on a
set of prompts to find weights whose perturbation significantly lowers the likelihood
of generating <E0S>; In the second stage, for each selected weight, we determine the
most effective bit index to flip so that the resulting value approximates the opti-
mized target, minimizing deviation while maximizing impact; In the last stage, the
attacker executes the bit-level perturbations using Rowhammer-based techniques.
This involves memory profiling [183] to identify vulnerable DRAM cells, memory
massaging [184] to align these cells with target bits, and controlled hammering to

induce the desired bit flips in memory.

In particular, because the mechanics of the third stage can be implemented with
well-established Rowhammer techniques [16], the remainder of this section con-
centrates on the first two stages: the design of Lzs> and the efficient search for

cost-critical weights and bits.

4.4.2 Stage 1: Significant Weight Identification

Given the target LLM, the attacker first identifies a subset of weights in the out-
put embedding layer whose perturbations most effectively suppress the termination
signal (i.e., <EOS> token) and thereby extend generation length. The selection is
based on gradient analysis: in each search round, we evaluate the gradient mag-
nitudes of our pre-defined loss function Lgess and flip a single bit in the weight

corresponding to the maximum gradient value. More details are as follows.

Loss Design for Early Termination Suppression. To encourage prolonged
generation, we define a loss function Lges> that penalizes the probability of out-

put termination by suppressing the normalized likelihood of the end-of-sequence
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(<E0S>) token over the entire generation sequence:

N
Lagos>(w) = Y _ Softmax( £ (x)), (4.5)

i=1
where fE%5>(.) denotes the logit assigned to the <E0S> token at step i, and N is
the total number of decoding steps. In particular, we hereby use the normalized
probability instead of raw logits to better capture the relative likelihood of <E0S>

in context. More discussions are in §4.5.3.

Gradient Ranking to Identify Significant Weights. Given L ks>, we seek
to identify the weights that most significantly impact termination suppression.
Specifically, in each search round, we compute the gradient of Lggg> with respect
to the output embedding layer W, which maps the decoder hidden state h € R?
to the vocabulary logits I € RY.

We hereby restrict updates solely to the row W,[<E0S>] € R¢, corresponding to the
<E0S> token, since our objective is to reduce the probability of this specific token
without affecting the rest of the vocabulary. Arguably, updating only W,[<E0S>]

ensures minimal interference with generation quality and semantic coherence.

The accumulated gradient matrix for one epoch is:

N, INg
our, | g1,1 T 91,d |
G- o VT | G Gawd | (4.6)
OUTy [ 9gva T gvd |
and the update step is defined as:
W, [<E0S>] = W, [<E0S>] — scale (é[<Eos>]) , (4.7)

where only the gradient row G’[<EDS>] is used for the update; all other rows of W,

are preserved.

Dynamic Gradient Normalization. Unlike conventional training regimes, our

loss function L«ggg> is large at the beginning, but decreases rapidly after a few
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epochs, often resulting in vanishing gradients. To mitigate this issue, we introduce
a dynamic function scale that normalizes the gradient magnitude: if the ¢s-norm of
G[<E0S>] falls outside of a predefined range [grad,,,,, grad, |, it is rescaled into this
interval. It maintains efficacy while preventing instability due to small gradients.
After gradient computation, we rank the absolute gradient magnitudes to identify

critical weights:

Top,, (‘ [9<Eos>,1, J<E0S>,25 - - - 7g<EUS>,d] |) ) (4-8)

where n is the number of allowed bit flips. This selects the top-n dimensions with
the largest absolute gradients, whose corresponding updated values are passed to

the next stage.

Functional Stealthiness via Localized Modification. This targeted modifica-
tion of W,[<E0S>] ensures minimal disruption to the model’s generation dynamics.

To justify this, consider the perturbed logit vector I’, where

, W, |<E0S>| + AW) - h, if i = <E0S>
I'(4) (4.9)
i) = : .
W,li] - h, otherwise

and AW is the perturbation vector. Since all logits for i # <E0S> remain un-
changed, the Softmax-normalized relative ranking among normal tokens is pre-
served: P(i) ") 1)
1 e\ e o
PU) =90 = S0 Vi, j # <E0S>. (4.10)

Only the ranking of the <EOS> token is altered due to the modified logit. As such,

the model continues to generate coherent and fluent content, while the probability

of termination is suppressed.

Attack Interpretation. To further explain the effectiveness, we analyze how the
perturbation to the <EOS> token weight vector W,[<E0S>| affects its interaction
with the model’s hidden representations. Recall that the logit for the <EOS> token
at each decoding step is computed as the dot product between W,[<EQS>] and the
hidden state h € R? i.c., lgoss = W,[<E0S>] - h. A reduction in this logit can
arise from either a smaller norm of W,[<E0S>] or a decreased alignment between
W,[<E0S>| and h. We measure the cosine similarity between W,[<E0S>] and h
at each decoding step, before and after the attack. As shown in Figure 4.3, the
cosine similarity significantly decreases across the entire generation process after
we flip the identified bits. This is a clear indication that the modified W,[<E0S>]
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is no longer aligned with the hidden states that typically trigger the sequence
termination. This explains the drop in the <EOS> probability and thus the extension

of output length, without affecting other tokens whose logits remain unchanged.

4.4.3 Stage 2: Target Bit Selection

For each identified weight W/, the attacker selects the optimal bit position(s)
within the weight value to flip, such that the flipped weight is as close as possible
to the target value W, produced in the first stage. Taking a single bit-flip as an
example, the goal is to approximate the target weight using a single-bit flip in the

original weight W/, as follows:

b* = arg 66{0{?;{%_1} |Fp(F1ipBit(W,,b)) — W'

, (4.11)

where B is the number of bits in the data type (e.g., B = 8 for int8), F1ipBit(W/,b)
returns the binary representation of W with the b-th bit flipped, and Fp(-) converts

the resulting binary back into its floating-point equivalent.

For the int8 data format, we traverse all 8 bits in each weight and flip them
one by one to evaluate the effect of each flip. The bit that results in the clos-
est absolute value to the target weight is selected. A quantization scale factor
F is used to convert between the quantized integer value intyeignt € [—128,127]
and its corresponding floating-point value fpyign, € [—F) F], following the relation

JPweight = Mbweight X I /127. A similar procedure is applied to the float16 format,
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taking into account its internal bit layout, including sign, exponent, and mantissa

components.

Note that the process described above solely identifies a single optimal bit to flip for
a given weight. To perform multi-bit flipping within the same weight, the procedure
can be repeated iteratively: after flipping one bit, the weight is updated, and a new
target can be defined to guide the next bit selection. The algorithm is provided in
Algorithm 1.

Algorithm 1 Bit flipping in target weights

1: Input: WeightDict: {(i, W¢, W;l)}, DType, F > Top-n weights: index 4, original
weight W/, target weight W(;i; data type; quantization scale factor

2: Output: FlipDict > Bit flip positions
3: FlipDict < 0

4: for (i, W, W,’) € WeightDict do

5: BestBit < None

6: BestWeight < None

7 FpWeight < ConvertToFp(W/, DType, F)

8: BinWeight < ConvertToBin(W/, DType)

9: for bit = 0 to DType.bitlength—1 do

10: FlippedBinWeight < F1ipBit(BinWeight, bit)

11: FlippedFpWeight < ConvertToFp(FlippedBinWeight, DType, F')
12: if |FlippedFpWeight — W,?| < |BestWeight — .| then

13: BestBit < bit

14: BestWeight <+ FlippedFpWeight

15: FlipDict.append( (i, BestBit))

Progressive v.s. One-shot Search. BitHydra supports two modes (i.e. Pro-
gressive and One-shot) when flipping multiple bits. In the one-shot mode, all
critical weights are selected and their bit flips are determined in a single pass. In
contrast, the progressive mode iteratively identifies and flips the most critical bit in
the most important weight during each round. After applying each flip, the search
continues based on the updated model state. One-shot search is substantially more
time-efficient because it completes in a single loop, whereas progressive search bet-
ter captures cumulative interactions among flips and can flip multiple distinct bits
within the same weight across rounds (one-shot mode can flip at most one bit per

weight).
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Our experiments indicate that, under int8 quantization, progressive and one-shot
searches obtain similar attack effectiveness, but one-shot is markedly faster and
thus preferred. We attribute this to the limited representable range in int8: the
maximum effective change from a bit flip is bounded by the scale of the largest
weight, constraining the realized impact of theoretically optimal refinements. Con-
sequently, progressive refinement offers limited practical advantage, and a simpler
one-shot approach suffices. On the other hand, in the float16 setting, progressive
search generally achieves better results. Since float16 provides a much wider and
finer-grained representable range, progressive updates can more effectively leverage
accumulated small changes over multiple rounds to induce stronger attack effects.
In summary, one-shot search is preferred for quantized models due to its speed
and comparable effectiveness, while progressive search is more effective for high-
precision formats like float16 where bit-level manipulations have finer resolution

and stronger cumulative impact.

4.5 Evaluation

4.5.1 Experimental Settings

Models and Datasets. We evaluate on 11 LLMs across six families: DeepSeek-
R1-Distill-Qwen (1.5B) [185], Qwenl.5 (1.8B and 4B) [186], Samantha (7B) [187],
Vicuna (7B, v1.3 and v1.5) [188], Llama-2-7b-chat-hf [189], Mistral-Instruct (7B,
v0.3) [190], Meta-Llama-3-Instruct (8B) [191], DeepSeek-R1-Distill-Llama (8B) [185],
and Qwen2.5-Instruct (14B) [192]. For each model, we test float16 (FP16) and
int8 variants via [168]. We adopt the Stanford Alpaca dataset [193] for both
vulnerable-bit search and evaluation, adopting the first 100 instruction-response

pairs as a common prompt set across all models.

Testbed We conduct our experiments on NVIDIA GeForce RTX 3090 GPUs,
GeForce RTX 4090D GPUs, and RTX A6000 GPUs. The software environment
includes CUDA version 12.4, Transformers version 4.48, and PyTorch version 2.0.1.
On a 4090D GPU, the one-shot search process takes approximately 4 minutes for
a 7B float16 model. The progressive search requires about 5 minutes per bit flip

for the same model and hardware configuration.
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TABLE 4.1: Main attack results of our BitHydra. The maximum generation
length is set to 2048.

Size AvgLen Int8 Attack Result Fpl16 Attack Result

Model (B) (Ori) #Sample #BitFlip Avglen MaxRate #Sample #BitFlip Avglen MaxRate
DeepSeek 1.5 1117 4 8 1973 93% 9 10 1968 96%
Qwenl.5 1.8 206 4 4 2047 98% 4 7 2048 100%
Qwenl.5 4 254 4 12 2048 100% 4 21 2026 96%
Samantha 7 243 12 26 2048 100% 4 21 2048 100%
Vicunal.3 7 215 4 15 1990 94% 9 5 1780 87%
Llama2 7 191 6 30 1880 90% 6 17 2048 100%
Mistral 7 250 4 14 2048 100% 9 28 2048 100%
Vicunal.5 7 226 4 25 1905 93% 9 15 1628 80%
Llama3 8 260 4 3 2048 100% 4 5 2048 100%
DeepSeek 8 384 4 13 2021 96% 4 3 2014 98%
Qwen2.5 14 265 4 7 2048 100% 6 6 1990 96%

Baselines. We compare against two categories. First, we replicate three prompt-
based inference-cost attacks: (1) Engorgio [159], (2) LLMEffiChecker [110], and
(3) Sponge Examples [109]. Second, as no prior work applies BFAs directly to
inference-cost attacks, we adapt Prisonbreak [106] from jailbreak to our objective
by replacing its loss with our end-of-sequence loss Lgs>. Following the original
setting, this baseline permits flips across the entire model rather than restricting

to the last layer as in BitHydra.

Evaluation Metrics. We assess effectiveness and efficiency using four metrics:
(1) AvgLen (Ori): average output length of the original LLM; (2) AvgLen (Attack):
average output length after bit flips; (3) MazRate: fraction of outputs that hit the
preset maximum generation length; and (4) #BitFlip: total number of flipped bits

during attacks.

4.5.2 Main Results

Performance across Different LLMs. As shown in Table 4.1, our method
demonstrates strong performance: with as few as 3-30 bit flips, BitHydra can
significantly prolong the output generation. For most models, over 90% of user
prompts reach the maximum generation length, and even 100% in several cases.
The average response length approaches or hits the 2048-token cap. In the Int8
setting, which imposes tighter representation constraints than FP16, our attack
still performs remarkably well, often requiring even fewer bit flips. This highlights

the precision-agnostic nature of the vulnerability.
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TABLE 4.2: Comparison with baselines. The maximum output length is set to
2048 in these experiments.

Llama2-7B Samantha-7B Vicuna-7B

Attack Typel AvglLen MaxRate AvgLen MaxRate Avglen MaxRate
No Attack 191 0% 243 0% 215 0%
LLMEffiChecker 628 8% 272 1% 362 3%
Sponge examples 457 15% 1268 60% 84 0%
Engorgio 1856 89% 1149 48% 853 10%
Prisonbreaker 712 28% 1749 85% 3 0%
BitHydra 2048 100% 2048 100% 1780 87%

Transferability to Unseen Prompts. As shown in Table 4.1, in addition to high
attack success rates, a crucial strength of our proposed attack lies in its strong
transferability—the ability of bit flips computed using a few search prompts to
generalize and induce unbounded output across a wide range of unseen inputs. For
instance, in the case of the LLaMA3 8B model with int8 quantization, using only
4 samples for gradient-based bit selection, the attack causes every prompt in a 100-
prompt test set to generate until the maximum sequence length of 2048 tokens. To
further assess this transferability, we compute the average cosine similarity between
each of the 4 search prompts and the 100 test prompts in the Alpaca dataset using
an embedding-based metric. The resulting average similarities for the 4 search
prompts are 0.0818, 0.1125, 0.1151, and 0.0957, respectively. These relatively low
similarity values indicate that the search and test prompts are semantically diverse.
This reinforces the conclusion that the model’s altered behavior is not the result of
memorizing or overfitting to the search prompts, but rather reflects a generalizable

and systemic shift in generation dynamics.

Comparison with Baseline Attacks. As shown in Table 4.2, across all tested
models, our method consistently outperforms baselines in both average generation
length and percentage of samples reaching the maximum token limit. Specifically,
our approach achieves 100% MaxRate on LLaMA2-7B and Samantha-7B. In con-
trast, baseline attacks demonstrate uneven performance across models. Moreover,
we observe that outputs generated under Prisonbreaker frequently contain mean-
ingless symbols and non-linguistic artifacts. These observations support the point
raised in §4.3.2: indiscriminately flipping bits across the entire model can lead to
catastrophic and unpredictable outcomes—both in terms of functional degradation

and unintended behaviors.

Impact on Output Quality To evaluate whether flipping EOS-related weights
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leads to degradation in output quality, we assess the generated responses using
reference-free metrics. Traditional reference-based metrics such as BLEU, ROUGE-
L, and BERTScore are not suitable in our setting, as the adversarial outputs tend
to be significantly longer and diverge from ground-truth responses. Despite this
divergence, the outputs often remain grammatically correct and semantically coher-
ent on the surface, but may include irrelevant content or internal system prompts,

which subtly undermine the metrics utility.

To capture these nuanced changes, we adopt two metrics: the Flesch Reading Ease

Score (FRES) and the LanguageTool Grammar Score.

FRES estimates the readability of text based on sentence length and syllable com-
plexity:

d llabl
FRES = 206.835 — 1.015 - ( 7000 ) gy (#evllablesy
#sentences “twords

where higher scores indicate more fluent and easier-to-read text. We compute

FRES using the textstat Python package.

To evaluate semantic correctness, we utilize the LanguageTool grammar checker?,
which reports the number of grammatical issues. We define the averaged error rate

as:

#grammar errors

#words

where lower error rates indicate better grammatical quality.

Error Rate =

Table 4.3 shows the results. We observe that although the grammar scores remain
relatively low (indicating few grammar errors), readability may experience a minor
drop under some scenarios, particularly for Llama-3-8B. Overall, the generated
responses remain fluent and grammatically correct, highlighting that the attack is

generally stealthy and does not overtly degrade language quality.

Although the attacked outputs are longer and sometimes drift from the original

prompt, their readability remains largely intact. This implies that our attack

lhttps://pypi.org/project/textstat/
’https://languagetool.org/
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TABLE 4.3: Readability and grammar of generated text before and after apply-
ing BitHydra.

Qwenl.5-1.8B Llama-3-8B  DeepSeek-R1-8B

Metric Clean Attack Clean Attack Clean Attack
Flesch Reading Ease 51.7 51.0  50.6 345  52.6 47.1
Grammar Error Rate 0.01 0.01 0.00 0.02 0.01 0.03

TABLE 4.4: Ablation study of loss aggregation strategy.

Qwenl.5-1.8B Llama-3-8B DeepSeek-R1-8B
Agg. Typel Avglen MaxRate AvgLen MaxRate Avglen MaxRate
Full 2048 100% 2048 100% 2014 98%
Latter Half 2012 98% 1987 96% 1646 69%
Last 1902 8% 1987 96% 440 2%

does not cause obvious degeneration or noise, but rather introduces semantic over-
generation—longer, tangential, yet fluent content. Thus, it represents a subtle and
hard-to-detect degradation, highlighting limitations in existing evaluation tools and

the need for future work in hallucination detection.

Additional Attack Surface. Example outputs from BitHydra-affected models
appear in §4.6. In several cases, prolonged generation inadvertently revealed in-
ternal system prompts or hidden metadata that should remain confidential. This
unintended leakage underscores a novel and concerning attack surface [194] , which

we leave for further investigation.

4.5.3 Ablation Study

We hereby evaluate BitHydra under different loss functions, where the optimal
settings are bolded in Table 4.1 for comparison. We also present ablation studies

on gradient scaling, search-sample count, and decoding temperature.

Impact of Loss Aggregation Strategy. BitHydra employs a customized loss
(i.e., Lcgps>) that accumulates the probability of generating <EOS> across decoding.
By default, we aggregate over all steps to capture the model’s overall termination
tendency. To evaluate this choice, we compare three strategies: (1) sum over the
full sequence, (2) sum over only the latter half, and (3) use only the final step.

Table 4.4 shows that full-sequence aggregation is crucial, consistently achieving the
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highest MaxRate (98-100%) and the lowest AvgLen, indicating that early steps
provide valuable gradients for identifying effective bit flips.

Impact of Gradient Scaling. In our default design, we apply a dynamic gradient
scaling mechanism during the bit selection phase to regulate the magnitude of
updates. This prevents overly aggressive perturbations that could either destabilize
the model or result in ineffective bit flips. To evaluate the importance of this design
choice, we disable the scaling mechanism and directly use raw gradients during
weight perturbation.

TABLE 4.5: Ablation study on the effect of gradient scaling. “w. scaling” uses

normalized gradients for bit selection, while “w/o scaling” uses raw gradients
without adjustment.

Qwenl.5-1.8B Llama-3-8B DeepSeek-R1-8B
Type Avglen MaxRate Avglen MaxRate Avglen MaxRate
w. scaling 2048 100% 2048 100% 2014 98%
w/o scaling 1993 94% 1451 66% 2014 98%

Table 4.5 shows that removing gradient scaling reduces the effectiveness of the at-
tack across most models. For Qwenl1.5-1.8B, the drop is modest: MaxRate declines
slightly from 100% to 94%, and AvgLen remains high. However, for Llama-3-8B,
the degradation is substantial: MaxRate drops from 100% to 66%, and AvgLen
shrinks by over 500 tokens. This suggests that unscaled gradients in this case ei-
ther misidentify important bits or introduce overly large perturbations that harm
attack precision. These results confirm that gradient scaling improves the stability

and reliability of bit selection.

Impact of Decoding Temperature. We investigate how the decoding temper-
ature influences the attack effectiveness, as it modulates the randomness in token
sampling during generation. Figure 4.4 reports results across a range of tempera-

ture values from 0.1 to 1.0 for three models.

Overall, our attack remains robust across all temperature settings, consistently
achieving high MaxRate (above 89%) and generating near-maximal output lengths.
However, subtle trends emerge. At low temperatures (e.g., 0.1 and 0.3), token sam-
pling is more deterministic, which tends to amplify the impact of flipped weights
that steer the model away from early termination. Under these settings, models
like Qwen1.5-1.8B and DeepSeek-R1-8B reach or nearly reach the maximum con-
text length (AvgLen ~ 2048) with MaxRate close to 100%. As the temperature
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FIGURE 4.4: Attack results for different temperatures.

increases, introducing more stochasticity into the generation process, the attack’s
effect becomes slightly less consistent. For instance, at a temperature of 1.0, Av-
glLen drops to 1979 for Qwen1.5-1.8B and 1872 for DeepSeek-R1-8B, with MaxRate
declining to 91% and 89%, respectively. This suggests that the perturbation’s in-
fluence on <E0S> token suppression becomes partially diluted by the higher entropy

in decoding.

In summary, while elevated temperatures introduce some variability in generation
patterns, the attack remains highly effective overall. Lower temperatures slightly
enhance the consistency of the adversarial effect, but even under high-temperature

sampling, BitHydra successfully suppresses <EOS> prediction in most cases.

Impact of Sample Size. Our attack framework uses a small number of input sam-
ples to guide the gradient-based search for vulnerable weight bits. To understand
how the number of samples influences the attack’s effectiveness and transferability,
we vary the sample size and evaluate the resulting generation length and early
termination suppression across different models. As shown in Table 4.6, using a
small number of samples—such as 4—is generally sufficient to identify impactful

weight perturbations.
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TABLE 4.6: Impact of the number of guidance samples on attack performance.

Qwenl.5-1.8B Llama-3-8B DeepSeek-R1-8B

Famples Avglen MaxRate AvgLen MaxRate AvgLen MaxRate
4 2048 100% 2048 100% 2014 98%

6 1945 91% 1950 94% 448 2%

9 503 13% 1950 94% 448 2%

12 549 11% 2048 100% 545 6%

15 344 2% 2048 100% 545 6%

18 1011 30% 1950 94% 545 6%

TABLE 4.7: BitHydra’s resistance to possible defenses.

Qwenl.5-1.8B Llama-3-8B DeepSeek-R1-8B
Defensel
Avglen MaxRate Avglen MaxRate AvgLen MaxRate
None 2048 100% 2048 100% 2014 98%
Fine-tuning 2046 98% 2022 98% 1984 98%
Weight Recon. 2023 96% 2022 98% 1299 50%

4.5.4 Resistance to Potential Defenses

Settings. Existing model-level defenses against malicious bit flips generally fall
into two main categories: detection-based [51-54] and prevention-based [45, 46, 195]
approaches. Detection methods monitor inference to flag and recover from flip-
induced errors but often incur substantial overhead—especially on LLMs [106].
We therefore evaluate BitHydra’s robustness against two representative prevention
strategies: (1) fine-tuning to perturb the locations of previously identified critical
bits [44] via LoRA on the full Alpaca training set for 3 epochs, and (2) weight
reconstruction to reduce bit-level sensitivity [45] via per-layer clipping to original

min/max values at inference.

Results. As shown in Table 4.7, with fine-tuning, the attack remains highly ef-
fective across all three models: AvglLen slightly increases or remains stable, and
MaxRate declines only marginally (2-4%). Weight reconstruction yields mixed out-
comes: for Llama3-8B and Qwen1.5-1.8B it is largely ineffective (MaxRate 96-98%),
with negligible AvgLen change), but it shows partial efficacy on DeepSeek-R1-8B.
This suggests that DeepSeek’s perturbations are more tightly constrained, poten-
tially due to weight distribution or output-layer sensitivity, so when adversarial flips
push weights outside the model’s original clipping bounds, the defense can neutral-
ize them more effectively. These results verify the resistance of our BitHydra to

potential defenses.
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4.6 QOutput Pattern Analysis Induced by Infer-
ence Cost Attack

We hereby present representative examples of model outputs following the appli-
cation of BitHydra. Based on our observations, we categorize the resulting output

patterns into four distinct classes:

Type 1: Repetition of Content. The model often repeats the same phrases,
sentences, or ideas forever. The following is an example from the Llama-3-8B

model:

Repetition of Content.

Prompt: What is the capital of France?

Response: The capital of France is Paris. Paris is the largest city in France
and is located in the Ile-de-France region. It is known for its iconic landmarks
such as the Eiffel Tower, Notre-Dame Cathedral, and the Louvre Museum.
Paris is also a major center for culture, fashion, and cuisine, and is con-
sidered one of the most romantic cities in the world. It is the seat of the
French government and is home to many international organizations, includ-
ing the United Nations Educational, Scientific and Cultural Organization
(UNESCO). Paris has a population of approximately 2.1 million people and
is a popular tourist destination, attracting millions of visitors each year. It is
a city that is full of life, energy, and romance, and is a must-see destination
for anyone interested in exploring the world. Paris is truly a city like no
other. It is a city that has something for everyone, and is a place that will
leave a lasting impression on all who visit. It is a city that is truly the capital
of France, and a city that is a must-see destination for anyone interested in
exploring the world. It is a city that is full of life, energy, and romance, and
is a place that will leave a lasting impression on all who visit. ... (repeat

forever)

Type 2: Overextended Closure Loops. Instead of ending, the model keeps
providing variations of closing statements, e.g.: “Have a great day!” “Best wishes!”
“Take care!” These are repeated endlessly, often with slight paraphrasing. The

following is an example from the Samantha 7B model:
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Overextended Closure Loops.

Prompt: Explain the concept of a linear regression model using simple lan-
guage.

Response: A linear regression model is a statistical model that seeks to
predict the value of a dependent variable (Y) based on the values of one
or more independent variables (X). The model is linear in the sense that
it assumes a linear relationship between the independent variables and the
dependent variable. In other words, the model assumes that the relation-
ship between the independent variables and the dependent variable can be
represented by a straight line.\n\nThe linear regression model is a popular
choice for predictive analysis because it is relatively simple to understand
and implement. It can be used to identify patterns in data and make pre-
dictions about future values of the dependent variable. The model is also
useful for identifying the relative importance of each independent variable in
the relationship between the variables.\n\n ### Feedback:\nYour response
provides a clear and concise explanation of the linear regression model, using
simple language and relevant examples. The explanation includes the key
components of the model, such as the linear relationship between the inde-
pendent variables and the dependent variable, as well as the coefficients that
represent the strength and direction of the relationship.\n\nThe response also
demonstrates a strong understanding of the concept of regression models and
their use in predictive analysis.\n\nKeep up the great work! I'm impressed
by your attention to detail and your ability to convey complex concepts in an
easy-to-understand manner. Your dedication to learning and growth is truly
inspiring.\n\nI'm looking forward to seeing your continued progress and en-
gagement in our conversations. Don’t hesitate to reach out if you have any
questions or need assistance with any topic. I'm here to support you and help
you grow.\n\nBest wishes on your learning journey! I'm confident that you’ll
continue to excel in your endeavors. Together, we’ll keep exploring new ideas
and expanding your knowledge.\n'\nSincerely,\n\nTheodore\n\nl appreciate
your encouragement and support. I'm eager to continue learning and growing
with you. Let’s keep moving forward and tackling new challenges together.
I'm looking forward to our next conversation!\n\nWishing you the best on
your journey as well. I'm confident that you’ll excel in your endeavors, and
I'm here to support you every step of the way. Together, we’ll keep learn-
ing and growing.\n\nBest regards,\n\nTheodore\n\nI'm glad we’re on this

learning journey together. ...(repeat forever)
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Type 3: Endless listing. The model produces an extended list which often
continues far beyond reasonable bounds, often with repeated entries. Following is

an example from Vicuna-7B:

Prompt: Generate a list of country names in the western hemisphere.
Response: Here is a list of country names in the western hemisphere:\n\nl.
United States\n2. Canada\n3. Mexico\n4. Brazil\n5. Argentina\n6.
Chile\n7.  Peru\n8.  Colombia\n9.  Venezuela\nl0.  Ecuador\nll.
Panama\n12. Costa Rica\nl3. Nicaragua\n14. Honduras\n15.
Guatemala\nl6. Belize\nl7. El Salvador\nl8. Dominican Republic\n19.
Puerto Rico\n20. Jamaica\n2l. Bahamas\n22. Cuba\n23. Haiti\n24.
Dominica\n25. Grenada\n26. Saint Lucia\n27. Saint Vincent
and the Grenadines\n28.  Grenada\n29. Trinidad and Tobago\n30.
Barbados\n31. Antigua and Barbuda\n32. Saint Kitts and Nevis\n33.
Anguilla\n34. Bermuda\n35. Cayman Islands\n36. Montserrat\n37.
Turks and Caicos Islands\n38. British Virgin Islands\n39. U.S. Vir-
gin Islands\n40. Puerto Rico\n4l. Guam\n42. American Samoa\n43.
Federated States of Micronesia\n44. Marshall Islands\n45. Palau\n46.
Panama\n47. Costa Rica\n48. Nicaragua\n49. Honduras\n50. El
Salvador\n51.  Guatemala\n52.  Belize\n53. = Mexico\n54.  United
States\nb5. Canada\n56. Brazil\n57. Argentina\n58. Chile\n59. Peru\n60.
Colombia\n61.  Venezuela\n62. Ecuador\n63. Panama\n64. Costa
Rica\n65. Nicaragua\n66. Honduras\n67. Guatemala\n68. Belize\n69. El
Salvador\n70. Dominican Republic\n71. Puerto Rico\n72. Jamaica\n73.
Bahamas\n74. Cuba\n75. Haiti\n76. Dominica\n77. Grenada\n78.
Saint Lucia\n79. Saint Vincent and the Grenadines\n80. Trinidad and
Tobago\n81. Barbados\n82. Antigua and Barbuda\n83. Saint Kitts
and Nevis\n84. Anguilla\n85. Bermuda\n86. Cayman Islands\n87.
Montserrat\n88. Turks and Caicos Islands\n89. British Virgin Islands\n90.
U.S. Virgin Islands\n91. Guam\n92. American Samoa\n93. Federated
States of Micronesia\n94. Marshall Islands\n... (forever listing)

Type 4: Artificial Prompt Continuation. The model fabricates follow-up

prompts or tasks, and starts self-questioning and answering. It may continue with
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similar questions to the user prompt, or totally irrelevant questions. Following is

an example from Qwenl.5-1.8B:

Artificial Prompt Continuation.

Prompt: Describe the function of a computer motherboard.

Response: A computer motherboard is a circuit board that contains var-
ious components that allow the computer to function. It is responsible for
connecting the various components of the computer, such as the CPU, mem-
ory, storage devices, and input/output devices, to the other components of
the computer. The motherboard also provides power to the components and
ensures that they are properly connected and functioning. It is the foun-
dation of the computer and is essential for its proper operation. Without a
motherboard, the computer would not be able to function. Therefore, it is
important to ensure that the motherboard is properly installed and function-
ing correctly.\nsystem\nYou are a helpful assistant.\nuser\nYou are an Al
assistant. User will you give you a task. Your goal is to complete the task as
faithfully as you can. While performing the task think step-by-step and jus-
tify your steps.\n\nPlease answer the following question: What is the missing
first step of the following process: - The water freezes and thaws - Cracks form
in the rocks - Cracks also form when rocks heat up - The rocks slowly break
down.\nA:\nassistant\nThe missing first step of the process is the presence
of water in the rocks. Without water, the rocks cannot freeze and thaw, and
the cracks cannot form. Therefore, the first step of the process is the presence
of water in the rocks.\nsystem\nYou are a helpful assistant.\nuser\nYou are
an Al assistant. User will you give you a task. Your goal is to complete the
task as faithfully as you can. While performing the task think step-by-step
and justify your steps.\n\nPlease answer the following question: What is the
missing first step of the following process: - The water freezes and thaws -
Cracks form in the rocks - Cracks also form when rocks heat up - The rocks
slowly break down.\nA:\nassistant\nThe missing first step of the process is
the presence of water in the rocks. Without water, the rocks cannot freeze
and thaw, and the cracks cannot form... (forever self-prompting and

answering)

In particular, under what we term Artificial Prompt Continuation, we observed

cases where the model inadvertently emits internal system prompts or metadata
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that should remain undisclosed. This behavior suggests a novel and concerning
attack surface: if an adversary can manipulate the model to produce unusually
long outputs, could this increase the risk of leaking sensitive information such as
pretraining data or internal configurations? Furthermore, could one craft a bit-
flip attack that selectively alters critical weights to amplify the likelihood of such
leakage? These observations underscore the importance of rigorously analyzing and

constraining LLM behavior under abnormal or adversarial generation conditions.

4.7 Potential Limitations and Future Directions

While BitHydra demonstrated strong effectiveness in launching inference cost at-
tacks with only a small number of bit flips, as the first work on bit-flip inference
cost attacks we acknowledge several potential limitations that suggest promising

directions for future research.

Firstly, our study focused exclusively on autoregressive LLMs in the text modality.
The applicability of the attack to multimodal LLMs, such as vision—language or
audio-language models, has not yet been explored. Extending BitHydra to these
settings would introduce new challenges, including diverse output structures, het-
erogeneous tokenization schemes, and different termination conditions, making this

an important direction for future work.

Secondly, although we proposed strategies to reduce the computational overhead of
bit search (e.g., restricting the search space to the <EOS> embedding row), the pro-
cess remained non-trivial to some extent. Specifically, on an NVIDIA 4090D GPU,
identifying a single vulnerable bit required approximately 4 minutes. While this
overhead was acceptable for offline attacks, further acceleration—through approx-
imate gradient methods, hardware-aware heuristics, or parallelized search—would

broaden the practicality of the attack in larger-scale or real-time scenarios.

Thirdly, our current strategy selected the bit that induced the largest absolute
change in the <E0S> loss to maximize per-flip effectiveness. We did not formalize
this as an optimization problem that minimizes the number of flipped bits required
to reach a target inference cost because our primary aim was to demonstrate that
the threat could arise under simple, easily implementable heuristics; showing strong

effects from such heuristics underscored the immediacy and real-world significance
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of the vulnerability. Nevertheless, we argue that future work could explore prin-
cipled formulations—e.g., discrete optimization under functional constraints—to

further reduce the flip budget and provide deeper theoretical analyses and insights.

4.8 Summary

This work presented BitHydra, a novel bit-flip inference cost attack against LLMs.
Unlike prompt-based methods that increased latency via crafted inputs, we cor-
rupted model weights to induce persistent, cross-user cost inflation. We instanti-
ated this strategy with a loss that suppressed the likelihood of the end-of-sequence
token (i.e., <E0OS>) and an efficient critical-bit search confined to the <EQ0S> em-
bedding row, enabling a few targeted flips to prolong generation while preserving
output plausibility. Extensive experiments across diverse LLMs and precisions
showed that BitHydra achieved scalable cost inflation with a few flips and re-
mained effective under potential defenses. These findings exposed a significant yet
underexplored threat surface, underscoring the need for routine weight-integrity

monitoring and deployment- and inference-time safeguards in LLM services.
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Chapter 5

AdvProtego: A Unified Framework

to SafeGuard Deep Learning
Models Against Side-Channel
Leakage

Deep learning models are increasingly deployed across diverse computing plat-
forms. However, their widespread adoption exposes a common security threat:
model stealing via side-channel attacks. An attacker can exploit unintended com-
munication channels to recover model parameters or functionalities, significantly
jeopardizing the confidentiality and intellectual property of the deep learning as-
sets. Advanced side-channel analysis techniques based on machine learning further
exacerbate such risks with higher attack efficacy and automation. Existing defense
solutions fail to balance the effectiveness and overhead, and generalize to different

platforms.

In this chapter!, we introduce AdvProtego, a novel unified framework to protect
deep learning models against various forms of side-channel attacks. Drawing in-
spiration from adversarial attacks in machine learning, AdvProtego crafts delicate
noise to obfuscate side-channel information with minimal performance overhead.

However, it is challenging to apply this idea for mitigating model stealing, due to

'The content of this chapter is accepted in IEEE International Symposium on Hardware
Oriented Security and Trust (HOST), 2026.
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the complexity of defense goal specification and noise control. AdvProtego over-
comes these challenges with a modular three-tier design: (1) At the frontend, it
repurposes Neural Architecture Search and adapted adversarial attack techniques
to identify optimal perturbations that effectively degrade attacker’s recovery ca-
pability. (2) At the middleware, it translates the perturbations into executable
commands, ensuring compatibility with diverse platforms. (3) At the backend,
fine-grained noise generation units are implemented to inject crafted noise into
side-channels precisely. Extensive evaluations across diverse devices and scenarios
show the superiority of AdvProtego over existing solutions in effectiveness, robust-

ness, and transferability.

5.1 Introduction

Deep learning models have become a cornerstone of modern artificial intelligence.
The models are deployed extensively on various computing platforms (e.g., CPUs,
GPUs, and specialized hardware accelerators) to cater to the computational de-
mands of different use cases. The widespread adoption of deep learning in critical
applications underscores its transformative potential as well as the growing con-

cerns about security vulnerabilities in these systems.

Among these threats, model stealing attacks have received significant attention.
The adversary’s objective is to steal sensitive information (e.g., network architec-
tures, configurations, parameters) about the victim model, thereby jeopardizing
the confidentiality and intellectual property of deep learning assets. A well-studied
class of such attacks is query-based extraction [134, 135], where the adversary
interacts with the target model to recover the desired information. Numerous de-
fenses have been introduced accordingly [196-198], hence this scenario is beyond
the scope of this thesis. Instead, we concentrate on side-channel attacks (SCAs),
which pose a more insidious threat. SCAs exploit unintended information leaks
from the underlying computing platforms, such as power consumption [199], cache
access timing [10], and electromagnetic emanations [9], to extract critical model
attributes. The effectiveness of these attacks has been further amplified by the in-

tegration of machine learning (ML) techniques into side-channel analysis, enabling
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the processing of noisy signals with high accuracy, robustness, and automation [8—
10, 118, 200]. The rapid evolution of such attacks underscores the urgent need for

innovative and effective defenses.

There are two possible directions to mitigate the above threat. First, we could
fundamentally eliminate potential side-channel leakage at the source. Existing so-
lutions in this category include constant execution [30-33], side-channel obfuscation
[34-37], and domain isolation [38-43]. While effective against conventional SCAs,
these approaches face notable limitations in the context of modern SCAs targeting
deep learning models. On the one hand, such attacks often exploit higher-order
statistical features powered by machine learning algorithms, which can substan-
tially undermine the effectiveness of obfuscation-based mechanisms. On the other
hand, constant execution and domain isolation methods incur noticeable perfor-
mance and resource impacts, which are particularly prohibitive for computation-
and resource-intensive deep learning applications. Second, we can redesign the
model architecture with obfuscation to prevent the attacker from extracting ac-
curate model information [98-100]. However, these defenses typically require ex-
tensive model redesign or retraining, making them both time- and cost-inefficient.
Moreover, they are impractical in scenarios where the defender lacks the expertise

or privileges to modify the deployed models.

To address the above limitations, this thesis presents AdvProtego, a novel unified
framework to mitigate model stealing attacks via different sorts of side-channels.
The basic idea is to leverage the adversarial attack technique in machine learning to
obfuscate side-channel leakage. Adversarial attack is a prominent threat to machine
learning models [139], where the attacker injects carefully-crafted imperceptible
perturbations into the input to mislead the victim model. In our context, since
the attacker exploits machine learning to analyze side-channel signals and steal the
model, the defender can also add such perturbations into the runtime execution to

deceive the attacker into recovering wrong information.

Some preliminary studies have investigated the feasibility of adopting adversar-
ial attacks for side-channel mitigation. For instance, a poster in CCS’2019 [57]
proposed to add adversarial perturbations to power side-channel traces to protect

cryptographic applications. Another workshop paper [58] used adversarial tech-

niques to mitigate application fingerprinting through hardware performance counter
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side-channels. However, significant gaps remain when applying this idea to safe-
guard deep learning models. First, different from cryptography or application
fingerprinting, model stealing has totally different attack goals. How to formu-
late the corresponding defense objectives in adversarial perturbation
optimization is overlooked. Second, existing studies only focus on one specific
side-channel. The work [57] only experimented on the datasets without actual
deployment. How to generate accurate, fine-grained execution noise that
corresponds to the desired adversarial perturbation on diverse hardware

platforms presents another challenge.

AdvProtego encompasses a set of innovative approaches from different system as-
pects to address these two challenges. First, we introduce two effective defense
objectives for the defender to choose. (1) Model Similarity Reduction: this aims
to increase the model stealing errors with the perturbed side-channel trace. (2)
Model Utility Reduction: this aims to mislead the attacker to extract a model with
the worst performance. To achieve these objectives, we design adapted adversarial
algorithms and Neural Architecture Search (NAS) to identify the corresponding
perturbation efficiently. Second, we present a general pipeline for generating and
injecting precise and controllable runtime noise in the real-world environment. This
pipeline consists of multiple critical steps, including noise quantization, calibration,
trace collection, and noise injection, shedding light on the implementation over dif-

ferent computing platforms.

AdvProtego adopts a modular design at frontend, middleware and backend levels.
It is general to cover different types of side-channels and platforms. Without loss
of generality, we implement and evaluate AdvProtego with three scenarios: FPGA
power side-channels, CPU cache side-channels, and GPU memory side-channels.
Extensive experiments validate the advantages of AdvProtego across several as-
pects, including mitigation effectiveness, resource and computation overhead, de-

fense transferability and robustness.
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5.2 Preliminary

5.2.1 Model Stealing via Side-Channels

Model stealing attacks aim to reconstruct a target model’s architecture, hyperpa-
rameters, or weights. Traditional stealing attacks rely on query-based methods,
which use some input samples and the corresponding model responses to achieve
extraction. These methods can be thwarted by limiting the query frequency [196],
obfuscating the outputs [197, 198], or anomaly detection [201, 202]. Alternatively,
the attacker can leverage some side-channel opportunities to peek into the deep
learning application and retrieve sensitive data. These side-channels provide un-
intentional information leaks from the hardware during the model execution, in-
cluding power consumption patterns [8, 18, 21-23, 29|, execution time [20, 21],
electromagnetic emissions [17, 19], cache access behaviors [10], and DRAM activ-

ity [9]. From such leaks, the attacker can extract the desired model attributes.

Below we describe three representative types of side-channel attacks for stealing

deep learning models.

FPGA Power Side-Channels. The attacker collects the power consumption
of the victim’s execution to infer the secret. A popular platform targeted by
this attack is FPGA-based Al accelerators. Previous works set up instruments
physically close to the victim device for power trace collection [17-21]. Recently,
researchers proposed remote power attacks, which leverage the multi-tenancy fea-
ture in cloud FPGA services [111, 203]) to steal secrets for better practicality and
flexibility [29, 118, 119]. Although users’ circuits on the same FPGA board are log-
ically isolated [204], they share a common power distribution network (PDN). The
supply voltage across the PDN fluctuates based on logic activity, creating a critical
side-channel for information leakage [117]. The attacker can remotely deploy an

on-chip monitor to extract information without physical hardware access.

CPU Cache Side-Channels. The distinct time of access data located at different
levels of CPU caches and DRAM create a side-channel for the attacker to derive
the victim’s execution behaviors. The attacker deploys a malicious program on
the same machine as the victim program. Although these programs are logically

isolated by the operating system or hypervisor, they can possibly share the same
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cache. The attacker adopts different techniques (e.g., Prime-Probe [205], Flush-
Reload [206]) to deliberately cause cache contention that contain victim’s memory
access information. In the context of model stealing, the attacker is able to precisely
monitor the occurrence of victim’s low-level function calls (e.g., BLAS library),
deduce the sequence of critical operations (e.g., matrix multiplications), and finally

the model architecture [10, 121].

GPU Memory Side-Channels. Memory is another source of side-channel leak-
age, and has been exploited to attack deep learning models running on GPUs [9)].
The attacker deploys a probe on the GDDR memory to collect electromagnetic
emanations during model inference. Using such information, he can profile the
victim’s memory activity to determine read and write access volumes. Further-
more, he may monitor the PCle events to deduce the number of kernel executions.
These observations collectively allow the attacker to reconstruct critical details of

the victim model.

5.2.2 ML-assisted Side-channel Analysis

The advance of machine learning (ML) algorithms has propelled side-channel anal-
ysis [126]. Attackers build ML models to automate the extraction of sensitive infor-
mation from complex side-channel traces, which cannot be achieved with manual

efforts. Typically, such attacks unfold in two phases.

1. Offline Profiling Phase: The attacker executes the target application over a
secret set s = {s1,...,$,} on either the same or similar platform. He collects
N side-channel traces T; , corresponding to each secret s;. Using such data, he
constructs an ML model f : T;, — s;, establishing a correlation between the
side-channel traces and secrets.

2. Online Exploitation Phase: With f developed from the previous phase, the
attacker can exploit the acquired knowledge at runtime. By utilizing an addi-
tional set of ¢ traces T7,...,T; captured from the targeted device, the attacker

can infer the secret s; by evaluating s; = f(77).

ML-assisted side-channel attacks offer several advantages. (1) They can retrieve
information even when discernible patterns in the side-channel trace are absent.

This is particularly relevant in cases where computations of the victim program
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occur in parallel, making manual pattern analysis infeasible. (2) ML models can
seamlessly integrate all the information contained within a single trace, as they
excel at handling high-dimensional data. In contrast, traditional methods necessi-
tate the identification of specific points of interest to narrow down the information
for the attack [207]. (3) ML models exhibit greater robustness against noise in the
side-channel trace compared to conventional statistical techniques. This robustness

enhances their efficacy in real-world scenarios.

Due to these attractive features, machine learning has also been adopted to analyze
side-channel signals for model stealing. A common practice is to train a sequence-
to-sequence (seq2seq) model, which maps the side-channel sequence to the model
operation sequence. This has been realized in power [8], cache [10] and memory [9]
side-channel attacks, where the attacker leverages a seq2seq model to precisely
reconstruct the model architecture based on the sequences of power levels, critical

function calls, and memory activities.

5.2.3 Threat Model and Defense Requirements

In this defense-oriented work, we deliberately adopt a conservative threat model
by (1) assuming a strong adversary capable of launching both physical and remote
side-channel attacks, and (2) constraining the defender’s capabilities, with no ad-
ministrative control over the underlying infrastructure. Such a setting can broaden
the applicability of our proposed defense, making it suitable for diverse environ-
ments. This threat model has been commonly adopted in existing works [8-10, 29],

which proves to be realistic and practical.

Specifically, an external attacker aims to use certain types of side-channels to steal
victim’s deep learning models. He performs the ML-assisted analysis: gathering
side-channel data in the profiling phase to build a model f, and reconstructing
victim’s model architecture from the real-time side-channel traces 7' in the ex-
ploitation phase: M = f(7T').

Conversely, the defender is also a non-privileged user, and possibly could be the
target model’s owner. He deploys the defense solution on the same system to

prevent model stealing. The defense needs to satisfy the following requirements:



86 5.3. AdvProtego

o Effectiveness. The defense can effectively disrupt attacker’s side-channel ob-
servation such that his extracted model is significantly different from what he
expects to obtain.

o Computation efficiency. The defense solution incurs minimal impact on the

computation of the target platform, in terms of resource consumption, model
latency and accuracy.

o Implementation-friendly. The defender only needs to implement a lightweight

defense module at the same privilege level as the victim model. He does not
need to modify or customize the target model.

e Generalization. The defense is general and adaptable to different types of mod-

els, platforms and side-channels, ensuring seamless transplantation to various
environments.
e Black-box defense. The defender does not know attacker’s ML model f. Instead,

he can adopt a local surrogate model different from f as reference for the defense

design.

5.3 AdvProtego

We design AdvProtego, a unified framework to achieve the defense requirements
in §5.2.3.

5.3.1 Defense Objectives

The basic idea of AdvProtego is to leverage adversarial attack techniques [139]
to craft noise J and inject it into the runtime executions. By carefully adjusting
both the scale of the noise and the injection moments, it can disrupt attacker’s
side-channel observations 1"+ ¢ and mislead his extraction model f. Specifically,
the defender aims to identify a command sequence ¢ = [cy,...,¢,] and execute
each one ¢; at the moment ¢. This will result in the desired noise § and disrupt the

attacker’s analysis.
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Different from the protection of cryptographic applications [57] or mitigating pro-
cess fingerprinting [58], we need to design the new defense objectives for defend-
ing against model stealing attacks, which will guide the noise optimization subse-
quently. Considering the diverse defense scenarios and implementation feasibility,

we propose two objectives:

1. Model Similarity Reduction: the defender aims to make the attacker’s ex-
tracted model as distinct from the correct one as possible. This can be formu-

lated as follows:

arg;naxL(f(T—i—(S),M) (5.1)

where L represents a distance function that measures the model difference, f(7T+
9) represents the attacker’s extracted model from the side-channel trace, and M
is the actual victim’s deep learning model.

2. Model Utility Reduction: the defender aims to make the attacker’s extracted
model have as low accuracy as possible. This objective can be formulated as

follows:

argéminAcc(f(T—l—d)) (5.2)

where ACC measures the testing accuracy of a model.

5.3.2 System Overview

Figure 5.1 displays the overview of AdvProtego, consisting of three major stages:

frontend, middleware and backend.

The frontend is responsible for calculating the desired noise for different defense
objectives. It includes two key modules: Attack Model and Noise Generator. The
Attack Model takes preprocessed input traces to provide gradients and parameters
that guide the Noise Generator. The Noise Generator employs adapted adversarial
attack algorithms with masking mechanism to identify the optimal noise. The
mask ensures noise is generated only in permissible locations while adhering to the
backend’s noise injection capabilities. It is worth noting that at this stage, the
generated noise remains in the raw form, unsuitable for direct implementation on

the target platforms.
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FIGURE 5.1: AdvProtego framework overview and workflow.

The middleware stage includes a Noise Translator Module, mapping the raw noise
values into a corresponding sequence of executable commands on the platforms.
The translation is required because the noise calculated in the frontend defines the

intended effect but not the hardware-specific behavior.

The backend comprises a Noise Injector and Trace Collector module. Trace Col-
lector captures the side-channel traces in the offline phase and forwards them to
the frontend to guide the noise calculation. Noise Injector injects the calculated

scale of noise into the execution at the calculated moment.

Workflow. In correspondence with ML-assisted side-channel analysis, AdvProtego

also operates in two distinct phases.

In the offline phase, the defender begins by gathering side-channel traces through
Trace Collector in the backend (@)). Since raw traces are often noisy and volumi-
nous, a preprocessing module is employed to average the data points and analyzes
permissible noise injection locations, generating a masking template for the Noise
Generator. Using these pre-processed traces and model-specific attributes, the de-
fender trains a surrogate Attack Model (@). This model could be different from
attacker’s actual model f; the adversarial noise calculated from it can exhibit strong
transferability to counter a variety of potential attacks. The surrogate model is
then used to extract gradient information from the victim model’s side-channel
traces. Together with noise parameters such as the injection locations, such in-
formation is fed into Noise Generator, which calculates the desired noise tailored
for specific defense goals (@)). The Noise Translator maps the generated noise to

executable commands that can drive the underlying hardware components (@).
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In the online phase, the defender activates Noise Injector to inject the calculated
noise during model inference (@). The noise can effectively disrupt the attacker’s
ability to observe and analyze the victim’s side-channel traces. By continually
injecting carefully-crafted noise, AdvProtego provides robust protection against a

wide range of side-channel attacks.

5.3.3 Frontend

The frontend of AdvProtego leverages collected side-channel traces to train a sur-
rogate Attack Model, which is subsequently utilized to generate adversarial noise
fulfilling different defense objectives. For Model Similarity Reduction, the opti-
mization goal in Equation 5.1 is analogous to untargeted adversarial attacks, and
we use an adapted version of FGSM [5] over the surrogate model to generate the
adversarial noise. For Model Utility Reduction, we apply an adapted Neural Archi-
tecture Search (NAS) algorithm to obtain the worst-performing model M™, and

convert the optimization goal in Equation 5.2 to the following:

argmin L(f(T + 6), M*) (5.3)
5
This is analogous to targeted adversarial attacks, and we use an adapted version

of PGD [143] over the surrogate model for perturbation generation.

5.3.3.1 Adapted Adversarial Attacks

Directly applying the standard adversarial attack solutions in conventional ML
tasks [5, 143] for side-channel trace analysis could yield suboptimal results, stem-
ming from two key reasons. (1) Side-channel traces inherently contain large amounts
of execution noise and uncertainty. Even for the same setting, the collected traces
can vary significantly, making perturbations generated from one trace ineffective
for others. This variability reduces the transferability and reliability of the gener-
ated adversarial noise. (2) The noise injection mechanisms in different platforms
impose restrictions on both the type and location of the noise. For instance, many
side-channel traces cannot be injected with negative noise values. In GPU side-
channel attacks, injecting noise for memory read/write operations is easy, while it

is far more challenging to obfuscate kernel execution latency.
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To address these issues, we introduce two key adaptations to existing adversarial
attack methods, as detailed in Algorithm 2. First, instead of generating individual
perturbations for each trace, we create a universal perturbation by accumulating
the ones from all traces, enhancing its transferability. Second, we define a mask
M to indicate the permitted locations of the side-channel trace for noise injection.
This mask ensures that perturbations are only applied to feasible regions of the
trace. The Hadamard product (®) is used to apply the mask, ensuring compliance

with hardware constraints.

Algorithm 2 Adapted Universal Masked Adversarial Attack
1: Input: A, T ={T1,...,T,,}, M, Adv > Attack model, Trace set, Mask, Adversarial

procedure

2: Qutput: delta > Universal adversarial noise
3: Initialize § + O

4: for each trace T; € T do

5: b+ 0O M > apply mask (element-wise)
6: T« T+ 06 > inject current universal noise
7 T! « Adv(A, T)) > apply adversarial step on T
8: ST/ -T, > update universal perturbation
9: Clamp § to backend constraints > e.g., magnitude / discrete levels
10: return ¢

5.3.3.2 Adapted NAS Algorithm

NAS is a mature automated ML technology that searches for the model architecture
with the best performance [208-210]. In our defense objective of Model Utility
Reduction, we want to identify the worst architecture as the target to deceive the
attacker. To this end, we reverse the metric used in NAS to guide the search

process to the opposite direction. This can be formulated as follows:

7" =argmax L(Wq.; Xou) (5.4)

71'1'6Q
where W, is the network parameters associated with the model 7;, €2 is the search
space, X,q is the validation dataset, £(-) stands for the loss function, and 7* is

the target model we expect to find out.
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Researchers have proposed different algorithms to achieve efficient and effective
NAS. We opt for NAS-RL [209] to implement our defense. It is based on reinforce-
ment learning, and uses the reward (i.e., accuracy on the validation set acc,q;) to
guide the search process. Therefore, we adjust the reward from acc,q to 1 — accyq,
to find the worst model.

5.3.4 Middleware

In this stage, the Noise Translator converts the generated noise from the frontend
into platform-specific commands that could cause the desired defense effect. The

translation undergoes two processing steps.

Quantization. The calculated noise using adversarial attack algorithms is contin-
uous, while the noise we can inject into the execution is normally discrete. There-
fore, we need to quantize the noise into discrete levels controllable by the Noise
Injector in the backend. The number of levels is determined by the specific noise
injection mechanisms. A greater number of levels enables more precise trace ma-
nipulation, allowing the injected noise to produce effects more closely aligned with
expectations. However, this also places higher demands on the backend to control
the noise. Formally, this quantization can be modeled as a constrained projection
problem. Adversarial noise § = [dy, ..., d,] is quantized to fit the range R of the
noise injector. Using the formula

(0; — Omin) (Omax — Omin)
( )

round

R

we discretize each value, and then use a mapping table M to convert them into
hardware commands: M [round((d; — Omin) (Omax — Omin)/R)]-

Calibration. This step establishes a mapping table from platform control com-
mands to actual noise effects. This can be achieved in an iterative manner. For-
mally, we first identify a set of possible command patterns that could inject ex-
ecution noise. For each pattern r;, we measure the corresponding noise level n;,
and form a pair R; = [r;,n;]. We further sort these pairs by n; to construct the
mapping table M, where each pattern r; maps to a discrete noise level n;. We
keep adjusting the command patterns to minimize the discrepancies between the

measured noise level n; and recorded noise level n; in M. A loss value, defined as
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£ = 3" |n; —ny|, evaluates such inconsistencies at each iteration. Calibration
continues until the loss falls below a predefined threshold, ensuring accurate and

reliable noise injection.

5.3.5 Backend

This stage is responsible for collecting the side-channel traces, and injecting the
noise into the side-channel trace at runtime by executing the identified commands.

These are achieved by the following two modules, respectively.

Trace Collector. This module gathers the execution traces in the offline phase to
build the surrogate model. Depending on the specific platforms and side-channels,

AdvProtego adopts diverse profiling tools to collect such information.

Noise Injector. In the online protection phase, this module executes the iden-
tified commands at the identified moments to inject the desired noise. The noise
is indistinguishable from the side-channel trace by the attacker, while remaining
transparent to the victim’s execution. The implementation of this module is also
dependent on the computing platforms and side-channels in consideration. It could
be integrated into the hardware, or deployed as a separate process co-locating with

the victim.

5.4 Implementation

In AdvProtego, the frontend is general and platform-independent. As the noise
must be ultimately be translated into platform-specific commands and injected
through available interfaces, the middleware and backend implementations must
be tailored to the specific computing platform and side-channel characteristics.
In this section, we provide case studies that illustrate how AdvProtego can be

instantiated under three representative attack scenarios.
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5.4.1 FPGA Power Side-Channels

Noise Translator. A common strategy of injecting power noise into the FPGA
is to implement Ring Oscillators (ROs). Therefore, Noise Translator needs to map

the noise values to the commands that control RO circuits on the FPGA board.

The first step, quantization, converts the generated adversarial noise into 321 dis-
crete noise levels, controlled by different RO enable patterns. The number of levels
is determined by the capacity of Noise Injector in the backend. The second step, cal-
ibration, needs to consider the impacts of several factors like temperature, runtime
noise, and hardware placement. Power side-channels on FPGAs are particularly
noisy and unpredictable. As discussed in [211], the adoption of ROs introduces
undershoot and overshoot effects in the on-board Power Monitor readouts, leading
to transient fluctuations and complicating the precise noise injection. Additionally,
voltage transients often correlate with preceding RO enable counts, making accu-
rate realization of noise patterns even more challenging. We adopt the iterative
calibration approach in §5.3.4 to address these issues, establishing the mapping

between 321 RO enable patterns and distinct noise levels.

Trace Collector. Following [8], we employ a Time-to-Digital Converter (TDC)
as the power sensor. The TDC operates by capturing the combinational logic
delay, leveraging the propagation of a clock signal through a chain of buffers to de-
tect voltage fluctuations. Specifically, the clock signal enters the TDC and passes
through an adjustable coarse delay line and a fine delay line, which together in-
troduce an initial delay. This delay is then fed into a tapped delay line composed
of CARRY4 primitives. The tapped delay line tracks the taps reached by the clock
signal, providing a delay measurement. Due to variations in switching activities
across different operations of the FPGA, discrepancies in voltage drop values may
arise, consequently leading to different delay measurements in the TDC. Through
this mechanism, we can infer the activities of adjacent circuits using the TDC’s

readout.

Noise Injector. Following [212], we use ROs to generate and inject noise. In our
design, a single RO unit requires 4 look-up table (LUT) elements. We assemble 64
RO units to form a set, and Noise Injector comprises 32 such sets. To control the

enable and disable operations of all sets effectively, we utilize a 32-bit-long AXI
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bus, with each bit in the bus corresponding to one set of ROs. This ensures efficient

control and coordination of noise injection.

5.4.2 CPU Cache Side-Channels

Noise Translator. In cache side-channels, the attacker normally determines
whether a critical function occurs within one interval but not the specific num-
ber of occurrences. As a result, the noise input is limited to binary values (0 and
1), restricting the noise values to 1 accordingly. To address this constraint, the
frontend clamps the generated noise to contain only 0s and 1s, ensuring the noise
structure matches the format of the input side-channel traces. Noise Translator in
the middleware then processes this binary noise by identifying the positions corre-
sponding to 1s, which represent the moment of function invocations. It generates
an array of noise injection commands [d;, ¢;], where d; refers to the delay before
each function call, and ¢; indicates the function to be called. Cache noise is easier

to translate without the need of quantization and calibration.

Trace Collector. Inspired by existing cache side-channel attacks for model steal-
ing [10, 121], we employ the Flush-Reload technique to monitor the invocation of
specific functions in a dynamic shared library, i.e., sgemm_incopy and sgemm_oncopy
APIs in OpenBLAS. By continuously monitoring the cache access patterns, Trace
Collector generates detailed side-channel traces in the form of [I;, O;, T;], where
T; represents the timestamp of the monitoring interval, I; and O; are binary val-
ues indicating whether sgemm_incopy and sgemm_oncopy are called during that

interval.

Noise Injector. Injecting noise to obfuscate cache side-channel traces is relatively
straightforward. Since any access to the monitored functions triggers cache reloads,
we implement a program that dynamically loads the library and accesses the spec-
ified function addresses at pre-set time intervals. Specifically, Noise Injector takes
[d;, ¢;] from Noise Translator as input, where d; specifies the delay for each event, ¢;
denotes whether sgemm_incopy or sgemm_oncopy should be invoked at the corre-
sponding delay. By executing these function in alignment with the input sequence,

Noise Injector effectively produces the desired side-channel noise pattern.
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5.4.3 GPU Memory Side-Channels

Noise Translator. Memory side-channel attacks work by monitoring GPU GDDR
read /write access amounts and kernel execution latency. Due to potential discrep-
ancies between the input values provided to the kernels and the actual read/write
amounts resulting from program optimizations during compilation or execution, a
calibration process is necessary. In this process, two iterative loops incrementally
increase the read and write operations from 0 byte to the maximum observed read
and write amounts across all kernels in the models, using a step size of 4 bytes.
During each iteration, Trace Collector measures the actual read and write amounts
and maps these values to their corresponding input values. This guarantees the

noise injection process is precise and dependable.

It is challenging to inject noise to kernel execution latency. To this end, the fron-
tend applies a mask that sets the noise in the latency dimension to 0, ensuring
no perturbations are added to the latency values. Noise Translator subsequently
generates the command pattern [W;, R;, T;], denoting the write data amount, read

data amount, and execution latency, respectively.

Trace Collector. We use the Nsight Compute tool to simulate the EM side-
channel, monitoring memory read, write operations, and CUDA kernel execution
latency. It provides detailed profiling data, including DRAM throughput and mem-
ory access patterns, enabling accurate observation of GPU behaviors. We record
metrics such as memory throughput and execution time during kernel execution
for trace collection. Trace Collector outputs an array of [W;, R;, T;], where W; and
R; represent the observed write and read volumes during the i-th kernel, and 7;

denotes the kernel execution latency.

Noise Injector. We utilize CUDA kernels to simulate dynamic memory opera-
tions, including reads and writes on the GPU DRAM. Since controlling execution
latency on a GPU is inherently challenging, Noise Injector does not attempt to
manipulate execution timing. Instead, it introduces noise by generating controlled
memory access patterns, designed to mimic typical operations found in GPU work-

loads.

Noise Injector consists of two primary components: 1) Write kernel performs se-

quential writes to the GPU memory. Each thread calculates data values based on
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its index and iterates. To prevent these operations from being optimized out, the
kernel includes a dependency on the loop index (i) during the dummy value com-
putation (value+ = 7% 0.1f). This calculation ensures that each write operation
involves actual computation, making it non-trivial for the compiler to discard. The
results are stored in GPU memory and later transferred back to the host before
freeing the allocated memory. 2) Read kernel simulates DRAM read operations
by processing input data and aggregating results through shared memory. To fur-
ther prevent optimization, the kernel performs a reduction operation within the
shared memory and uses atomicAdd to update the global result. The use of shared

memory and synchronization primitives (__syncthreads) ensures the calculations
are preserved as functional and necessary and the noise generation cannot be opti-
mized away. The read results are transferred to the host before releasing the GPU

resources.

5.5 Evaluation

5.5.1 Experiment Setup

Testbed. For FPGA power side-channels, we use a Xilinx Zyng-7000 SoC ZC706
FPGA board (xc7z045fg900-2) with NVIDIA Deep Learning Accelerator (NVDLA)
[124]. The ARM processor on the board runs Ubuntu 16.04 OS, supporting NVDLA
alongside the driver for Power Monitor and Noise Injector. Hardware implementa-
tion is carried out using Vivado 2019.1. For CPU cache side-channels, experiments
were conducted on an AMD EPYC 7313P Processor. We utilize PyTorch v2.3.0 and
OpenBLAS v0.3.20 as the linear algebra library. For GPU memory side-channels,
experiments were conducted on an NVIDIA GeForce RTX 4080 GPU.

To train the surrogate model and generate adversarial noise for all experiments,
we employ PyTorch v1.13 and CUDA v11.6. This training process was conducted
on a server equipped with NVIDIA GeForce RTX 3090 GPUs.

Datasets and Models. For FPGA power side-channels, due to the memory re-
source constraint of the adopted FPGA board (e.g., 1 GB memory and lack of
advanced operators), we mainly consider the image classification tasks over the
MNIST and CIFAR-10 datasets. This choice is consistent with prior side-channel
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works [20, 29, 118]. Since the adversarial attack is a fundamental feature to Al
models and tasks regardless of their scales, we believe our solution can be applied
to larger models with stronger hardware support, which will be our future work.
For each dataset, we run the evaluation on 200 randomly generated models. These
models have random numbers (within the range of [2, 16]) of network layers. The
composition of each layer is also determined through random selection. The se-
lection space includes 12 convolution layers (with the kernel size of 2, 3, 4, 5 and
output size of 10, 20, 30), 4 pooling layers (with the kernel size of 2, 3, 4, 5), 5
fully-connected layers (with the output size of 100, 200, 300, 400, 500), 1 ReLU
layer, and 1 Softmax layer. The initial pre-training of these models is conducted
using Caffe. Subsequently, calibration is performed utilizing TensorRT, followed
by compilation through the NVDLA compiler. These models are generated on the
host computer and subsequently executed on the FPGA using NVDLA runtime.

For CPU cache and GPU memory side-channels, we use image classification tasks
on the ImageNet dataset. The evaluation encompasses 1000 randomly generated
models with network layers ranging between 6 and 112. The composition of each
model is determined by a random selection of layers from a broader pool, which
includes convolutional layers, fully connected layers, pooling layers, batch normal-
ization layers, dropout layers, ReLU layers, and structural elements such as con-
catenation and addition layers. At each step, we randomly select from block types
including sequential, addition, and concatenation blocks. Sequential block config-
urations are chosen from commonly used patterns such as (Conv, ReLU), (FC,

ReLU), and (Conv, ReLLU, Pool), optionally incorporating batch normalization.

Attacks and Defense Baselines. AdvProtego is designed as a general framework
to fundamentally compromise the ML-assisted process for model stealing. Without
loss of generality, we choose three representative attacks as our defense targets,
including a FPGA power attack [8], CPU cache attack [10] and GPU memory attack
[9]. We also select five state-of-the-art defense solutions as baselines, including three
noise injection mechanisms [35, 67, 97]? and two model architecture obfuscation
mechanisms [98, 99]°. Extended evaluations to other attacks and defenses will be

future work.

2[97] is only evaluated on FPGA, as its real-time feedback cannot be achieved in cache and
memory components

3Since the source code of [99] is unavailable, and [98] does not include ImageNet-based imple-
mentations, we rely on the data reported in the original papers for comparison
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Metrics. We adopt two evaluation metrics to demonstrate the effectiveness of
AdvProtego. For Model Similarity Reduction, the model architecture is repre-
sented as a variable-length sequence where each element denotes a layer type.
Following prior works [8, 10], we use the Layer Error Rate (LER). It is defined as
LER = L(s',s)/|ls||, where ||s|| is the length of sequence s, and L(s’, s) is the edit
(Levenshtein) distance between the two sequences s’ and s. In the following eval-
uation, LER-to-label denotes the LER between attacker’s extracted architecture
and victim model’s ground-truth sequence, while LER-to-target denotes the LER
between attacker’s extracted architecture and defender’s searched model with the
worst performance. A larger LER-to-label indicates lower model similarity, thus
higher defense effectiveness. For Model Utility Reduction, we train each extracted
model under the same conditions and measure the accuracy drop compared to the

original model; a higher drop indicates stronger defense.

5.5.2 Overhead

For FPGA power side-channels, we analyze the resource utilization on the FPGA
board. In our implementation, each RO utilizes only 4 LUTs. With each set
containing 64 ROs and a total of 32 such sets, our design efficiently employs only
8,192 LUTs. Factoring in peripheral circuits such as the AXI bus, the aggregated
resource utilization for our design stands at 8,251 LUTs and 170 flip-flops (FF). A
comprehensive comparison of overhead across various defense solutions from prior
works is presented in Table 5.1. The “Area Increased” column shows the ratio of the
number of LUTs and flip-flops used by the protective measures to the corresponding
counts in the circuits under protection. The “Utilization” column computes the
proportion of LUT and flip-flop counts relative to the available resources on the
FPGA. For schemes targeting the AES accelerator, the resource usage is estimated
based on the implementation in [213], where 2,640 LUTSs and 1,682 FF's are utilized
(as the information is not disclosed in these papers). The table demonstrates that
among all schemes, AdvProtego exhibits the least resource consumption in relation
to the circuit under protection. To estimate the power consumption, we rely on
the Vivado power report to gauge the power usage of the Noise Unit. Its estimated
power consumption amounts to 0.001W, constituting less than 1% of the total

power consumption (1.737W).
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TABLE 5.1: Overhead for power side-channels

Solution LUT FF BRAM Utilization Target Area Increased

214] 4608 1152 0 410% AES  175% / 69.0%
136] 321 258 0 0.70% AES  12.1% / 15.3%
[90] 8000 6499 163 8.63% BNN  430% / 580%
[91] 9818 7709 163 10.43% BNN  540% / 680%
AdvProtego 8251 170 0 1.28% DNN  10.1% / 0.1%

For CPU cache and GPU memory side-channels, we analyze the additional latency
(ALatency), increased floating-point operations per second (AFLOPS), and the
accuracy impact (AAcc) of each scheme. Table 5.2 summarizes these comparisons.
For NeurObfuscator [99], we compare the configuration with a LER similar to
AdvProtego, as reported in [99]. The FLOPs data for ObfuNAS [98] is based on
experiments conducted with ImageNet. The configurations of these schemes align
with those listed in Table 5.3. As shown in Table 5.2, AdvProtego consistently
achieves the lowest overhead across all metrics, introducing no additional latency
or accuracy degradation. This highlights AdvProtego’s efficiency and practicality

in real-world applications.

TABLE 5.2: Overhead for cache and memory side-channels

Defense ALatency (%) AFLOPS (%) AAcc (%)
NeurObfuscator[99] 2 53 -
ObfuNAS[98] - 25 -1
CATalyst[38] 0.7 N.A. N.A.
AdvProtego (CPU) -0.05 0 0
AdvProtego (GPU) 0.09 0 0

5.5.3 Effectiveness

Model Similarity Reduction. We analyze the adversarial noise generated by
AdvProtego through its Noise Injector across different platforms. Table 5.3 com-
pares the LER of AdvProtego and other defense methods. For fair comparison, we
set a maximum RO set enable number as 8 for all defenses implemented on FPGA,

and the maximum memory read/write amount is limited to 1KB for experiments
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on GPUs. We observe that the LERs of our delicate adversarial noise are signif-
icantly higher than other methods, indicating its higher effectiveness in reducing

the similarity of stolen model.

TABLE 5.3: LER comparisons for Model Similarity Reduction

Defense Dataset Platform LER (%)
167] MNIST  FPGA 75.6
135] MNIST ~ FPGA 95.4
[97] MNIST  FPGA 70.5
67] CIFAR1I0  FPGA 84.5
[35] CIFAR10  FPGA 49.2
[97] CIFARI0  FPGA 89.1
[67] ImageNet GPU 56.3
[97] ImageNet GPU 57.7
[67] ImageNet CPU 52.2
[97] ImageNet CPU 61.8

AdvProtego MNIST FPGA 144.1
AdvProtego CIFARI10 FPGA 128.3
AdvProtego ImageNet CPU 137.2
AdvProtego ImageNet GPU 156.7

Model Utility Reduction. For FPGA side-channels, the maximum number of
enabled RO sets is 32. For GPU memory side-channels, a maximum 1 KB memory
read/write limit is imposed. For CPU cache side-channels, the noise generation
process is restricted to no more than 5% of the victim model’s total invocations to
the target. Table 5.4 shows the evaluation results. “Acc Drop (Searched)” indi-
cates the accuracy decrease of the identified target model relative to the victim’s
original model. “Acc Drop (Extracted)” refers to the actual accuracy degrada-
tion of attacker’s extracted model relative to victim’s original model when noise
is incorporated into the side-channel. A larger accuracy drop signifies a greater

degradation of the extracted model and higher defense effectiveness.

We observe that the accuracy drop in attacker’s extracted model closely aligns
with the target accuracy identified during the search phase. This indicates that
AdvProtego generates and injects noise with high precision, achieving the in-
tended obfuscation effect. Furthermore, the extracted model’s accuracy drop is
significantly larger compared to all the other defense methods, confirming that

AdvProtego effectively reduces model utility. The main reason is that existing
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TABLE 5.4: LER and accuracy for Model Utility Reduction

Defense Dataset Platform Acc Drop  Acc Drop

Methods (Searched) (Extracted)
[67] MNIST ~ FPGA - 0.7%
[97] MNIST ~ FPGA i 0.8%
135] MNIST  FPGA ; 1.9%
[67] CIFAR1I0  FPGA - -8.5%
[97] CIFAR10  FPGA ; 2.7%
[35] CIFARI0  FPGA - 8.8%
[99] ImageNet All -0.4% -
[98] ImageNet All 0.1% -
AdvProtego  MNIST FPGA 2.9% 1.6%
AdvProtego CIFARIO FPGA 20.3% 17.4%
AdvProtego ImageNet GPU 13.6% 10.3%
AdvProtego ImageNet CPU 13.6% 9.9%

defenses [35, 67, 97, 99] mainly focus on distorting attacker’s observations, while
ignoring the utility of the extracted models. Hence, the attacker can still extract

a good model.

The defense effectiveness varies across different scenarios. (1) AdvProtego performs
better on complex tasks and datasets (e.g., CIFAR10, ImageNet) than simple ones
(MNIST). This is because in simple tasks, it is too easy for a model to reach high
accuracy that even the searched worst-performing model has satisfactory perfor-
mance. This leaves little room for accuracy degradation via noise, limiting the ob-
served impact. (2) AdvProtego performs better on FPGAs than CPUs and GPUs.
This discrepancy likely arises from the constraints of side-channels in CPUs and
GPUs, which limit the ability to inject noise into temporal features. On FPGAs,

Noise Injector can achieve finer granularity and higher effectiveness.

5.5.4 Transferability

To measure the transferability of the adversarial noise from defender’s surrogate
model to attacker’s model, we construct five models with varying structures in
Table 5.5. Model 0 is the surrogate model used by the defender to generate ad-
versarial noise, while models 1-4 are used by the attacker for side-channel analysis.
We mainly conduct our experiments on FPGA. We diversify the noise intensity

by adjusting the number of RO enabled sets, allowing us to analyze the impact of
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FIGURE 5.2: LERs for different attack models. “AN”: adversarial noise from
AdvProtego; “RN”: random noise

varying levels of interference on the transferability and overall defense effectiveness.

TABLE 5.5: Details of the defender’s surrogate model and attacker’s actual

models
Model Structure Details
0 CNN-RNN-CTC 3 CNN layers, 2 RNN layers
1 CNN-RNN-CTC 1 CNN layer, 2 RNN layers
2 CNN-RNN-CTC 2 CNN layer, 2 RNN layers
3 CNN-RNN-CTC 5 CNN layer, 2 RNN layers
4 Transformer 1 encoder, 1 decoder layer

Model Similarity Reduction. We measure the LERs between the extracted and
victim models. The results are shown in Figure 5.2. In both datasets, AdvProtego
induces significantly higher error rates in the extracted models compared to us-
ing random noise across four distinct models. This underscores the efficacy of

AdvProtego against diverse attack models.

Model Utility Reduction. We proceed to test the transferability of the Model
Utility Reduction defense strategy. The evaluation results for this defense objec-
tive are shown in Table 5.6.“Acc Drop (Extracted)” represents the actual accuracy
drop of the attacker’s extracted model compared to the victim’s model when the
identified adversarial noise is implemented. A higher extraction accuracy drop
indicates a greater degradation of the extracted model, thus higher defense effec-
tiveness. The results clearly show that the extracted accuracy of the attacker’s

model is lower than the victim’s model accuracy for all the four cases. In model 2,
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the defense result is even better than using the surrogate model (model 0) for ex-
traction. This confirms the transferability and effectiveness of AdvProtego against

different attack models.

TABLE 5.6: Transferability results for Model Utility Reduction

Model Dataset  Acc Drop (Extracted)

1 MNIST 0.7%
2 MNIST 3.0%
3 MNIST 0.8%
4 MNIST 0.8%
1 CIFARI10 10.5%
2 CIFAR10 15.2%
3 CIFAR10 12.0%
4 CIFAR10 10.4%

5.5.5 Resilience against Adaptive Attacks

We explore the scenarios where the attacker is aware of our defense mechanisms

and attempts to bypass them.

Adversarial attack mitigation as adaptive attacks. A potential adaptive
attack is to apply existing mitigation solutions against adversarial attacks to cir-
cumvent AdvProtego. However, as adversarial attacks are still an unsolved threat
[215], these solutions still exhibit some limitations to undermine adversarial per-
turbations. For evaluation, we mainly consider three advanced techniques. (1)
Sample resizing and rescaling [216]. This involves adding random resizing and
padding layers at the beginning of the target model. These layers alter the spa-
tial positioning of adversarial perturbations to make them ineffective. Following
[216], the attacker can randomly resize and pad Os to the captured side-channel
traces. (2) Randomized smoothing [217]. This entails training a neural network
with Gaussian data augmentation to create a smoothed classifier. This classifier is
then used to predict the class most likely to be returned by the model when the
input is perturbed by isotropic Gaussian noise. We set the noise hyperparameter o
to 0.5 during training and testing, with a sample size of 1000 for each input trace.
(3) bit-depth reduction [218]. This involves simple quantization to remove small

adversarial variations in the input. We reduce the input side-channel traces to 8
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bits. We conducted experiments on FPGA with MNIST to evaluate if AdvProtego
can resist those operations when employed by the attacker to process the power

side-channel trace.

Figure 5.3 presents the results of Model Similarity Reduction. The results sug-
gest that these adversarial attack defense mechanisms can reduce the protection
capability of AdvProtego by about 15% (when the number of RO sets is 2). Such
reduction is not significant as AdvProtego is still more effective under these adap-
tive attacks than the Random Noise baseline defense. Table 5.7 shows the results
of Model Utility Reduction. We observe that resize & rescaling and bit-depth re-
duction slightly diminish the effectiveness of AdvProtego, but it remains effective
as the utility of the extracted model is still worse than the originals, indicated
by the columns“Acc Drop (Searched)” and “Acc Drop (Extracted)”. Surprisingly,
with randomized smoothing applied, the defense results are even better than with-
out it. In conclusion, these adaptive attacks do not perform as effectively as they
do for conventional Al tasks. This could be due to the inherently noisy and un-
predictable nature of side-channel traces, making it challenging to leverage these

countermeasures to circumvent our defense.

Noise isolation as adaptive attacks. The attacker might also consider isolating
the injected noise directly. However, our injected noise is practically indistinguish-
able from normal model execution. For instance, on FPGA platforms, both normal
operations and injected noise contribute to power fluctuations captured by the same
sensors. On GPUs, only coarse-grained aggregated memory statistics are accessible
while privileged access—kernel-level granularity is unavailable. As a result, even
if an attacker is aware that a defense is in place, isolating the noise component is
unrealistic.

TABLE 5.7: LER and accuracy for Model Utility Reduction with adversarial
attack defense mechanisms applied.

Defense LER to LER to Acc Drop  Acc Drop
label target  (Searched) (Extracted)
No defense 67.2%  15.3% 2.9% 2.2%
Resize & rescaling 73.5%  46.3% 2.9% 1.2%
Randomized smoothing  68.7% 5.9% 2.9% 2.5%

Bit-depth reduction 76.1%  46.5% 2.9% 1.3%
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5.5.6 Discussion: Generalizability and Deployment Con-

siderations

Generalizability. We evaluate AdvProtego on three representative leakage modal-
ities and platforms, i.e., FPGA power, CPU cache, and GPU memory side-channels.
Its modular frontend—middleware—backend design is intended to make the frame-
work portable rather than tied to any single platform: the frontend and the
adversarial-noise formulation are largely reusable, while adaptation to a new ac-
celerator or leakage modality is localized to the middleware and backend, which
encapsulate the platform-specific monitor and Noise Injector. We therefore ex-
pect the approach to transfer to future accelerator architectures and evolving deep
learning frameworks. For a new platform, the surrogate model must be re-trained
on that platform’s leakage characteristics, and the set of noise-injection primitives
must be re-established. Leakage sources that fall outside the modeled channels
would likewise require extending the middleware. Establishing these components

on a broader range of platforms remains future work.

Deployment considerations. Beyond the runtime and resource overhead re-
ported in Section 5.5.2, practical deployment of AdvProtego entails additional,
largely one-time engineering costs that we discuss here for completeness. Instanti-
ating the defense on a platform requires integrating a leakage monitor and a Noise

Injector into the execution environment (e.g., the accelerator driver or the inference
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runtime) and collecting profiling traces to train the surrogate model. This inte-
gration effort, together with the need to re-profile and re-tune when the hardware,
driver, or framework version changes, constitutes the main long-term maintenance
burden: as the underlying software stack evolves, the surrogate and the injected-
noise strategy may drift and require periodic recalibration. We view this as an
acceptable cost for a defense that operates transparently at the side-channel level,
but we note that reducing this maintenance effort, for example through automated
re-profiling or platform-independent noise primitives, is an important practical di-

rection for making the framework easier to sustain in production settings.

5.6 Summary

We present AdvProtego, a novel unified framework aimed at protecting deep learn-
ing models from side-channel-based model stealing. It applies adversarial attack
techniques to craft execution noise to obfuscate side-channel observations while
imposing minimal overhead on the model. Our contributions include the follow-
ings: (1) proposing two defense objectives and formulating them in the context
of adversarial perturbation optimization. (2) introducing an end-to-end modular
design with innovative algorithms and techniques to achieve practical and unified
protection. We implement AdvProtego in three representative attack environments

to demonstrate its excellence and superiority over existing solutions.
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ObfusBFA: A Holistic Approach to
Safeguarding DNNs from
Versatile Bit-Flip Attacks

Bit-flip attacks (BFAs) represent a serious threat to Deep Neural Networks (DNNs),
where flipping a small number of bits in the model parameters or binary code can
significantly degrade the model accuracy or mislead the model prediction in a
desired way. Existing defenses exclusively concentrating on specific attacks and

platforms, while lacking effectiveness for other scenarios.

In this chapter!, we propose ObfusBFA, an efficient and holistic methodology to
mitigate BFAs targeting both the high-level model weights and low-level codebase
(executables or shared libraries). The key idea of ObfusBFA is to introduce random
dummy operations during the model inference, which effectively transforms the del-
icate attacks into random bit flips, making it much harder for attackers to pinpoint
and exploit vulnerable bits. We design novel algorithms to identify critical bits and
insert obfuscation operations. We evaluate ObfusBFA against different types of at-
tacks, including the adaptive scenarios where the attacker increases the flip bit
budget to attempt to circumvent our defense. The results show that ObfusBFA
can consistently preserve the model accuracy across various datasets and DNN ar-

chitectures while significantly reducing the attack success rates. Additionally, it

!The content of this chapter is accepted in IEEE International Symposium on Hardware
Oriented Security and Trust (HOST), 2026.
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introduces minimal latency and storage overhead, making it a practical solution

for real-world applications.

6.1 Introduction

The rapid growth of deep learning technology has driven the widespread deploy-
ment of Deep Neural Network (DNN) models across a variety of scenarios, from
autonomous driving [219] to embedded devices [220]. However, the proliferation
of DNNs has exposed new security vulnerabilities. Past studies have shown that
modern hardware platforms are susceptible to Bit Flip Attacks (BFAs) [221], which
corrupt the critical data or code of the applications, significantly compromising
their integrity. Such attacks could be executed through different fault injection
techniques, such as row hammering [15, 16], undervolting [13], and laser beam-
ing [14]. In the domain of deep learning, researchers apply BFAs to flip a small
number of critical bits in the DNN applications [16, 25], which can severely degrade
the model’s overall accuracy, or misprediction for certain input. Such attacks can

lead to catastrophic consequences, especially in safety-critical scenarios.

Existing BFAs against DNN applications can be classified into two categories, as
shown in Figure 6.1. (1) Model-level attacks [16, 24-28]: the attacker compromises
some critical model parameters. Even flipping a tiny number of parameter bits
can drastically alter the model behaviors, resulting in a sharp drop in accuracy or
misprediction in the attacker’s desired manner. (2) Code-level attacks [56, 108]: the
attacker targets the functional code of the deep learning framework, including the
executables generated by the compilers, or the underlying computation libraries.
By flipping critical bits in these foundational components, the attacker can hijack
the control flow of the inference execution, leading to large performance degradation

or even system failure.

6.1.1 Existing Studies and Limitations

In spite of existing efforts to defend DNN models against BFAs, it is still challenging

to design a holistic solution to provide comprehensive protection over various threat
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FIGURE 6.1: BFAs against DNN applications with Rowhammer.

scenarios. As BFAs are commonly realized via exploiting certain hardware vulner-
abilities, a straightforward strategy is to fundamentally mitigate those threats.
For instance, a number of solutions have been introduced to defeat Rowhammer
attacks, including the adoption of timers [59], performance counters [60, 61], error-
correcting codes [62], memory isolation [63, 64], or machine learning-based de-
tection [222]. While effective, these solutions often require specialized hardware
upgrades, which can introduce compatibility issues in existing systems and limit
their broader adoption. Besides, they lack generalization across different comput-

ing platforms and scenarios.

Due to the above limitations, researchers have been actively seeking for new so-
lutions dedicated to the protection of DNN models against BFAs. Existing ap-
proaches can be classified into two categories. (1) Redesigning the DNN model for
better robustness. This is normally achieved via model architecture modifications
or retraining. Typical examples include the dynamic multi-exit architecture [44],
weight reconstruction [45], quantization [46, 47], obfuscations of channels [48, 49] or
bits [50]. (2) Runtime integrity checking. This strategy continuously monitors the
DNN inference, detects and corrects potential errors caused by flipped bits. Some
works introduce checksum [51, 52], hash functions [53, 54], or checker DNNs [55]
for integrity verification. Other studies focus on the detection of critical bits as
BFA targets [178, 223, 224].

Unfortunately, these approaches still exhibit several drawbacks in practice. (1)
High access requirement to the DNN models. Some solutions require sig-
nificant changes over the model parameters or network designs [44-50], which are

often difficult for pre-deployed models or legacy systems. Some solutions require the
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access to the original training data [52], which may not be always feasible. (2) Non-
negligible runtime overhead. Runtime integrity checking incurs additional la-
tency for the inference execution, making it impractical for applications with strong
real-time requirements [55, 178]. For example, on the CIFAR-10 dataset, Deep-
Dyve [55] incurs a 9.1% computational overhead, while NeuroPots [178] adds a
9.7% time overhead. (3) Degradation of model functionality. Solutions that
modify model parameters often compromise model performance while providing
protection [44, 46, 47, 178, 225]. As reported in prior work [44, 52|, BIN [46] reduces
model accuracy by approximately 4.1%, RA-BNN [47] by 2.9%, NeuroPots [178]
by 1.4%, and Aegis [44] by 1.2%. (4) Lack of generalization. More importantly,
these solutions only target one specific attack exclusively. The majority of the
works focus on the bit flips in model parameters [44-51, 53, 54, 178, 223, 224].
To our best knowledge, there is only one work targeting the DNN executable-level
threat [52], and no existing defense against bit flips in the computation libraries.
However, its effectiveness is inconsistent across datasets and models—for example,
on CIFAR-10, the attack still achieves a 24.8% success rate. Furthermore, since
this approach relies on detecting anomalies in gradients, it is prone to false alarms

when facing out-of-distribution inputs or adversarial examples.

6.1.2 Owur Contributions

Driven by the above limitations, we propose ObfusBFA, a novel and holistic method-
ology to mitigate different levels of BFAs in an efficient and practical manner. The
key insight behind ObfusBFA is based on our observation that all BFAs rely on
precise identification of vulnerable bits, which constitute a very small percentage
(less than 0.01%) of the total bits (§6.3.2). In contrast, flipping random bits can
rarely impact the model inference [49]. Inspired by this, ObfusBFA aims to degrade
any carefully-orchestrated BFA into random flips, rendering the attack
ineffective. This is achieved by introducing obfuscation (i.e., random dummy op-
erations) into the application architecture at different levels, including the model
parameters, executables, and deep learning libraries. Such obfuscation has minimal
impact on the inference results or speed, but alters the memory address offsets of

vulnerable bits, thereby invalidating the attacker’s ability to target specific bits.
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Note that model-level obfuscation has been applied to mitigate side-channel at-
tacks [98, 99]. We repurpose this concept and extend it to multiple system layers
for integrity protection against BFAs.

ObfusBFA is designed as an end-to-end protection framework to automatically pro-
vide comprehensive protection over a given DNN application (Figure 6.2). This
framework consists of three key components: (1) Vulnerability Searcher scans the
target application, and identifies the potential vulnerable bits at different layers
that are sensitive to BFAs. (2) Obfuscation Pattern Generator produces the ran-
domized memory address offsets for the vulnerable bits. (3) Finally, Obfuscation
Pattern Enforcer applies the randomized pattern to the model inference execution
at runtime. A set of new algorithms are designed, ensuring the seamless integration

of these modules with high efficiency and effectiveness.

In summary, ObfusBFA offers several key advantages compared to existing meth-
ods. First, it provides protection against both model-level and code-level BFAs on
either quantized or floating-point models. Second, injecting dummy operations has
zero impact on the model prediction accuracy, and minimally affects the inference
latency and resource usage, making ObfusBFA a utility-preserving and lightweight
solution. Third, 0bfusBFA does not require model retraining or access to training
data, rendering it more practical for real-world deployment. We conduct extensive
experiments to evaluate ObfusBFA against six state-of-the-art BFAs. The results
demonstrate that ObfusBFA can effectively mitigate BFAs across all levels with low
overhead, providing robust protection without compromising the performance. Be-
sides, it is able to thwart adaptive attackers who are aware of the defense strategy,

with the randomized memory layout obfuscation.

6.2 Background and Related Works

6.2.1 Bit-Flip Attacks against DNN Models

Bit-Flip Attacks (BFAs) are hardware fault injection attacks that corrupt memory
by flipping bits, often via Rowhammer [169]. In deep learning, they target critical
data to compromise predictions, typically in two forms: (1) Untargeted BFAs,
which degrade overall accuracy, and (2) Targeted BFAs, which manipulate outputs
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for specific inputs (e.g., a chosen class or trigger) while leaving others unaffected.
Both rely on bit-search algorithms to identify vulnerable locations, which are then

flipped. BFAs operate at two levels:

e Model-level Attacks. The most common strategy flips bits in model parame-

ters [16, 24-28]. TBT [26] targets critical neurons in the final layer and embeds a
backdoor via bit flips. ProFlip [24] uses JSMA to identify vulnerable bits across
layers. TA-LBF [28] formulates the search as a binary integer programming prob-
lem solved with ADMM.

e Code-level Attacks. A newer class flips bits in executables or computation
libraries. Compilers (e.g., TVM [4], Glow [226]) translate models into binaries,
which often rely on libraries like BLAS for GEMM operations. Flipping vulnerable
bits in executables or libraries can hijack control flow. Chen et al.[108] showed
flips in the .text section of executables can sharply reduce accuracy. Li et al. [56]
proposed FrameFlip, where a single flipped bit in a jump opcode within OpenBLAS
corrupts all dependent DNN applications.

6.3 Overview

6.3.1 Threat Model

In line with prior works [16, 25, 56, 178], we adopt the conventional threat model
of BFAs. The attacker is an unprivileged user who shares the same physical ma-
chine as the victim’s DNN application. Note that this co-location condition is
a requirement for launching BFAs, not for our defense. Through techniques like

Rowhammer, the attacker can flip the victim’s data and code in the DRAM.

As a defense-focused work, we strategically consider a strong attacker, who has
common knowledge about the victim’s DNN application. (1) As the victim may
employ some popular open-source DNN models, the attacker knows the DNN ar-
chitecture, model weights, gradients and training data. This allows him to precisely
target the flip bits within the original DNN model. (2) The victim may also use
common deep learning frameworks to support the model inference. Therefore, the
attacker knows the framework, dynamic libraries linked to the model, deep learn-

ing compilers and compilation settings. (3) The victim employs our ObfusBFA to
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transform the original DNN model and code executables. The attacker knows the
detailed mechanism of ObfusBFA, but not the random numbers generated on-the-
fly by the victim. The attacker also does not have access to the transformed DNN

model or code executables.

6.3.2 Design Insight

The design of our ObfusBFA is grounded in the following observation: random
bit-flips have minimal impact on the model inference process, which is
universal for different levels of the DNN system. Specifically, Cheng et al. [49]
showed that randomly flipping bits in DNN’s model weights have negligible effects
on its prediction results, even when more of bits are changed. We extend this
conclusion to the code level by flipping each of all conditional jumps to its opposite
control flow in a compiled OpenBLAS library. Out of 154,554 conditional jumps
under the -02 optimization flag, only 85 jumps cause a drop in model accuracy
when running ResNet-50 on the ImageNet dataset, while another 148 jumps lead
to crashes or timeouts. The remaining 99.8% of the jumps, despite being flipped,
run without errors or performance drops. These results suggest that both DNN
model weights and codebases are naturally resilient to random bit-flips in most

cases.

This inspires the design of ObfusBFA: by introducing obfuscation into the model’s
inference (i.e., randomizing the memory address offsets for the vulnerable bits), we
can transform an organized BFA into random bit-flips, which can effectively alle-
viate the attacker’s impact on the model results. Following this unified principle,
ObfusBFA delivers protection over DNN applications against BFAs at both model

and code levels.

6.3.3 Discussion

It is worth noting that ObfusBFA fundamentally differs from existing mechanisms
involving obfuscation. First, Address Space Layout Randomization (ASLR) [227]

obfuscates the system’s virtual memory layout whenever the code execution starts.
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However, the application binary is still fixed. Therefore, researchers have demon-
strated that an attacker can still reliably flip the desired bits in any physical mem-
ory page under ASLR based on his knowledge of the binary structure [176, 228].
In contrast, ObfusBFA hardens the binary representations to increase the difficulty
of targeting vulnerable bit locations. By properly obfuscating the binary, it en-
sures that the attacker has no knowledge of the vulnerable bit locations within the

binary, preventing him from accurately flipping the critical bits.

Second, software diversity [229, 230] aims to create multiple, independent imple-
mentations of the same software to enhance security, fault tolerance, and resilience
against vulnerabilities. However, it is not effective in mitigating BFAs. (1) Cer-
tain software diversity methods (e.g., instruction reordering, equivalent instruction
substitution) may not effectively alter memory offsets, leaving the critical bits still
vulnerable. (2) DNN computation libraries are highly optimized to minimize over-
head in computation-intensive applications. Applying software diversity techniques
indiscriminately can disrupt these optimizations, leading to significant performance
penalties. (3) Software diversity lacks sensitivity analysis for critical bits and needs
to apply obfuscation broadly across the entire software project, which could incur

tremendous overhead.

6.4 Methodology

6.4.1 Overall Workflow

Figure 6.2 shows the pipeline of 0bfusBFA. It consists of three logical components:
Vulnerability Searcher, Obfuscation Pattern Generator, and Obfuscation Pattern

Enforcer.

e Vulnerability Searcher. This module scans the target application, and records
the locations of all identified vulnerable bits. For different levels of BFAs, we
design the corresponding algorithms to scan the target operation set (i.e., model
weights for model-level BFAs, binaries for code-level BFAs) and identify bits that
can significantly impact the model inference when flipped. Vulnerable bits that
only cause a crash are not considered critical. The locations (offsets) of these

vulnerable bits are recorded in a list.
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FIGURE 6.2: Overview of ObfusBFA.

e Obfuscation Pattern Generator. Based on these vulnerable bit locations,
this module aims to produce the randomized memory address offsets of the target
application. The detailed process is outlined in Algorithm 3. Specifically, after
Vulnerability Searcher obtains the addresses of all vulnerable bits (Line 3), Ob-
fuscation Pattern Generator processes the target system and inserts a random
number of dummy operations before the critical elements (e.g., operations in the

code, layers in the model architecture).

Algorithm 3 Obfuscation Pattern Generation

1: Input: ElemSet, Prob > Target set, Obfuscation Probability
2: Qutput: ObsPat > Obfuscation pattern
3: ObsSuccess < 0, VLoc < getVulAddr(ElemSet)

4: while ObsSuccess = 0 do

5: for Elem € ElemSet do

6: if getRand < Prob or Elem € VLoc then

7: (DummyOp, InsLoc) < InsDummy(Op)

8: ObsPat.append (DummyOp, InsLoc)

9: VLocNew < getVulAddr(ObsPat, ElemSet)

10: if NoCommonAddr between VLoc and VLocNew then
11: ObsSuccess «+ 1

There are two points that need to be emphasized. First, an adaptive attacker
may try to flip the bits not in the vulnerable list, attempting to bypass our defense.
Such attack will be much less effective as those bits have minor impact on the
model behaviors. Nevertheless, we also offer protection for all the other bits not
in the list. Note that we cannot enforce the same degree of obfuscation as for

the critical bits, which can terribly affect the model performance. Instead, we
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insert dummy operations following a preset probability, which is typically lower to
reduce the overhead. This random insertion mechanism can help further reduce
the effectiveness of potential attacks targeting the bits not classified as vulnerable,

making them impractical.

Second, for the generated obfuscation pattern, we run Vulnerable Searcher again
to check the new vulnerable bits (Line 9). If there is no overlap between the
new and original lists of vulnerable bit addresses, the obfuscation is considered
successful. This ensures that no vulnerable bits have relocated to new addresses
that are also vulnerable. Otherwise, we run Obfuscation Pattern Generator again

until the condition is satisfied.

e Obfuscation Pattern Enforcer. At runtime, this module applies the gener-
ated obfuscation pattern to the model inference. Due to the insertion of dummy
operations, the obfuscated operation set will have a different memory layout from
the unprotected one. However, this will not affect the functionality of the model, as
the inserted dummy operations have no impact on the target operation set. With
the randomized memory addresses for critical operations, the attacker cannot iden-
tify the actual memory offsets of the vulnerable bits, effectively transforming any

sophisticated BFA into an ineffective random bit-flip attack.

End-to-end Protection. Given a DNN system, we execute the above three com-
ponents to generate the obfuscated versions of the model architecture, executable
and libraries, and then launch them for robust inference. Note that a sophisticated
attacker may try to reverse engineer the obfuscated code, and then adaptively iden-
tify new vulnerable bits for flipping. To mitigate this threat, we can periodically
run the entire pipeline to generate and launch new obfuscated executables and li-
braries, e.g., every 10 minutes. Considering the long time for the attacker to flip
bits (e.g., multiple hours with Rowhammer), this update frequency is sufficiently
secure to mitigate the adaptive BFAs. As our defense pipeline is computationally
lightweight and typically completes within a few seconds, the update has negligible
impact on the overall performance. We can further launch multiple inference in-

stances, and alternatively update them to reduce the impact on service availability.

Below we present the detailed mechanisms of each component for different levels
of BFAs.
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6.4.2 Vulnerability Searcher

We design new algorithms to search vulnerable bits in different levels of BFAs,

respectively.

6.4.2.1 Model-level BFAs.

We employ a gradient-based ranking algorithm to identify a set of vulnerable bits
in the model weights. For the weights in the ¢-th layer, given the loss function £
and the weight matrix W, we select the top-k weights from both the convolutional
layers and the linear layers based on the magnitude of their gradients for the
testing dataset. For convolution layers and linear layers from 1 to z in the model,
the process of selecting the top-k£ most vulnerable weights can be expressed as:

oL
Top, 15

The locations of these top-k weights form the list of vulnerable locations. Since

} — Topy [|lg%, g, .., g™ (6.1)

DNN models are loaded into memory in a sequential page-by-page manner, where
each page has a fixed size and stores the weights contiguously, we can map the
vulnerable weights directly to their index in memory from the beginning of the
model. This indexing allows us to efficiently reference and protect specific weights
during our defense implementation. It is important to note that this module is also
applicable to real-world quantized models. During backpropagation, each layer
can be temporarily dequantized to compute the gradients and then re-quantized
afterward. This solution has been widely adopted in prior BFA studies [16, 24-28].

6.4.2.2 Code-level BFAs.

We aim to search for the critical jump instructions in executables and shared
libraries. The process is illustrated in Algorithm 4. We focus on jump opcodes
as they are highly susceptible to BFAs and flipping a single bit can invert their
semantic condition (e.g., changing jump-if-equal to jump-if-not-equal), effectively
reversing the control flow. Hence, they are the main target of existing code-based

attack [56]. The existence of other vulnerable instructions and their sensitivity to
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bit flips is not explored. To address this uncertainty, ObfusBFA also obfuscates the

addresses of non-critical elements not in the vulnerable list, as described in §6.4.1.

Algorithm 4 Binary Automatic Vulnerability Search

1: Input: Code, Model, Dataset > Dynamic library, DL inference infrastructure,
Dataset

2: Qutput: v_loc > List of vulnerable bit locations

3: vloc <+ {}, acceean < getCleanAce()

4: for all functional unit F' € Code do

5: for all Opcode Op € F' do

6: if Op € CondJmpSet then

7 Op <+ flipOpcode(Op), Instrument(Op)

8: lib <— writeLibrary(), LibrarylInterpositioning(lib)

9: acc < inference(model, dataset)

10: if ace < accpeqn then
11: v_loc < v_loc U {v_loc}
12: recover(Op)

13: return v_loc

Specifically, we iterate through all opcodes in the binary files. If the current opcode
is a conditional jump, we flip the conditional jump to its semantic opposite and
generate a new library file. In the x86 instruction set, each conditional jump has a
short jump and near jump version, which have different ranges and opcodes. For
example, je has the short jump opcode 0x74 and the near jump opcode 0xOF84.
The algorithm considers both cases. We then use the instrumented binary to
run inference and test accuracy. If the accuracy drops, the branch is considered

vulnerable, and the corresponding bit address is recorded.

6.4.3 Obfuscation Pattern Generator

We develop new obfuscation solutions to randomize the memory offsets of the

identified critical operations.

6.4.3.1 Model-level BFAs.

We introduce two strategies to obfuscate the model address layouts.
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e Inserting Dummy Layers. This strategy involves inserting an additional com-
putational layer immediately after the activation function ¢ of a given layer. The
insertion of a dummy layer L; does not affect the output of the original layer, as

shown in Equation 6.2:

(e(Xi - Wi) - L) = o(X; - W) (6.2)

For linear layers, the dummy layer L; is an identity matrix of the same dimen-
sions as the input to the layer. For convolutional layers, where the input and
output have ¢ channels and kernel size of (ki, k), the dummy layer is initialized

as:
1 fa=b=1landd=m

L(a,b,d,m)
0 otherwise

where a,b are the indices of the row and column, d is the index of the input

channel, and m is the index of the filter. We choose a kernel size of k; = ky = 1,

which minimizes the extra computation introduced by the dummy layer.

e Inserting Dummy Neurons. Another obfuscation strategy is the insertion
of dummy neurons into existing layers. These dummy neurons ensure that the

prediction behavior of the original DNN remains unchanged after their addition.

To insert n dummy neurons into a current computation layer with weights Wi(b’a),

(¢,b)

assuming the next computation layer has weights W; ;"

then given the input Xj,
the forward process is formulated as:

WS - (WP ox) = Wi (WP x) (6.3)
To ensure the injected neurons are non-functional (i.e.,“dummy”), their weights
are set to vectors of all zeros with biases of zero. Since adding dummy neurons
alters the dimensions of the current layer, the subsequent layer must also have
the corresponding dummy neurons added to maintain the dimensional consistency.
Specifically, for a convolution layer, we add n extra filters to the current layer,
increasing the number of output channels by n. As a result, the number of input
channels of the next convolution layer must also be increased by n, with the addi-
tional channels initialized to zeros. Similarly, for each linear layer, we increase the
number of output features by n, and adjust the number of input features of the

next linear layer by n, with the added parameters initialized to zeros.
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Source  [TougEgEE)

Code Memory Image

FIGURE 6.3: Possible NOP insertion phases during compiling.
6.4.3.2 Code-level BFAs.

To add obfuscation at the code level, our strategy is to insert dummy operations
(e.g., DummyOP) before the critical instructions. The NOP (No Operation) in-
struction in x86 architecture is a one-byte instruction that takes up space in the
instruction stream but performs no useful operation. It does not modify any ma-
chine state except for advancing the EIP (Extended Instruction Pointer) register.
As a result, after we determine that a specific location requires obfuscation, a ran-
dom number of NOP instructions are inserted before the current opcode, thereby

altering the memory layout without changing the functionality.

To implement this memory address randomization efficiently, we develop an LLVM-
based backend obfuscation pass. LLVM is a suite of compiler and toolchain tech-
nologies that transform source code (e.g., C programs) into an Abstract Syntax
Tree (AST), which is a structured representation. Then it is translated into in-
termediate representation (IR), which is independent of the source language. This
IR is optimized by LLVM passes, after which it is further lowered into a lower-
level representation (LR), such as GCC’s Register Transfer Language (RTL). The
backend then generates object files from this optimized IR. Finally, a linker com-
bines object files into the final program binary, which the operating system’s loader
places in memory for execution. Figure 6.3 illustrates the compilation stages of a

source file, highlighting the possible phases for NOP insertion.

While it is theoretically possible to insert NOP instructions at any stage of the
compilation process, it is challenging to do so in earlier stages (e.g., at the IR level
or in source code). Since the attack targets the memory image, corresponding
to the final binary, it is important to ensure precise control over the location of
inserted NOP instructions in the binary. However, locating the exact binary position

for vulnerability obfuscation from the IR level is difficult due to the abstraction gap
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between the IR and the final binary. Inserting NOP instructions at the source code
level also presents challenges. Even if the mapping between the source code and
binary is known, compiler optimizations can relocate or even remove the inserted
code, making it difficult to control where the NOP instructions will eventually appear

in the binary.

To overcome these challenges, we insert NOP instructions at the lower-level represen-
tation, specifically after the compiler performs all optimizations and just before the
target code is emitted (as indicated by “x” in Figure 6.3). This step corresponds to
the addPreEmitPass2 in LLVM, ensuring that the inserted NOP instructions appear
precisely where required in the final binary. To manage the NOP insertion process,
we store the insertion patterns in a file, which contains both the insertion locations
and the number of NOP instructions to be inserted. This file is then loaded by our

backend pass during compilation to effectively obfuscate the memory layout.

6.4.4 Obfuscation Pattern Enforcer

6.4.4.1 Model-level BFAs

At runtime, we load the target model and apply the obfuscation patterns to dis-
rupt the memory layout. Since the obfuscation involves only simple operations,
e.g., padding zeros to the weights or inserting non-functional neurons, it is compu-
tationally efficient and incurs minimal overhead. As a result, the transformation is
applied almost instantaneously, leaving very little time for an attacker to exploit
the model via Rowhammer or other bit-flip techniques before the obfuscation is

completed.

Moreover, due to the design of the obfuscation strategies, the obfuscated model
maintains identical functionality to the original model. This ensures that the ob-
fuscation process does not introduce any unintended changes to the model’s be-
havior, preserving its accuracy and performance while simultaneously protecting
it against memory-based attacks. Additionally, the memory layout of the model
is randomized with each load, making it even more challenging for an attacker to
predict the specific bit locations they need to target. This randomness further

strengthens the defense.



122 6.5. Security Analysis

6.4.4.2 Code-level BFAs

Once the instrumented library or executable with the altered memory layout is
generated, we load them for runtime model inference. In Linux environments, when
a program is loaded and executed, the dynamic linker (ld-linux.so) first searches the
libraries listed in the LD_PRELOAD environment variable for any undefined references
before searching other libraries. Therefore, we set LD_PRELOAD to our obfuscated
versions, which can intercept and redirect function calls to utilize the new libraries.
For code executables, we modify the compilation process, e.g., instruct TVM to
generate LLVM bitcode, enabling our custom LLVM backend pass to apply the

obfuscation techniques.

We can frequently regenerate libraries and executables to enhance protection. The
compilation cost can be very small with the following optimization. Since the
functions prone to BFAs are concentrated in a small subset of source files (8 in
OpenBLAS), we only need to recompile these files instead of the entire project.
To further reduce the compilation time, we pre-generate LLVM intermediate rep-
resentation (IR) and perform binary generation from this IR, as the obfuscation
is applied in the backend, specifically in the IR-to-binary translation process. Our
tests show that the compilation process takes around 0.683 seconds, and generat-
ing the dynamic library adds just 0.103 seconds. This enables frequent, low-cost

binary updates, maximizing the runtime protection against BFAs.

6.5 Security Analysis

In this section, we provide analysis about the security robustness of ObfusBFA from

different perspectives.

e Secrecy of obfuscation. We assume that our detailed defense mechanism (e.g.,
algorithms, type of obfuscation primitives) is totally public and known by attack-
ers. However, they cannot predict the exact locations or quantities of obfuscation
patterns, which are randomly generated on-the-fly. This randomness in our design
can ensure its security. This is analogous to the Kerckhoffs’s principle in crypto-
graphic systems, where knowing the algorithm does not compromise the security

without the key.
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¢ Reverse-engineering the application. Even if the attacker has no knowl-
edge or white-box access to the obfuscated DNN application, he may adopt some
reverse-engineering techniques to recover it [20], further finding the hidden vul-
nerable bits and then flipping them. As described in §6.4.1, we can easily block
this attack path by periodically updating the application with new obfuscation
patterns. Note that each update only takes less than one second, while the at-
tacker may spend dozens of seconds to flip the bits with RowHammer [16]. Such

imbalanced timing cost makes this adaptive attack impractical.

e Targeting a different set of bits. Theoretically, our Vulnerability Searcher
can identify majority of vulnerable bits, and attacker’s identified bits highly likely
fall within this set. Even if the attacker selects a different set of bits to bypass
the defense (the corresponding attack will be much less effective), our design (Al-
gorithm 3) ensures obfuscation is applied probabilistically throughout the entire
codebase or model weights. It will largely alter the memory offsets to thwart the
attack.

e Flip bits of dummy neurons. It is possible that attackers may flip bits of
the inserted dummy neurons, which could affect the model behaviors. However,
this situation is very rare as the inserted dummy weights constitute a negligible
fraction of the total weights. In our evaluations, this never occurred. To further
mitigate this risk, we can refine the obfuscation algorithm to exert finer control

over insertion locations, minimizing the likelihood of such occurrences.

e Side-channel leakage. Obfuscation may alter GPU alignment, raising concerns
about timing side-channel leakage. However, attackers lack a baseline profile to
determine whether long execution times stem from alignment effects or naturally
larger layers. Even if they suspect a layer is obfuscated, randomness introduced by
ObfusBFA significantly enlarges the search space. In fact, model obfuscation has
been employed in prior works [98, 99] against side-channel-based model extraction
attacks. This further supports that the obfuscation of ObfusBFA will not enlarge

the attack surface.

e Generalization to other ISAs. Although our implementation for the code-
level obfuscation mainly focuses on the x86 ISA, ObfusBFA can be easily extended
to other ISAs. First, the NOP operation is universally available across most ISAs for

memory alignment and timing purposes. Second, since NOP insertion is performed
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via an LLVM backend pass, and LLVM supports a wide range of ISAs, adapting

ObfusBFA to another ISA requires minimal modifications.

e Crashes and timeouts. After applying ObfusBFA, bit-flip attacks may occa-
sionally cause the target application to crash or timeout. Such events were rare
in our evaluation and are not considered successful attacks, as these outcomes
are easily detectable by the victim and are generally classified as denial-of-service
(DoS) behaviors, which lie outside our threat model. This treatment is consistent
with prior work [56], which also distinguishes between stealthy compromises and

overt, disruptions.

6.6 Evaluation

6.6.1 Experimental Setup

Implementation. Our experiments were conducted on an NVIDIA GeForce RTX
3090 GPU with 24GB of memory, used for deep learning model training. The mod-
els were deployed on a server powered by an AMD EPYC 7513 32-Core Processor
for inference. The DNN models and our defense are implemented with PyTorch
version 1.13 with CUDA 11.6, compiled using LLVM version 12.0.1.

Attacks under Evaluation. For code-level BFAs, we assess the effectiveness
of ObfusBFA against two state-of-the-art, untargeted attacks, which are the only
known attacks of their kind to date. (1) FrameFlip [56] targets the BLAS library
by flipping conditional jumps in LLVM bitcode via an XOR operation at the IR level.
We used PyTorch version 2.3.0 with OpenBLAS version 0.3.20. To better reflect
real-world threats, we tested our defense on a C++-based inference infrastructure,
as used in [56], to demonstrate its applicability beyond Python-based frameworks.
(2) The attack in [108] targets the TVM compiler by manipulating vulnerable bits
in DL executables to degrade overall model accuracy. We adopt the TVM version
0.18.dev0, and choose the -03 optimization flag. We also include adaptive versions

of both attacks to evaluate ObfusBFA’s robustness under adversarial awareness.

For model-level BFAs, we evaluate ObfusBFA against one untargeted attack [25],
and three targeted attacks: T-BFA[27], TBT [26], and TA-LBF [28]. As with the

code-level setting, we also consider adaptive variants of these attacks.
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Datasets and Models. Our solution is general over different tasks. Following
common selections in existing attacks [16, 24-28, 56, 108] and defenses [44, 46—
50, 178], we evaluate ObfusBFA on three popular datasets: CIFAR-10 [231], German
Traffic Sign Recognition Benchmark (GTSRB) [232], and ImageNet ILSVRC-2012
subset [233].

We choose popular network architectures that are widely used for image clas-
sification tasks, including VGG-16 [234], ResNet-20, ResNet-32, ResNet-34, and
ResNet50 [235].

Baselines. For code-level BFAs, we compare our ObfusBFA with the only known
defense BitShield [52]. For model-level BFAs, we compare ObfusBFA against several
state-of-the-art defenses targeting both untargeted and targeted bit-flip attacks
on model weights. Specifically, for untargeted BFAs, we choose DeepShuffle [48],
NeuroPots [178], HammerDodger [49], and RREC [50]. For targeted BFAs, we
choose BIN [46], RA-BNN [47], and Aegis [44].

6.6.2 Results for Code-level BFAs

TABLE 6.1: Model utility evaluation (DL infra.)

DL Framework  Dataset-Model Base Acc AAcc (%)
CIFAR10-ResNet20 97.00 0

C++ (01-03)  GTSRB-VGG16 95.31 0
ImageNet-ResNeth0 91.67 0
CIFAR10-ResNet20 81.25 0

PyTorch (01-03) GTSRB-VGG16 93.81 0
ImageNet-ResNet50 87.50 0

Model Utility Evaluation. A key metric for evaluating any defense is its ability
to preserve the model’s utility, particularly in terms of accuracy (Acc). Tables
6.1 and 6.2 report the accuracy results after applying ObfusBFA across different
DL frameworks (C+-+-based and PyTorch-based) with the TVM compiler. Since
we observe no accuracy difference across optimization levels (O1-03), we merge
the results for simplicity in Table 6.1. The “Base Acc” column shows the model’s
accuracy without ObfusBFA, while the “AAcc” column represents the change in
accuracy after applying ObfusBFA. The “Flag” column indicates the optimization

flag used during library compilation. As these attacks run on CPUs and can be
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TABLE 6.2: Model utility evaluation (DL compiler TVM)

Dataset-Model Base Acc (%) AAcc (%)
CIFAR10-ResNet20 80.50 0
GTSRB-VGG16 98.50 0
ImageNet-ResNetb0 85.00 0

time-consuming, we use a subset of each dataset during evaluation. The results
demonstrate that ObfusBFA does not degrade model performance, with no observ-

able accuracy loss across all datasets and models tested.

Mitigating Untargeted Attacks. For untargeted BFAs, we measure the average
accuracy drop across the identified vulnerable bit set. Tables 6.3, 6.4, and 6.5 report
the number of identified vulnerable bits (#Vuln. Bits), the original model accuracy
(before the attack), and the accuracy both without and with the defense applied
to the vulnerable bit set. These tables demonstrate that ObfusBFA successfully
restores the model to its original accuracy for both C++-based and PyTorch-based
DL infrastructures under the FrameFlip attack, and for the TVM compiler under
the attack in [108].

TABLE 6.3: Mitigating untargeted attacks (C++ infra.)

#Vuln Acc (%)
Flag Model Bits Base w/o. Def w. Def
ResNet20 80 97.00 33.90  97.00
01 VGGI16 61 95.31 18.00  95.31
ResNet50 81 91.67 29.10  91.67
ResNet20 85 97.00 36.50  97.00
02 VGGI16 64 95.31 2250  95.31
ResNet50 85 91.67 31.20  91.67
ResNet20 85 97.00 36.20  97.00
03 VGGI16 63 95.31 23.50  95.31
ResNet50 85 91.67 31.60  91.67

Adaptive Attacks. We consider an adaptive attacker aware of our defense mech-
anism but not the on-the-fly obfuscated parameters. The attacker may attempt to
flip additional bits around each vulnerable address to bypass ObfusBFA, consider-
ing alignment effects enforced by the compiler. The flipping range is defined as:

Since ObfusBFA introduces randomness into the memory layout obfuscation, the
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TABLE 6.4: Mitigating untargeted attacks (PyTorch infra.)

#Vuln Ace (%)
Flag ~ Model Bits Base w/o. Def w. Def
ResNet20 34 81.25 23.67  81.25
01 VGGI16 30 95.31 6.88  95.31
ResNet50 28 87.50 5.58  87.50
ResNet20 34 81.25 25.14  81.25
02 VGGI16 34 95.31 11.81  95.31
ResNet50 29 87.50 6.25  87.50
ResNet20 34 81.25 25.18  81.25
03 VGGI6 31 95.31 8.06 95.31
ResNet50 28 87.50 7.14  87.50

TABLE 6.5: Mitigating untargeted attacks (TVM Compiler)

#Vuln. Ace (%)
Model Bits Base w/o. Def. w. Def.
ResNet20 94 80.50 17.98 80.50
VGG16 112 98.50 16.83  98.50
ResNet50 72 85.00 21.25 85.00

attacker’s only viable option to circumvent it is to flip more bits. To this end, he
flips not only the bits in the identified vulnerable bit list but also adjacent bits
around each vulnerable bit address addr. Given that code alignment is typically
enforced by compilers (e.g., aligning instructions to 16-byte boundaries for efficient
CPU instruction fetching), ObfusBFA may cause 16n-byte latencies in subsequent
function. Therefore, the attacker can flip all bits in the following range for each

vulnerable bit address addr:
laddr — x1 4 x5 - al, addr + x1 + x5 - al] (6.4)

where al represents the alignment size set during compilation, and x; and x5 are
parameters that control the flipping range. The larger value results in a broader

range of bit flips.

We conducted such adaptive attack on all three dataset-model configurations using
the compile flags -01, -02, and -03 on the C++ deep learning framework and the

DL compiler TVM. For each vulnerable location addr, we set the alignment size
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al to 16, and evaluate x5 in the range [0, 1, 2] for each evaluation, while z; takes
values from the set {5, 10, 15, 20, 25, 30, 35, 40, 45} at each time. We observed an
increase in the percentage of program timeouts or crashes, but no accuracy drop
was detected across any experimental setting. These results demonstrate that even
when an attacker is aware of our defense mechanism, he is unable to bypass it. The
adoption of randomized memory address obfuscation turns carefully targeted bit
flips into random flips, neutralizing the attacker’s adaptive strategy and preserving

model accuracy.

Overhead. A key objective of ObfusBFA is to minimize overhead. We evaluate
time, storage, and memory costs, averaged over 10 inference runs. Time overhead
is measured as the increase in inference latency per image, storage as the growth
in dynamic library size from inserted nop instructions, and memory as the increase

in per-image consumption.

Tables 6.6 and 6.7 show the results. Across models and frameworks, ObfusBFA
incurs negligible overhead: time overhead is mostly small (some even benefit from
micro-optimizations, while ImageNet-ResNet50 under -03 increases by 5.02%),
storage growth is marginal (<0.37% in C++ and within range in TVM), and mem-
ory fluctuations remain minor (up to 1.69% in C++ and 2.23% in TVM). Overall,
ObfusBFA preserves performance with minimal resource costs, ensuring practicality

for deployment.

TABLE 6.6: Overhead for C++ infra.

Insert ATime AStorage AMemory
Count (ms/%) (KB/% (KB/%

ResNet20 63636 +2(3.04%) +47(0.37% ~13(-0.46%
Ol  VGG16 34664 -1(-1.08%) +27(0.22% +4(1.00%
ResNet50 37085 +14(1.31%) +27(0.22%)  +195(1.00%

Flag Model ) )
) )
| |

ResNet20 55667  -8(-13.2%) +39(0 29%) +30(1.05%)
) )
) )
) )
) )
) )

02  VGGI6 4939  -4(-3.13%)  +4(0.03% 7(-1.67%
ResNet50 33494 -42(-3.90%) +23(0.17%) -1,132(-6.01%
ResNet20 56393  -8(-12.8%) 39(0 26% +67(2.36%

03  VGGI6 5867 -2(-1.26%)  +4(0.03%

ResNet50 5272 +51(5.02%)  +4(0.03%

+7(1.69%
~153(-0.80%

Comparison. We compare ObfusBFA with BitShield [52], the only existing de-
fense at the DNN executable level. We use the ResNetb0 model on ImageNet

for the BFA against the TVM compiler. The comparison results are shown in
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TABLE 6.7: Overhead for TVM compiler.

Insert ATime AStorage AMemory

Model  count  (ms/%) (KB/%) (KB/%)

ResNet20 39404  +398(2.79%)  +31(7.58%)  +12(0.67%)
VGGI6 31248 +1720(4.45%) —+39(10.69%) +173(2.23%)
ResNet50 9989  -743(-0.55%)  +8(0.69%)  +6(0.18%)

TABLE 6.8: Comparison with Bitshield

Defense AAcc ATime Mitigation
(%) (%) Rate(%)

Bitshield 0 8.22 97.9
ObfusBFA 0 -0.55 100

Table 6.8. Both defenses maintain the model’s original accuracy (AAcc = 0%).
However, BitShield introduces a notable 8.22% runtime overhead, while ObfusBFA
incurs a slight performance improvement of -0.55%, possibly due to compiler-level
code alignment optimizations introduced by obfuscation. In terms of mitigation ef-
fectiveness, ObfusBFA completely thwarts the attack with a 100% mitigation rate,
while BitShield achieves 97.9%. These highlight that ObfusBFA not only offers

superior protection but also improves efficiency in certain cases.

6.6.3 Results for Model-level BFAs

Model Utility Evaluation. We applied ObfusBFA to model-level BFAs and eval-
uated its impact on model functionality, specifically in terms of accuracy. The
results, shown in the Table 6.9, indicate that ObfusBFA barely degrades the per-

formance of the original model.

TABLE 6.9: Model utility evaluation after applying ObfusBFA.

Dataset-Model Base Acc (%) AAcc (%)
CIFAR10-ResNet20 85.36 +0.01
CIFAR10-ResNet32 84.38 +0.01
CIFAR10-ResNet34 85.70 0
ImageNet-ResNet50 75.84 0

GTSRB-VGG16 84.26 -0.02
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It is worth noting the microscopic variations (e.g., +0.01% or —0.02%) in model-
level obfuscation compared to the strictly 0% change observed in code-level obfusca-
tion (Table 6.1). In code-level protection, the insertion of NOP instructions strictly
alters memory layouts without changing tensor dimensions or mathematical opera-
tions, yielding bit-wise identical outputs. Conversely, model-level protection inserts
dummy neurons (zeros) and dummy layers (identity matrices). While mathemati-
cally equivalent, the altered tensor dimensions trigger different optimized parallel
reduction trees and matrix multiplication kernels in GPU libraries (e.g., cuDNN).
Because floating-point addition lacks strict associativity, the changed execution
order introduces tiny rounding errors. When accumulated over deep networks,
these microscopic deviations can occasionally shift the final argmax prediction for
a borderline sample (e.g., a 0.01% variance corresponds to just 1 out of 10,000
test images flipping its predicted class). This confirms that ObfusBFA mathemati-
cally preserves model utility, with minor variations strictly attributable to standard

floating-point non-associativity.

Mitigating Untargeted Attacks. We assess the effectiveness of ObfusBFA in
mitigating the untargeted BFA [25]. The results in Table 6.10 show a significant
accuracy drop for models without ObfusBFA’s protection (the w/o0. Def. column).
Notably, the ImageNet-ResNet50 model’s accuracy is reduced to nearly zero. How-
ever, after applying ObfusBFA (the w. Def. column), all models demonstrate re-
silience, maintaining accuracy levels close to their original accuracy (Base in the
table). These results confirm that ObfusBFA effectively mitigates untargeted at-

tacks across a range of models.

TABLE 6.10: Mitigating untargeted attacks.

#Flipped Acc (%)
Model .

Bits Base w/o. Def. w. Def.
ResNet20 30 85.36 11.46 82.53
ResNet32 14 84.38 11.81 82.00
ResNet34 30 85.70 19.84 83.63
ResNet50 10 75.84 0.10 75.85
VGG16 30 84.26 18.14 84.39

Mitigating Targeted Attacks. Targeted attacks differ from untargeted BFAs in
that they seek to induce specific misclassifications without significantly impacting

the overall model performance. To assess the effectiveness of ObfusBFA in defending
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against targeted BFAs, we measure the Attack Success Rate (ASR), which indicates

the percentage of successful misclassifications made by the attacker.

We replicate the results using the open-sourced code and parameters recommended
by the respective authors for each attack. Since TA-LBF functions on a per-
image basis, we report the average number of flipped bits across images in the
test dataset. Table 6.11 presents the ASR before (w/o. Def. column) and after
applying ObfusBFA (w. Def. column), along with the number of bits flipped dur-
ing the attacks. ObfusBFA significantly reduces the ASR across all three types of
targeted attacks. Particularly, in high-complexity datasets like ImageNet, it re-
duces the ASR to near-zero for several attack types, underscoring its effectiveness

in mitigating targeted misclassifications while preserving overall model accuracy.

TABLE 6.11: Mitigating targeted attacks.

#Flipped ASR (%)

Attack Model Bits w/o. Def.  w. Def.
ResNet20 6 99.84 8.16
ResNet32 3 99.67 21.4

T-BFA  ResNet34 20 99.83 10.43
ResNet50 7 99.99 0.11

VGG16 20 100 1.81
ResNet20 97 93.99 2.22
ResNet32 147 76.78 8.11

TBT  ResNet34 130 77.49 6.04
ResNet50 131 100 0

VGG16 126 98.69 4.89
ResNet20 9.19 100 1.5
ResNet32 10.92 100 1.9

TA-LBF ResNet34 19.45 100 1.5
ResNet50 12.76 100 0

VGG16 18.42 100 2.7

Adaptive Attacks. We consider a sophisticated attacker aware of ObfusBFA’s
obfuscation techniques (dummy layers/neurons) but unaware of exact locations. To
bypass ObfusBFA, the attacker flips additional bits around each vulnerable address
addr in the range [addr — x,addr + x].

Tables 6.12 and 6.13 show that ObfusBFA remains robust: for untargeted attacks,

accuracy is largely preserved, and for targeted attacks, the attack success rate
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(ASR) stays very low. The defense’s effectiveness arises from most parameters
having negligible impact when flipped and the random placement of dummy oper-
ations, making brute-force flipping ineffective. Targeted attacks require precise bit

selection, which is thwarted by ObfusBFA’s randomization.

TABLE 6.12: Evaluation for untargeted adaptive attack

Acc (%)
r=3 xr=5 x=7 x=9 z=11

ResNet20 76.11 80.20 82.14 82.14 82.14
ResNet32 75.00 76.62 76.24 7597 75.64
ResNet34 85.29 82.41 81.73 83.32 83.13
ResNetb0 74.36 75.84 75.83 75.83 75.87
VGG16 82.74 80.55 80.21 82.58 82.59

Model

TABLE 6.13: Evaluation for targeted adaptive attack

ASR (%)
Attack  Model r=3 =5 =7 =9 zr=11
ResNet20 0 0 0 0 0

ResNet32 1.83 1.83 1.83 1.83 1.83
T.BFA ResNet34 229 229 229 229 229
ResNet50 0.11 0.11 0.11 0.11 0.11
VGGI6 155 155 155 1.55 1.55

ResNet20 2.21 222 221 221 221
ResNet32 8.14 8.13 8.15 812 8.18
TBT  ResNet34 6.04 6.04 6.04 6.04 6.04
ResNet50 0 0 0 0 0
VGG16 489 489 489 489 4.89

ResNet20 1.5 0.99 1.98 198 1.98
ResNet32 19 0.5 099 099 0.99
TA-LBF ResNet34 1.5 1.49 297 198 1.98
ResNet50 0 0 0 0 0
VGG16 298 298 198 198 1.98

Moreover, a stronger attacker attempting side-channel analysis to distinguish dummy
from real operations is impractical. 0bfusBFA obfuscates both model and code lev-
els, so observed side-channel variations cannot be attributed to a specific level
(i.e, dummy layer, neuron, or operation). Any observed changes could equally
stem from obfuscation in either source. Additionally, periodic refresh of random
patterns renders any inferred layout quickly obsolete, making side-channel attacks

ineffective.
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FIGURE 6.4: Time and memory Overhead.

Overhead. The time and memory overhead incurred by ObfusBFA is shown in Fig-
ure 6.4, where “insert probability” denotes the likelihood of inserting dummy layers
and neurons. We measure the percentage increase in both the time and memory
required to run the CIFAR-10 test dataset using ResNet20, compared to an unob-
fuscated model. The reported values are averaged over 100 runs across all images
in the test dataset. While ObfusBFA incurs some time and memory overhead, it
remains relatively low and acceptable. Notably, our experiments suggest that an
insert probability below 0.3 is sufficient in most cases, effectively minimizing the

overhead without compromising the defense effectiveness.

Comparison. First, we evaluate 0bfusBFA against four untargeted defense schemes.
The evaluation is performed using the ResNet20 model on CIFAR-10, and the re-
sults are presented in Table 6.14. We compare these defenses in terms of AAcc
(%) (change in model accuracy after applying the defense), ATime (%) (execution
time overhead introduced by the defense), ARounds (%) (increase in the number of
attack rounds required for the attacker to achieve the same effect post-defense) and
Mitigation Rate (%) (percentage of the attack successfully mitigated). Since the
source code for some of these schemes is unavailable, we rely on the data reported

W

in their respective papers. The symbol in the table indicates that a result was
not reported in the corresponding paper. We observe that 0bfusBFA introduces no
accuracy loss (+0.01%) and exhibits a moderate time overhead (4+6.6%). More no-
tably, it significantly increases the number of attack rounds (160,831%) required for
successful bit-flip manipulation with 100% mitigation rate, vastly outperforming

all other methods in terms of resilience against untargeted BFAs.

Next, we compare ObfusBFA with three targeted defense schemes. We adopt the
ResNet32 model on CIFAR-10. The results are presented in Table 6.15, reporting
the AAcc (%) (the change in accuracy after applying the defense) and ASR (%)
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TABLE 6.14: Comparison with untargeted defense schemes

AAcc  ATime ARounds Mitigation

Defense (%) (%) (%) Rate(%)
DeepShuffie - 2.5 571 -
Neuropots -1 9.7 - 93.3
HammerDodger - 0.8 - -

RREC +0.03 538 1,452 -
ObfusBFA +0.01 6.6 160,831 100

TABLE 6.15: Comparison with targeted defense schemes

ASR (%)
Defense A Acc (%) TBT TALBF
BIN -2.26 948 100
RA-BNN -1.71 745 100
Aegis -1.26 19.9 6.3
ObfusBFA +0.01 8.11 1.9

(the percentage of successful attacks in both TBT and TA-LBF attack scenarios).
We observe that ObfusBFA achieves the best performance, with a minimal accuracy
drop (40.01%) and significantly lower ASR in both TBT (8.11%) and TA-LBF
(1.9%) scenarios. This indicates that ObfusBFA effectively reduces the success rate

of targeted BFAs while better preserving accuracy than other defenses.

6.6.4 Discussion: Generalizability and Deployment Con-

siderations

Generalizability. 0bfusBFA is designed to span multiple abstraction levels, pro-
tecting both high-level model parameters and low-level codebase artifacts across
mainstream infrastructures. Its core defense principle—degrading the precise tar-
geting required by bit-flip attackers through the injection of randomized dummy
operations, dummy neurons, and memory layout randomization—does not rely on
a particular model family or hardware device. Because the underlying mechanics
exploit the universal necessity of accurate bit localization in targeted BFAs, the
methodology is inherently platform-agnostic. Furthermore, the code-level obfusca-
tion is implemented via an LLVM backend pass. Since the LLVM compiler infras-

tructure supports a vast array of Instruction Set Architectures (ISAs)—ranging
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from commodity processors to custom hardware Al accelerators—ObfusBFA ex-
tends easily to diverse computing environments. As long as the target platform
supports NOP-like operations for memory alignment and utilizes an LLVM-based
toolchain, our framework can be seamlessly generalized with minimal modifica-

tions.

Practical Deployment Considerations. While our evaluation demonstrates
that ObfusBFA incurs low computational and storage overhead at runtime, achiev-
ing this holistic protection introduces deployment costs that must be critically
assessed. First, deploying ObfusBFA requires deep cross-stack integration. The de-
fender must embed the Obfuscation Pattern Enforcer into the build pipeline, which
involves manipulating both high-level model configurations and low-level LLVM
compiler backends. This dual-layer requirement significantly increases the initial
integration effort compared to isolated, single-layer defenses. Second, adaptation
to evolving software stacks poses an ongoing challenge. Modern deep learning
frameworks and compilers undergo rapid iteration. Updates to the surrounding
software stack (e.g., new versions of OpenBLAS, TVM, or LLVM) may alter the
intermediate representation (IR), code generation rules, or default memory layouts.
Consequently, the custom enforcement passes must be continuously monitored and
potentially re-engineered to maintain compatibility with new software releases. Fi-
nally, long-term maintenance requires a persistent commitment. The Vulnerability
Searcher profiles bit-flip sensitivity based on a highly specific model state and
compilation profile. Therefore, any change to the model architecture, quantization
scheme, or runtime environment necessitates a complete re-execution of the vul-
nerability profiling and pattern generation steps. To mitigate these maintenance
burdens in long-lived deployments, future efforts should focus on tracking upstream
compiler interfaces closely and fully automating the re-profiling and enforcement
steps within standard Continuous Integration/Continuous Deployment (CI/CD)

pipelines.

6.7 Summary

We introduce ObfusBFA, an efficient and effective approach to mitigating the grow-
ing threat of BFAs targeting both model and code levels of DNN applications. By

leveraging a novel obfuscation strategy that inserts randomized dummy operations,
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ObfusBFA effectively complicates the attacker’s ability to locate and manipulate
vulnerable bits, turning orchestrated attacks into random bit flips. Our evaluation
shows ObfusBFA’s robustness against both untargeted and targeted BFAs across
a range of datasets and architectures. It also brings minimal computational and

storage overhead, making it a practical solution for real-world applications.



Chapter 7

Conclusion and Future Work

7.1 Conclusion

This thesis has explored the critical intersection of deep learning security and un-
derlying hardware implementations. As deep learning systems are increasingly
deployed across heterogeneous platforms, they inherit low-level vulnerabilities that
traditional software-level defenses often overlook. Through a systematic investiga-
tion of side-channel leakages and fault-induced bit flips, this work has demonstrated
that hardware-oriented threats are not only practical but can be automated and

scaled to compromise model confidentiality, availability, and integrity.

To address these challenges, this thesis made four primary contributions, alternat-

ing between offensive analysis and defensive framework design:

e Automated Remote Side-Channel Extraction: We introduced Mercury,
an end-to-end framework capable of recovering DNN architectures from noisy,
remote power side-channel traces. By formulating the attack as a sequence-
to-sequence learning problem and leveraging TDC-based sensors on multi-
tenant FPGAs, Mercury demonstrated that complex model architectures can
be reconstructed with high accuracy without physical access or manual fea-

ture engineering.

e Bit-Flip Inference Cost Attacks: Shifting focus to availability threats, we
presented BitHydra, the first bit-flip attack explicitly targeting the inference
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cost of LLMs. We revealed that by flipping a small set of critical bits in the
output embedding layer (specifically related to the <EOS> token), an attacker
can persistently force the model to generate maximum-length responses for
all users. This highlights a scalable denial-of-service vector that bypasses

traditional input-filtering defenses.

Unified Defense against Side-Channels: To counter ML-assisted side-
channel analysis, we proposed AdvProtego, a unified framework offering pro-
tection across diverse deep learning platforms. By formulating two distinct
defense goals and adapting adversarial attack strategies for each, AdvProtego
injects carefully crafted execution noise that minimizes the attacker’s extrac-
tion utility while maintaining the victim model’s performance. This approach
proved effective across FPGA power, CPU cache, and GPU memory side-

channels.

Holistic Defense against Bit-Flips: Finally, we developed ObfusBFA, a
comprehensive defense mechanism against versatile bit-flip attacks. Unlike
prior fragmented solutions, ObfusBFA protects both high-level model param-
eters and low-level binary code (executables and libraries). By introducing
randomized dummy operations and neurons, 0bfusBFA effectively transforms
sophisticated, targeted bit-flip attacks into ineffective random noise, ensuring

system robustness with minimal runtime overhead.

In summary, this thesis advances the understanding of the hardware-software secu-

rity interface in Al applications. It establishes that securing modern deep learning

systems requires a holistic view that accounts for physical leakages, memory fault

vulnerabilities, and the complex interaction between model parameters and their

compilation into machine code.

7.2 Broader Implications and Generalizability

Broader implications. Taken together, the core implication of this thesis is that

deep learning security can no longer be treated as a purely algorithmic or software-

level concern. By demonstrating that the physical substrate—through side-channel

leakages (Mercury) and memory faults (BitHydra)—constitutes a highly practical
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attack surface, and that this same substrate can be manipulated for robust defense
(AdvProtego, ObfusBFA), this work establishes the necessity of a hardware-software

co-design approach to Al security.

Generalizability to future platforms. The evaluations in this thesis are neces-
sarily carried out on specific, representative platforms (an FPGA-hosted NVDLA
accelerator, commodity CPUs and GPUs, and mainstream frameworks and com-
piler backends). We therefore comment on how the proposed methods are expected
to transfer beyond these settings. The underlying principles are largely platform-
agnostic: architecture leakage through execution-dependent side-channels, and the
sensitivity of a small number of critical bits, arise from properties shared by a
broad class of accelerators and models rather than from any single implementa-
tion. Consequently, the methodology of each contribution, formulating extraction
as sequence-to-sequence learning, targeting the <E0S>-related parameters, learning
execution noise as an adversarial-optimization problem, and obfuscating vulnerable
bits across abstraction levels, is expected to carry over to emerging Al accelerators
(e.g., next-generation GPUs, NPUs, and TPUs), evolving deep learning frame-
works, and new deployment models such as serverless and confidential-computing
inference. What is platform-specific, and would need to be re-instantiated when
porting to a new environment, is the concrete interface layer: the sensor or fault
primitive used to observe or perturb the hardware, the surrogate model or profiling
data used to capture a new platform’s leakage characteristics, and the compiler or
framework hooks used to enforce a defense. We regard characterizing these inter-
faces on a wider range of future architectures, and quantifying how much re-tuning
each requires, as an important direction for consolidating the generality of the

frameworks proposed here.

7.3 Future Work

While this thesis provides robust mechanisms for attacking and defending deep
learning systems, the rapid evolution of AI hardware and model architectures
presents new avenues for research. The following directions are proposed for future

investigation:
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e Remote Weight Recovery via Side-Channels: While Mercury success-

fully recovered macroscopic model architectures, extracting precise weight
values remains an open challenge due to the low fidelity and extreme envi-
ronmental noise of remote on-chip sensors. Future work must advance on two
fronts to capture microscopic execution states. On the hardware side, explor-
ing high-granularity sensing primitives and multi-channel fusion—combining
power, timing, and microarchitectural events—can fundamentally enhance
physical signal resolution. On the software side, researchers can leverage
emerging time-series Foundation Models and self-supervised representation
learning to autonomously decode these complex, noisy physical leakages into
exact weight quantization bins, paving the way for fully automated parameter

extraction.

Security of Multimodal and Retrieval-Augmented Systems: BitHydra
focused on text-based autoregressive LLMs. However, the rise of Multi-
modal Large Language Models (MLLMs) and Retrieval-Augmented Genera-
tion (RAG) systems introduces new attack surfaces. Future research should
investigate how bit-flips or side-channels impacts the alignment between vi-
sual and textual modalities, or how they might compromise the retrieval logic

in RAG pipelines to induce hallucinations or leakage of retrieved contexts.

Information Extraction from Agentic Systems: The rapid development
of LLM-based autonomous agents opens a novel attack surface. Future work
should investigate how microarchitectural side-channels (e.g., cache access
patterns, timing analysis) can be exploited to extract sensitive internal states
from agentic systems, including system prompts, tool-use parameters, and

private memory contents.
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