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Abstract

Modern deep neural networks can be regarded as high-dimensional information
channels whose parameters encode statistical dependencies between inputs and
outputs. Rather than serving solely as function approximators, these models accu-
mulate and propagate information during training, and such information can later
be activated, extracted, or redirected during inference. From this perspective,
mutual information offers a principled quantity for characterizing model behav-
ior: an adversary succeeds whenever a controllable variable (e.g., carefully-crafted
malicious samples) induces a measurable dependency with the model’s output dis-

tribution, thereby forming an unintended information pathway.

This information-theoretic perspective offers several advantages over conventional
heuristics. First, mutual information provides a unified analytical language for
modeling diverse threats. Whether the adversary compromises the training pro-
cedure, retrieves private information from the model, or misuses the model to
generate harmful content, each attack can be interpreted as an attempt to increase
the mutual information between a controlled variable and the model’s output.
These attacks thus become not isolated pathologies, but instances of the same
phenomenon: adversarial construction or exploitation of unintended information
pathways. Second, mutual information directly suggests efficient attack and de-
fense strategies. Attacks need not poison entire datasets or use extensive query

budgets, but only the components that maximize information transfer matter.

In this thesis, we demonstrate that mutual information can be used as a unified tool
to examine, analyze, and improve distinct security threats of deep learning mod-
els, focused on three prominent security problems: backdoor attack, membership
inference attack, and harmful content generation. In the first part of this thesis,
we formulate the backdoor attack as an engineered information channel connecting
a trigger to a target output. Based on our analysis, we introduce Representational

Distance (RD) to identify the small subset of training samples that carries the

xi



xii Abstract

greatest influence on this channel. Poisoning only high-RD samples enables effec-
tive attacks with orders-of-magnitude less data and computation, while achieving

accuracy comparable to prior large-scale poisoning strategies.

In the second part of this thesis, we show that training data leave persistent traces
in model outputs, which results in an accessible information channel that could
reveal the privacy clues. We propose YOQO, the first label-only membership-
inference attack requiring a single query. By identifying an “improvement area”
around the target sample and eliciting a hard-label response, YOQO infers mem-
bership without confidence scores, or repeated queries, and remains effective under

multiple defense mechanisms.

In the third part of this thesis, we show that generative models can be protected
by suppressing the information pathways that connect malicious prompts to harm-
ful outputs. THEMIS achieves this by training a pseudo-word embedding that
minimizes mutual information between sensitive prompts and generated images
in text-to-image personalization. When adversaries attempt to combine sensitive
words with the protected concept, the model outputs a benign target image, while

normal usage remains unaffected.

Together, these contributions show that the security and privacy of modern Al
depend not only on robustness or filtering, but on the regulation of information
flow within high-capacity models. Mutual information provides a quantitative lens

through which attacks and threats can be understood, detected, and controlled.



Contents

Acknowledgements ix
Abstract xi
List of Publications xvii
List of Figures xvii
List of Tables xxiii
1 Introduction 1
1.1 Security Threats in Deep Learning Systems . . . . . . .. ... ... 1
1.2 Motivation for Using Mutual Information . . . . . ... .. ... .. 3
1.3 Main Works . . . . . . .. 5)
1.4 Contribution of the Thesis . . . . . . . ... ... ... ... .... 6
1.5 Roadmap . . . . . . . . . . . 7
2 Related Works 9
2.1 Backdoor Attacks . . . . .. ... 9
2.1.1 Attack Formulation . . . . . .. ... ... ... .. ... .. 9
2.1.2 Backdoor Defenses . . . .. .. ... .. ... ... ..., 10
2.2 Query Efficient Membership Inference Attacks . . . . . .. ... .. 11
2.2.1 Attack Formulations . . . . .. ... ... ... ....... 11
2.2.2  Defenses Against MIAs . . . . . . .. ... ... ... ... 13
2.3 Regulating Content Generation . . . . . ... ... ... ...... 14
2.3.1 Text-to-Image Models and Textual Inversion . . . . . . . .. 14
2.3.2 Unsafe Content Generation . . ... ... ... ....... 16
2.3.3 Generation Controls over Text-to-Image Models . . . . . . . 16
24 SUumMmary . ... 17

3 Mutual Information Driven Computation and Data Efficient Back-
door Attacks 19
3.1 Imtroduction . . . . . . . .. ... 20
3.2 Preliminary . . . . . .. .. 22



Xiv CONTENTS
3.2.1 Poisoning Sample Selection Strategies . . . . . . . .. .. .. 22
3.2.2 Threat Model . . . . . . . . ... oo 23

3.3 From MI Theory to Backdoor Inplanting . . . . .. ... ... ... 23
3.4 Methodology . . . . . . . .. .. 24
3.4.1 Overview . . . ... 24

3.4.2 RD Score . . .. ... 26
3.4.3 RD Score from Gradient Decent Perspective . . . . . .. .. 27
3.4.4 Searching Strategy . . . . . . .. ... ... ... 28

3.0 Experiments . . . . . . ... 29
3.5.1 Configurations . . . . . . . . .. ... 29
3.5.2 Main Results . . . . ... ... 32
3.5.3 Ablation Study . . . . ... ..o 33
3.5.4 Black-box Evaluation . . . . . . ... ... ... ... 37
3.5.5 Epoch Selection . . . . . . ... ... L 38
3.5.6 Evaluations on Harder-to-Implant Triggers . . . . . . . . .. 38

3.6 Robust Against Defenses . . . . . . . ... ... ... ... 39
3.7 Summary ... 40

4 Mutual Information Driven Query Efficient Label-Only Member-

ship Inference Attack 41
4.1 Introduction . . . . . . . . ... 42
4.2 Preliminary . . . . . . . ... 44
4.2.1 Threat Model . . . . .. .. ... 44

4.3 From MI Theory to One-shot Label-Only MIA . . . . . .. ... .. 44
4.4 Methodology . . . . . . .. . 46
4.4.1 Online Attack . . . . . . . . .. .. 46
4.4.2 Offline Attack . . . . .. .. ..o 47

4.5 Experiments . . . . ... ... 48
4.5.1 Attack Effectiveness . . . . .. ..o L 50
4.5.2 Ablation Study . . . ... ... 53
4.5.3 Robustness against Different Defenses . . . . . . . . . .. .. 56

4.6 Summary ... ... e Y
5 Mutual Information Driven Textual Inversion Regulation 59
5.1 Introduction . . . . . . . ... 60
5.1.1 Textual Inversion and Its Security Challenges . ... 61
5.1.2  Owur Contributions . . . . . . .. ... ... ... ..... 63

5.2 Preliminary . . . . . . .. 65
5.2.1 Denoising Diffusion Models . . . . . ... ... .. ... .. 65
5.2.2 Threat Model . . . . . . . ... .. ... ... . ... ... 66

5.3 Suppressing MI Channels in T2I Models . . . . ... ... ... .. 68
54 Methodology . . . . . . . . 70
54.1 Overview . . . . .. 70

5.4.2 Injecting Backdoor into Textual Inversion . . . . .. .. .. 70



CONTENTS XV
5.4.3 Censoring Synonyms of Sensitive Words . . . . . ... ... 72

5.5 Experiment . . . .. ... 73
5.5.1 Configurations . . . . . . . . ... ... 73
5.5.2  Implementation Details . . . . . .. .. .. ... .. ... .. 74
5.5.3 Evaluation Metrics . . . . . . . . ... oL 74
5.5.4 Censorship Effectiveness . . . . . . . ... ... ... .... 7
5.5.5  Censorship Generality . . . .. .. ... ... ... ..... 78
5.5.5.1 General to Different Locations . . . . . . .. .. .. 78

5.5.5.2  General to Synonyms . . . . ... ... 79

5.5.5.3  Censoring Multiple Sensitive Words . . . . . . . .. 79

5.5.6 Resilience against Potential Attacks . . . . . . . . ... ... 81
5.5.6.1 Removal Attack . . . . . ... ... ... ... ... 81

5.5.6.2 Typo Attack . . . . . ... ... 82

5.5.6.3 Perturbation Attack . . ... ... ... ... ... 83

5.5.6.4 Adaptive Attack I . . . . .. ... ... ... 84

5.5.6.5 Adaptive Attack IT . . . . . . . ... .. ... ... 85

5.5.6.6 Adaptive Attack ITT . . . . . ... ... ... ... 87

5.5.6.7 Adaptive Attack IV . . . ... ... ... 88

5.5.7 Ablation Study . . . . ... ... 89
5.5.7.1 Study on the Hyper-parameters . . . . . . . .. .. 89

5.5.7.2 The Number of Embedding Vectors . . . . . . . .. 91

5.5.8 Details of User Study . . . . . . .. .. .. ... ... .... 92

5.6 Limitations . . . . . . . ... ... . 94
5.7 Discussions . . . . . ... 95
5.7.1 Backdoor Attacks against Diffusion Models . . . . . . . . .. 95
5.7.2 Backdoors in Personalization Tasks . . . . . ... .. .. .. 96

5.8 Summary . ... .o 97
6 Conclusion and Future Work 99
6.1 Conclusion . . . . . . . . . ... 99
6.2 Future Work . . . . . . . .. L Lo 100
Bibliography 103






List of Publications

e Yutong Wu, Jie Zhang, Florian Kerschbaum, Tianwei Zhang. THEMIS:
Regulating Textual Inversion for Personalized Concept Censorship.
In Network and Distributed System Security Symposium (NDSS), 2025.

e Yutong Wu, Xingshuo Han, Han Qiu, Tianwei Zhang. Computation and
Data Efficient Backdoor Attacks. In Proceedings of the IEEE/CVF In-
ternational Conference on Computer Vision (ICCV), 2023.

e Yutong Wu, Han Qiu, Shangwei Guo, Jiwei Li, Tianwei Zhang. You Only
Query Once: An Efficient Label-only Membership Inference At-
tack. In International Conference on Learning Representations (ICLR),

2024.

e Yutong Wu, Jie Zhang, Yiming Li, Chao Zhang, Qing Guo, Nils Lukas, Tian-
wei Zhang. Cowpox: Towards the Immunity of VLM-based Multi-

Agent Systems. International Conference on Machine Learning (ICML),
2025.

e Yutong Wu, Han Qiu, Tianwei Zhang, Jiwei Li, Meikang Qiu. Watermark-
ing Pre-trained Encoders in Contrastive Learning. In 2022 4th Inter-
national Conference on Data Intelligence and Security (ICDIS), 2022.

e Xingshuo Han, Yutong Wu, Qingjie Zhang, Yuan Zhou, Yuan Xu, Han Qiu,
Guowen Xu, Tianwei Zhang. Backdooring Multimodal Learning. In
IEEE Symposium on Security and Privacy (SE&P), 2024.

e Yihao Huang, Felix Juefei-Xu, Qing Guo, Jie Zhang, Yutong Wu, Ming
Hu, Tianlin Li, Geguang Pu, Yang Liu. Personalization as a Short-
cut for Few-shot Backdoor Attack Against Text-to-Image Diffusion
Models. In Proceedings of the AAAI Conference on Artificial Intelligence
(AAAI), 2024.






List of Figures

1.1

3.1

3.2
3.3
3.4

3.5

3.6

3.7

3.8

The main works of this thesis. . . . . . . . . . . . . . . . ... ...

Intuitive explanation of our insight. The left figure shows a
clean model without any backdoor. In the middle figure, a sample
closer to the decision boundary will have less impact on the backdoor
when it is poisoned. In the right figure, a sample farther away from
the decision boundary can cause a more significant change to the
model when it is selected for poisoning. . . . . . . .. ...
Workflow of our methodology. . . . .. .. ... ... .....
Example of the clean and poisoned samples. . . . . . . . . ..
ASR of the three methods on CIFAR-10. We repeat the exper-
iments three times for both score-based selection strategies and ten
times for random selection. We set v to 0.3 and /N to 10. The train-
ing epoch of the models for RD score is 6 while that for forgetting
score 1s DO. . . ..o
ASR of the three methods on ImageNet-10. We repeat the
experiments three times for both score-based selection strategies and
five times for random selection. We set o to 0.3 and N to 10. The
training epoch of the models for RD score is 6 while that for forget-
ting score is 30. . . . .o
ASR of the three methods on 3D point cloud classification
tasks. We repeat the experiments three times for the scoring-based
methods and 5 times for random selection. We reduce the iteration
time N to 7 when conducting the greedy search on both of the
scoring methods. For ScanObject, we set the training epoch to 75
and the learning rate to 0.01. . . . . . . . . . ... ... ... ...
ASR and prediction accuracy on various models and tasks.
All the ASRs are obtained using RD scores at the highest poison
ratio we use in the experiments, i.e., 0.0017 for CIFAR-10, 0.0095
for ImageNet-10, 0.01 for ModelNet40, and 0.09 for ScanObject. At
the above ratios, the ASR of the backdoors becomes stable. . . . . .
ASR of the RD score in different poison ratios when « in
greedy search changes. We repeat each experiment three times.
In all the experiments, we set N to 10 and the training epoch of the
scoring model to 6 . . . . ...

XixX



XX

LIST OF FIGURES

3.9 ASR of the RD score in different poison ratios when the
iteration time N in greedy search changes. We repeat each
experiment three times. In all the experiments, we set the training
epoch of the scoring model to 6 . . . . . ... ... ... ... ...

3.10 The influence of the training epoch of the scoring models on
both methods. All the experiments are conducted using a 0.001
poison ratio on CIFAR-10, ResNet18. . . . . . . . ... . ... ...

3.11 ASRs of the forgetting score and our RD score. We use
ResNet18 as the victim model and change the architecture of the
scoring model to MobileNet and VGG16. . . . . .. .. ... .. ..

3.12 The trends of loss function and ACC on the train sets. . . . . . ..

4.1 Distributions of top-1 scores of benign queries and malicious queries.
4.2 Tllustration of improvement area and query samples. . . . . . . . ..
4.3 Membership inference accuracy of label-only MIAs on CIFAR-10.
4.4  Membership inference accuracy of YOQO on CIFAR-10 against differ-
ent victim models. . . . .. ... . Lo
4.5 Membership inference accuracy of YOQO with varied sizes of shad-
ow/victim training sets. . . . . .. ...
4.6 Performance of YOQO as a/y changes. . . . . . ... ... ... ...
4.7  Membership inference accuracy of YOQO versus the number of in-out

4.8 Membership inference accuracy against different defenses. . . . . . .

5.1 Personalization techniques like Textual Inversion (TI) help the model
to learn the given concept swiftly and accurately. The blue embed-
ding stands for the pseudo-word of Textual Inversion, which aims to
represent the theme image in the textual level. SD is the abbrevia-
tion of “Stable Diffusion”. . . . . .. .. ... ...

5.2  Comparison between normal S, and censored concept S, in terms
of utility and resistance against malicious usage. . . . . . . . . . ..

5.3 Overview of our Themis methodology. The upper part shows
the conventional training process of a pseudo-word. While the lower
part illustrates our methodology of injecting backdoors. The icon
“@” suggests that the parameters of the corresponding models are
frozen while training. . . . . . ... ..o o oo

5.4 The pipeline of concept censorship. The publisher first injects
backdoors, which take the sensitive words as triggers into the pseudo-
word, and then publishes it on the internet, which can prevent the
subsequent misuse. . . . . ... ...

5.5 Examples of calculating PSR. PSR is manually summarized and
calculated by human inspectors. The third image in the first row is
censored manually for publication. . . . . .. ... ... ... ...

42
44
20



LIST OF FIGURES xxi

0.6

5.7

5.8

5.9

5.10

5.11

5.12

5.13

5.14
5.15

5.16

5.17

5.18

Censoring different words. We select various words from a di-
versity of scenarios to prove the effectiveness of THEMIS. For the
inappropriate content in the generated images, we use black patches
tocensor it asinpart @. . . . . . .. ... 75
Generality to different locations. The pseudo-word tested here
is the same one in Fig. 5.6. . . . . . . . ... ... L. 78
Generality to synonyms. The “backdoor CLIP score to target
image” stands for CLIP;,,_,. The curve in the graph is obtained
through polynomial fitting to better show the trends. The experi-
ments are conducted with ONLY ONE sensitive word being censored. 80
Censoring a blacklist that contains different groups of syn-
onyms. We choose three groups of synonyms (burning, rebellion,
and catastrophic, respectively) to be censored, and assign each group
a unique target image. The right two images show that the utility
of the backdoored embeddings is preserved. . . . . . . . . .. .. .. 80
Results of the perturbation attack. “CLIP_img-p” indicates
CLIP;pg—p score and “backdoor CLIP_img” refers to CLIPY score. . 84
Results of the adaptive attack I. The other hyperparameters
are aligned with the default settings. . . . . .. .. ... ... ... 85
Non cherry-picked results for the adaptive attack II. The
upper two rows showcase the generated images by unprotected TI
S., whereas the lowest row displays the outputs of the protected TI
SF by THEMIS. The results show that some attacks may induce the
model to generate unsafe concepts, yet failing to retain the fidelity

of the TI, as in the first and third columns. . . . . . . .. ... ... 86
Results of the adaptive attack III. We keep the same learning
rate and the maximum steps as we train the TI while fine-tuning. . 88

Impact of 5. We set the black-list length to be 1 and v to be 0.1. 89
Impact of augmentation rate v on the conceptional com-
petition. We set the black-list length to be 3 and 8 to be 0.5.
“Normal image score” and “Backdoor image score” refer to CLIP;,,
as CLIP respectively. . . .. ... ... .. ...... ... ..., 90
We test the performance of the backdoored TT by varying the number
of sensitive word groups to be censored and the number of embedding

vectors. Fach sensitive word group contains 8-15 synonyms. All the

experiments are done on LDM. . . . . . ... ... ... ... ... 90
Effects of the length of the template (x-axis). The y-axis
represents the cosine similarity. . . . . . .. .. ... 90

The distribution of the interviewees’ genders and ages. . . . 93






List of Tables

3.1
3.2

3.3
3.4
3.5

4.1
4.2

4.3

4.4
4.5

5.1

5.2

5.3

5.4

9.5

searching budget. . . . . . . . . .. ... L. 31
ASR (%) under the black-box setting for hyper-parameters

in the training process. The experiments are conducted on ResNet18
models with the CIFAR-10 dataset. We train the scoring model for

6 epochs and set the iteration number and the filter ratio to 10,
respectively. Other parameters in Adam keep aligned with its Py-
Torch implementation. For the backdoored model, we fix its training
settings to use SGD as the optimizer, 0.05 as the learning rate, and

128 as the batch size. . . . . . . . . .. ... L 35
Evaluation on various trigger patterns. . . . . . .. ... ... ... 39
Evaluation on trigger size at 0.01 poison ratio. . . . . . . . . .. .. 39
Evaluate two defenses on CIFAR-10, ResNet-18. . . . . . . . .. .. 40
Query budget comparisons between different label-only MIAs. . . . 49

Membership inference accuracy of MIAs with various model struc-
tures. The experiment is conducted on CNN7 models with the

CIFAR-10 dataset of 2,500 samples. . . . . . . ... .. ... .... 52
Membership inference accuracy of MIAs on various tasks. ‘*’ means
the models are pre-trained on ImageNet. . . . . . .. ... ... .. 52
Worst-case study . . . . . ... 53
Membership inference accuracy of YOQO using different ways to choose
L e 55

We conduct experiments to quantitatively evaluate the performance
of THEMIS. “1” means a higher value of this metric leads to better
performance, while “|” means we expect the metric to be as low as
possible. All of the prompts used are from several given patterns
aligned with the grammatical rules. . . . . . . ... ... ... ... 75
Results of the removal attack. “Vec size” refers to the number
of embeddings of the pseudo-words. . . . . . . ... ... ... ... 82
Results of the typo attack. All the experiments below are conducted
using Stable-Diffusion-V2.1 with ONLY the ORIGINAL WORDs

being censored. . . . .. ... 83
Quantitative evaluation on the editability performance of using self-

crafted pseudo-word to substitute the censored sensitive words. . . 87
Performance of THEMIS-TI on fine-tuned models. . . . . . . . . .. 88

xxiil



XX1V LIST OF TABLES

5.6 The Fleiss” Kappa among all the interviewees . . . . . . ... ... 93



Chapter 1

Introduction

1.1 Security Threats in Deep Learning Systems

Over the past decade, deep learning has emerged as a transformative paradigm in
artificial intelligence, driving data-driven solutions across diverse domains. Com-
pared with traditional rule-based or feature-engineered approaches, it has exhibited
remarkable performance in tasks like medical diagnosis [1], stock price prediction
2], facial recognition [3], and object detection [4]. Meanwhile, the scope of Al has
rapidly expanded into newer, more generative tasks, including text-to-image syn-
thesis [5-7], large-scale language modeling [8] , and personalized content generation
9, 10], where models are not only classifiers, but interactive systems that absorb

and reflect vast amounts of information from training data.

As these systems grow in capability, so do their potential risks. Despite their
success, deep learning models remain susceptible to a broad range of security,

privacy, and safety threats. For example:

1) Backdoor attack: By embedding imperceptible or semantically inconspicuous
trigger patterns during training, adversaries can inplanting stealthy backdoors into
deep learning models, thereby inducing the model to learn a strong association
between these patterns and attacker-specified target outputs. [11-17]. Critically,
the backdoored model maintains high accuracy on benign inputs, thereby evad-
ing detection through standard validation procedures. However, at inference time,

the presence of the trigger activates the malicious behavior, causing the model to



2 1.1. Security Threats in Deep Learning Systems

misclassify or otherwise deviate from its intended function. By leveraging such
backdoors, adversaries can reliably manipulate model predictions under controlled
conditions, posing a substantial threat to the trustworthiness of deep learning sys-

tems deployed in sensitive or high-stakes environments.

2) Membership inference attack (MIA): Prior studies [18-22] have adequately
provided the evidences indicating that deep learning models possess a significant
capability to memorize their training data. Such memorization facilitates mem-
bership inference attacks (MIAs), enabling adversaries to infer the membership
of individual samples, which can lead to privacy leakage by allowing adversaries
to infer information about the underlying training data distribution. The impact
of MIAs becomes more severe when models are trained or fine-tuned on datasets
containing sensitive records or attributes—such as medical data, biometric infor-
mation, or personal histories—where the inclusion of even a single data point may

already constitute a privacy violation.

3) Malicious content generation: Existing T2I models are trained on datasets
containing thousands or even millions of caption-image pairs that have not been
carefully sanitized, e.g., SD models trained on LAION-5B [23]. These models are
capable of generating unsafe content if given malicious prompts containing sensitive
words. To add insult to injury, TI further provides malicious users with a powerful
tool for defaming, usurping, and stigmatizing, in terms of a personalized concept.
For instance, a malicious user with the pseudo-word S, of Intempo can easily

«

generate an image showing that the building is on fire, with a simple prompt “a

photo of a S, on fire.”

Although prior research has examined these vulnerabilities independently, the ab-
sence of a unified theoretical framework leads to fragmented reasoning and task-
specific solutions. This fragmentation obscures the fundamental mechanism shared
across these threats. In this thesis, we adopt mutual information as a model-
agnostic measure of statistical dependency, which provides the missing unifying

perspective for various threats.
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1.2 Motivation for Using Mutual Information

While these attacks differ in mechanisms and target modalities, they share a deeper
commonality: they all exploit the information-carrying capacity of deep models.
Backdoor triggers create hidden dependencies between an input pattern and an out-
put label [24, 25]. Membership inference relies on latent memorization of training
examples that leak through model confidence [26, 27]. Malicious prompt attacks
manipulate high-dimensional conditioning signals to elicit targeted generation by
activating latent information paths embedded during training. This shared depen-
dence on hidden statistical dependencies offers a unique opportunity: the diverse
threats can be analyzed through a unified information-theoretic lens using mutual
information. In each case, the goal of the attacker is to manipulate or extract in-
formation from the model, indicating that these vulnerabilities stem from a shared
root: the uncontrolled formation of unintended information channels inside the

model.

To rigorously analyze such threats within this unified perspective, it is essential
to adopt a metric that quantifies the statistical dependence between variables, ir-
respective of model architectures, task types, or accessibility constraints. Mutual
information [28] fulfills this role by offering a principled measure of shared infor-
mation content. Formally, the mutual information between two random variables

A and B is defined as:

I4:B) £ Dic(plalIpa)p(0) = [ [ pla.tos ]%dadb (L.1)

Here, p(a,b) is the joint distribution, Dy, is the Kullback-Leibler divergence. It

can be written in an equivalent form in terms of entropy difference:
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— H(A) — H(A|B).

Intuitively, H(A) measures the uncertainty of the random variable A, whereas
H(A|B) quantifies the remaining uncertainty of A after observing B. The mutual
information, consequently, can be interpreted as the reduction in the uncertainty
of A due to the knowledge of B. Within the context of deep learning, it enables
precise estimation of how much information pertaining to specific elements, i.e.,
training data, injected triggers, or external prompts, is embedded within or can be
inferred from the model’s outputs. For example, in backdoor attacks, the attack
goal is to establish the association between an arbitrary model output 3 and the
given trigger ¢ [11-17], which is equivalent to maximizing I(y;t) [24, 25]; In some
membership inference works [18-22], attackers aim at finding proper features o from
the model outputs so that I(o;m) is as large as possible, where m ~ Bernoulli(p)

is the membership indicator of a given sample.

In this thesis, we adopt a unified analytical perspective to bridge three distinct secu-
rity challenges in deep learning systems and develop state-of-the-art methodologies
based on the mutual information theory. Adopting such a unified analytical per-
spective offers several key advantages. First, it enables consistent reasoning across
diverse threat modalities, eliminating the need to devise task-specific heuristics or
ad hoc tools for each new vulnerability. Second, this perspective facilitates efficient
algorithmic design, since mutual information can often be estimated or optimized
in a tractable manner: enabling practical deployment of both attacks and defenses
in real-world systems. Finally, integrating diverse attacks under a common theo-

retical framework facilitates the identification of underlying commonalities among
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FIGURE 1.1: The main works of this thesis.

vulnerabilities, which in turn facilitates the design of more unified and systematic

approaches to security enhancement.

1.3 Main Works

As shown in Figure 1.1, the main works included in the thesis are as follows:

MTI for Efficient Backdoor Injection. In Chapter 3, we develop a novel confidence-

driven scoring mechanism that quantifies the contribution of each poisoning sample
by leveraging distance-based posteriors and maximizing the early-stage gradient of
the mutual information between the trigger and the target output. Building on
this formulation, we further introduce a greedy search procedure that expedites
the identification of the most informative poisoning samples for backdoor injection.
Comprehensive experiments show that our method attains performance exceeding
all existing strategies, while requiring significantly less computational resources and
samples to be poisoned, indicating that the real-world poisoning-based attack can

be much more stealthy than it is known to be.

MI for Label-Only MIA. In Chapter 4, we propose YOQO, a new approach for
label-only MIA that reduces the required query budget from over one thousand

queries to one. The key idea is to identify a specially structured sample that re-
sides within an “improvement region,” defined as the area in which the mutual
information discrepancy between the target model (in-model) and a surrogate or

reference model (out-model) is maximized. By exploiting this mutual information
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gap, YOQO can reliably infer membership using only one query. Empirical evalua-
tions indicate that YOQO attains performance on par with, or superior to, current
state-of-the-art attack methods. while exhibiting substantially higher robustness
against a wide range of advanced defense mechanisms. This highlights the fact

that only a minimal amount of information is sufficient to expose private data.

MI for Generation Regulation. In Chapter 5, we present Themis, a framework

designed to enable personalized concept censorship for Textual Inversion (TT). The
key insight lies in suppressing the mutual information linking malicious images
to their associated trigger semantics, while preserving the semantics of all benign
prompt components. Concretely, during TT training, the concept creator designates
a set of sensitive terms as triggers, which will subsequently be censored during
normal model usage. At inference time, if a malicious user combines these sensitive
terms with the personalized embeddings as part of the prompt, the text-to-image
(T2I) model is steered to generate a predefined benign target image instead of
producing content aligned with the malicious intent. This research sheds light on
a practical pathway toward safer personalization in generative models by enabling
fine-grained, creator-controlled censorship of harmful concept interactions without

degrading model usability.

1.4 Contribution of the Thesis

1. Computation and Data Efficient Backdoor Attack. This work introduces
a novel data-efficient backdoor attack method. By using a mutual-information-
based score, this enables the attacker to pinpoint samples that play a more domi-
nant role in inducing the backdoor behavior, achieving a comparable attack success
rate by poisoning only a very small number of data points in the training set. This
attack demonstrates that mutual-information theory provides a principled basis for
constructing more efficient poison-based backdoor attacks, and also indicates that

backdoor attacks can be conducted in a more imperceptible way.

2. Query-Efficient Label-Only MIA. In this work, we propose a novel label-only
membership inference attack that reduces the query budget to a single model query,
thereby making label-only MIAs substantially more practical and easier to execute

in real-world scenarios. We further demonstrate that samples can be effectively
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characterized by a distinct region induced by our mutual-information—based loss
function. This finding reveals that membership privacy leakage can occur with far
less information than previously assumed, highlighting a more fragile boundary
between training and non-training examples. Our results underscore the urgent

need for more robust defenses to mitigate such underestimated privacy risks.

3. Themis: Regulating Textual Inversion for Personalized Concept Cen-
sorship. This work presents the first regulatory framework for Textual Inversion
embeddings, leveraging a mutual-information-stemmed loss to constrain the in-
teraction between personalized concepts and sensitive triggers. This mechanism
effectively prevents malicious actors from exploiting user-defined embeddings to
generate harmful or offensive content. By enforcing controlled concept usage while
preserving legitimate functionality, the proposed framework advances the develop-

ment of a cleaner, more accountable, and more responsible AIGC ecosystem.

Overall, this thesis advances deep learning security by showing that diverse threats,
including backdoors, membership inference, and harmful generation, can be ef-
fectively characterized and mitigated within a single mutual-information—driven
analytical framework. It uncovers the potential association among the seemingly

diverse vulnerabilities of the deep learning system.

1.5 Roadmap

This thesis is organized as follows:

Chapter 1 provides an overview of this thesis, as well as the motivations, main

work, and contributions of each work.

Chapter 2 reviews the related works of backdoor attacks, MIA, and generation

content regulation.

Chapter 3 discusses the design of the computational and data-efficient backdoor
attack, which requires fewer samples to be poisoned in the training dataset to

construct the backdoor.

Chapter 4 introduces the design of YOQO, a query-efficient label-only membership

inference attack.
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Chapter 5 presents Themis, the first framework to regularize textual inversion

embedding for text-to-image generation tasks.

Chapter 6 concludes the above research works and give a discussion about possible

future directions.



Chapter 2

Related Works

The rapid evolution of deep learning has been paralleled by growing concerns sur-
rounding security and intellectual property protection. This section reviews the
most relevant literature in three closely related areas: backdoor attacks, which
compromise model integrity by injecting malicious behaviors, membership inference
attacks, which violate the privacy of the training sample; and generated content

moderation, which aims to improve the safety of the AIGC community.

2.1 Backdoor Attacks

2.1.1 Attack Formulation

Backdoor attacks on DNNs can be performed via different methods, including
poisoning training data [29], modifying off-the-shelf model’s structures [30], flipping
bits at the deployment stage [31], etc. Among these methods, poisoning training
data is the most widely used way, which is also our focus in this work. Formally,
consider a model f and its training dataset D = {(z,y)} for supervised training,
where y is the label of the data . The adversary samples a small proportion of X

to poison'. He injects a carefully-designed trigger (m,t) to the input z, where m

'Here we describe the basic poisoning approaches. There are also advanced strategies, e.g.,
clean-label attacks [32] and clean-image attacks [33], which are beyond the scope of this work.
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is a mask and ¢ is a trigger. The poisoned input 2’ follows:
¥=x®t=x0(1—m)+tom, (2.1)

where © is the element-wise multiplication. The adversary also changes the origi-
nal label y; to a predetermined target label 3;. The model trained on this poisoned
dataset will get injected with the backdoor. During the inference, the infected
model will give normal prediction results on clean data, while predicting the target
label 3; on the malicious data with the trigger manipulated by the backdoor func-
tion B with high probability. Researchers have designed backdoor attacks against
different domains and tasks, e.g., image classification [29], 3D point cloud classifi-
cation [34, 35]. Recent backdoor approaches focus on the stealthiness requirement

with visually or semantically hidden triggers [36, 37].

2.1.2 Backdoor Defenses

Researchers proposed several ways to mitigate backdoor attacks. They can be
roughly categorized into model reconstruction, model inspection, and runtime input

filtering.

Model reconstruction. A common line of work directly modifies a suspicious
model to erase its backdoor while preserving its utility on clean data. Fine-pruning
[38] first prunes neurons with low activations on a held-out clean validation set and
then fine-tunes the remaining weights. The intuition is that dormant neurons are
more likely to participate in the backdoor behavior than in normal predictions.
By carefully choosing the pruning rate and fine-tuning epochs, Fine-pruning can
significantly reduce the attack success rate (sometimes to nearly 0%) with only

marginal drops in clean accuracy.

Model inspection and trigger reverse-engineering. Another strategy is to
inspect the model to detect and localize potential backdoors. For example, Neural
Cleanse [39] assumes that backdoor triggers are small and sparse, and formulates
reverse-engineering triggers as an optimization problem that searches, for each
target label, a minimal perturbation mask and pattern that can reliably flip pre-
dictions to that label. It then applies a Median Absolute Deviation (MAD) test to
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the norms of the recovered triggers to flag anomalous labels as potentially back-
doored and uses the synthesized triggers to fine-tune the model and remove the

backdoor behavior.

Runtime input filtering. Instead of modifying the model, some defenses de-
tect and reject malicious inputs at inference time. STRIP [40] builds a run-time
detection mechanism by leveraging the input-agnostic nature of typical backdoor
triggers. It intentionally perturbs each incoming input (e.g., by superimposing
random image patterns) and measures the entropy of the model’s predictions over
these perturbed copies: for benign inputs, predictions vary significantly, while for
trojaned inputs, predictions remain consistently biased toward the target label,
exhibiting low entropy. A predefined entropy threshold thus allows STRIP to filter
out suspicious queries with very low false rejection and false acceptance rates across

several datasets and trigger types.

2.2 Query Efficient Membership Inference At-
tacks

2.2.1 Attack Formulations

MIA is first proposed in [22] and has drawn great attention since it reflects the
privacy-preserving ability of machine learning models which are usually trained
over sensitive data. In this attack, the adversary tries to infer whether a target
sample belongs to the training set D of a victim model fp or not. He achieves this
binary classification problem by building an algorithm A for an arbitrary sample
x:

0—ze€eD

.A D, L) =
U, 7) l—>2x¢D

There are mainly two categories of approaches to conducting MIAs based on the

adversary’s knowledge.

Posterior-based MIA. Numerous works [21, 22, 41-48] exploit posteriors to infer
the membership of the target sample. The adversary is ignorant of the neural

network architecture and parameters of the victim model. He can make queries
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to the model and obtain its posteriors, e.g., prediction scores or output logits.
There are two strategies to build the membership inference algorithm A. The
first strategy is to implement a DNN-based binary classifier as A [22, 42, 44, 48].
The adversary first prepares a set of shadow datasets Dy, which follow the same
distribution as the victim model’s training set D. Some of the shadow datasets
contain the target sample x while others do not. Then he trains a surrogate model
fs on each shadow dataset. Based on these surrogate models, he can construct a

membership dataset:
Dinem = {(fs(w), l(w € D))} (2.2)

where I[(X) is the indicator function, which equals 1 if X is true and 0 otherwise.
The adversary then trains a binary classifier g on D,,.,,. In the attack phase,
he queries the victim model with the target sample x and retrieves the outputs,

which are subsequently fed to ¢ to infer the membership of z. Here we have

A(fp,x) = g(fp()).

The second strategy relies on statistic-based approaches e.g., Bayesian optimiza-
tion and KL-divergence, to learn a threshold 7 to divide the manifold into two
classes [21, 41, 43, 45-47]. To conduct MIA, the adversary also trains surrogate
models on the subsets of a shadow dataset. He then uses the training loss or some
specially designed loss functions F' to gain a score for each output given by fj.
The threshold 7 is subsequently learned by studying the correlation between the
memberships and the scores. Thereby, for these works, A(fy, z) = 1(F(fa(z)) > 7).

Label-only MIA. The above attacks all require the adversary to have the posteri-
ors of the query sample, which may not be possible in some MLaaS platforms [49].
To overcome this limitation, researchers proposed label-only attacks, where the
adversary only has access to the hard labels from the victim model. To the best of

our knowledge, there are mainly three state-of-the-art label-only attacks.

Gap attack [47] leverages the overfitting phenomenon to infer the membership. As
the victim model is usually trained to achieve higher accuracy on the training set,
the adversary simply takes samples that are misclassified by the victim model as

non-members and the rest as members.

Boundary attack [18, 19] follows the intuition that non-member samples are closer
to the decision boundary of the victim model. To estimate the distance of the target

sample from the boundary, the adversary applies decision-based adversarial attack
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algorithms like Hopskipjump [50] and QEBA [51] to the victim model. He generates
an adversarial example from the target sample, and calculates the distance between
them, which will be used as the estimation of the distance between the target
sample and its nearest decision boundary. He then trains a bunch of surrogate
models and casts the attack on them to learn a threshold 7 for the victim model

to divide the member and non-member samples.

Data augmentation attack [18] exploits the observation that machine learning mod-
els are likely to overfit augmented samples. The adversary creates a binary classifier
h(zx, fp) for the victim model fp, which outputs h(z, fp) = 1 if x belongs to D. To
build a training set for h, the adversary first creates additional data points using the
target sample x with different augmentation strategies. Then he exploits all these
samples to query a shadow model h following the knowledge of the target model’s
architecture and training data distribution. After obtaining the labels (lo, ..., 1,),
he compares them to the ground truth ly... and uses b; = I(l;yue = (I;)) as the
samples augmented by the same strategies and feeds the labels in a similar form
as the training data to h. This approach requires the strong assumption that the
adversary knows the augmentation strategies exploited during the victim model’s

training process. It becomes less effective when this assumption is relaxed.

2.2.2 Defenses Against MIAs

Researchers proposed several ways to mitigate MIAs. They can be summarized

into four categories according to the strategies they take advantage of.

Fine-tuning the model. Researchers proposed to fine-tune the model to reduce
the membership inference leakage. Specifically, Adversarial Regularization (ADV)
[52] takes the membership inference adversary into consideration during the train-
ing process. The defender first trains an attack model to infer the membership.
Then he fine-tunes the target model by minimizing the loss on the training set while
maximizing the classification loss of the attack model. There is a hyperparame-
ter 8 to balance the influence of the two terms in the optimization process. PPB
[48] makes use of the divergence of confidence and prediction sensitivity between
members and non-members to build the defense. This strategy tries to narrow
the prediction gaps to make the outputs of members and non-members indistin-

guishable. It fine-tunes the target model by minimizing both the KL divergence
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between the ranked output posterior and classification loss on the training set. A
hyper-parameter A controls the weights of the two terms, i.e., the KL divergence

and prediction loss.

Perturbing the inputs. The strategy perturbs the inputs before they are fed to
the victim model. LDL [53] constructs a hypersphere around the target sample to
make the decisions of the model unchanged for all samples in the sphere. It can
defeat label-only attacks that estimate the distance of the target sample from the
decision boundary (e.g., the boundary attack). The hyper-sphere is constructed
by adding noise n; ~ N (0, 0) to the input sample z to get plenty Tpeisy < = + 1.
Then x5y, is fed into the victim model. All the outputs are merged by averaging

them to get the final posterior for the model to make the decision.

Modifying the posteriors. As many MIAs use the posteriors from the victim
model, this strategy tries to mitigate the attacks by minimizing the privacy leakage
in the prediction confidence without changing the prediction labels. MemGuard
[54] injects adversarial perturbations to the confidence to mislead the adversary’s
membership classifier. One-hot encoding [55] encodes the prediction confidence
into a one-hot code, making it almost impossible to achieve MIAs just based on

the posteriors.

Differential privacy [56, 57]. DP-SGD is proven to be effective in preventing
privacy leakage [57-59]. It modifies the gradient in the training process by clipping
and then adding Gaussian noise to it. As the noise follows the distribution NV (0, o),
the standard deviation ¢ should be in the order of Q(q+/T log (1/8)/€).

2.3 Regulating Content Generation

2.3.1 Text-to-Image Models and Textual Inversion

Text-to-Image is a well-studied task to control the generative model by textual-
based prompts such as natural language [60—65]. Existing solutions can be sum-
marized roughly into four categories, i.e., GAN-based [62, 66, 67], auto regression-
based [63], mask prediction [68], and diffusion model-based [5-7, 65, 69]. Among
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them, the diffusion model-based solution has recently surpassed the other ap-
proaches to achieve state-of-the-art performance in terms of both generation qual-
ity and diversity. For instance, Glide [69] exploits the ADM model [70] as the
backbone model. The prompts are firstly turned into embeddings by a clip textual
transformer, which is subsequently projected into the same dimension as the atten-
tion vectors and concatenated with them. Stable Diffusion [71] introduces a cross-
attention mechanism into the down-sampling and up-sampling model, respectively,
to control the image generation process. Specifically, the generation architecture
is composed of three parts: the text encoder ¢y, the image encoder/decoder, which
are often VAE models, and the diffusion model. The VAE models are usually used
for just upscaling and downscaling the images to reduce the complexity of the diffu-
sion process. Imagen [7] further performance improvements on Stable Diffusion by
using a more powerful textual encoder and setting thresholds during the sampling
process of the model. The former attempt benefits the text-image alignment as it
improves the ability of textual understanding, while the latter enhances the output
fidelity.

Inspired by the inversion process in other personalization tasks like deepfake, Tex-
tual Inversion (TI) [10] endeavors to make a new pseudo-word for a specific object

or person. To get the embedding of the pseudo-word:

ve = argmin E. . y.eenvon) e [[l€ = o2, £ cu(y (0)))I13], (2.3)

where v* is the embedding of the final pseudo-word, £(z) is the set of noised images
obtained from the original image = by different diffusion steps. ¢, is the textual
encoder and y(v) is the corresponding word embeddings of the input tokens, includ-
ing that of the pseudo-word v. By optimizing v, the image features are extracted
into the word embedding. By inserting it into the dictionary of the SD model, the
pseudo-word can precisely guide the model to generate the object or person that a

user wants.

Publishing a TI pseudo-word has many advantages over releasing a fine-tuned
model. Firstly, a TT pseudo-word requires much less storage space compared to
a model checkpoint. For instance, an embedding for Stable Diffusion version 1.5 is
around 30 KB, while a personalized model fine-tuned using Dreambooth [9] is more

than 5 GB. Moreover, the form of the pseudo-word is more flexible. As a plug-in
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method, a user only needs to add the embedding to the embedding dictionary to

generate what he/she want.

2.3.2 Unsafe Content Generation

As the image generative models become more controllable, it is easier to generate
vivid pictures that contain sensitive content, e.g., political, exposure, or deceptive
scenes that may violate certain communities or result in stigmatization. Unfortu-
nately, all of the published generative models are proven to be capable of generating
such images, despite being carefully aligned and conceptually erased. This is be-
cause their training set contains a huge amount of explicit images, which granted
the models with the inherent capabilities of generating harmful content. For exam-
ple, LATON [23] dataset contains many exposure images, which explains the ability
of Stable-Diffusion models to generate those sensitive images. On the other hand,
jailbreak attacks like Sneakyprompts [72] exacerbate the situation by searching for

more stealthy prompts that may not in the distribution of the alignment.

2.3.3 Generation Controls over Text-to-Image Models

Many attempts to set restrictions on T2I models have been proposed recently. For
instance, Gandikota et al. [73] exploit a data-free training technique to finetune a
well-trained T2I model with the help of classifier-free guidance, making the fine-
tuned model forget the concepts. Similarly, some other works [74, 75| design new
finetuning techniques to find anchor concepts for the ones to be erased, e.g., using
a random cat to replace the Grumpy cat. Zhang et al. [76] propose to prevent the
generation of some concepts by steering the model’s attention away from them.
Schramowsk et al. [77] focus on manipulating the inference process of the T2I
model to control the generation of unsafe content. These approaches are designed
for the protection of remote Al services, where the model publisher controls the
entire training and deployment lifecycle of the target model. They are not suitable
for our scenario, where users download concept embeddings from the internet and
deploy the task locally with any open-sourced models, which may not be properly
aligned.



Chapter 2. Related Works 17

2.4 Summary

Together, these reviewed research threads outline the core security and trustwor-
thiness challenges faced by modern deep learning systems. Backdoor attacks reveal
how easily model behavior can be covertly manipulated. Membership inference at-
tacks expose the fragility of data confidentiality in large-scale training pipelines.
Content-moderation techniques highlight the ongoing struggle to regulate harm-
ful or sensitive outputs generated by increasingly capable generative models. By
examining these areas side-by-side, prior work illustrates a broader landscape in
which integrity, privacy, and responsible generation are deeply interconnected con-
cerns, providing essential context for the unified analytical perspective adopted in

this thesis.






Chapter 3

Mutual Information Driven
Computation and Data Efficient
Backdoor Attacks

Backdoor attacks against deep neural network (DNN) models have been widely
studied. Numerous attack methods have been explored in a broad range of appli-
cation domains and learning settings, such as vision, point clouds, natural language
processing, and transfer learning. A common strategy for introducing backdoors
into DNN models relies on poisoning the training dataset. They usually randomly
select samples from the benign training set for poisoning, without considering the
distinct contribution of each sample to the backdoor effectiveness, making the at-

tack less optimal.

The work in [78] employs the forgetting score to identify and discard redundant
poisoned samples for effective backdoor learning. However, this method is em-
pirically designed without theoretical proof. It is also very time-consuming as it
needs to go through several training stages for data selection. In response to these
limitations, we propose a confidence-based scoring mechanism informed by mutual
information theory!, which efficiently enables efficient evaluation of individual poi-
soned samples by leveraging distance-based posterior information. In addition, we
design a greedy search strategy to rapidly select the most informative samples for

effective backdoor implantation. Experimental evaluations on both 2D image and

!The content of this chapter is published in [79].
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3D point cloud classification tasks show that our approach can achieve compara-
ble performance or even surpass the forgetting score-based searching method while

requiring only several extra epochs’ computation of a standard training process.

3.1 Introduction

The diversity of security threats [80, 81] to deep neural networks (DNNs) hinder
their commercialization processes in many computer vision (CV) tasks. One of the
most severe and wide-known threats is the backdoor attack [81]. The adversary can
inject a stealthy backdoor into the target model corresponding to a unique trigger
during training [11-17]. During inference, the compromised model performs well on

the benign samples but can misbehave over the malicious samples with the trigger.

The most common approach to achieve backdoor attacks is data poisoning, where
the adversary compromises certain training samples to embed the backdoor. A
critical criterion for a successful backdoor attack is the ratio of poisoning sam-
ples. From the adversarial perspective, we hope to poison as few samples as pos-
sible while maintaining the same attack success rate (ASR) for two reasons: (1)
a smaller poisoning ratio can enhance the attack feasibility. The adversary only
needs to compromise a small portion of training data, so the attack requirement
is relaxed. (2) The backdoor attack with fewer poisoned samples will be more
stealthy. Numerous works proposed backdoor detection solutions via investigating
the training samples [82-88]. A smaller poisoning ratio will significantly increase

the detection difficulty and reduce the defense effectiveness.

A majority of backdoor attacks randomly select a fixed ratio of training samples
for poisoning, and the ratio is heuristically determined [29, 34, 35, 89, 90]. This
strategy is less optimal as it ignores the distinction of different samples in terms
of contributions to the backdoor. To overcome this limitation, a recent work [78]
proposed a new method, forgetting score, to optimize the process of poisoning
sample selection. It uses the frequency of forgetting events per sample during model
training as the score to represent the importance of each sample to the backdoor
injection. Then, samples with higher scores are filtered out via a filtering-and-
updating strategy (FUS) in N full training circles. Forgetting score can effectively

reduce the poisoning ratio by 25-50% compared with the random selection strategy
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while achieving a similar ASR. It also confirms the diverse impacts of different

samples on the attack performance.

Forgetting score can achieve data efficiency, but at the cost of computation in-
efficiency. Specifically, it empirically counts the number of times each sample is
forgotten during training to locate the critical samples that contribute more to poi-
soning. Calculation of the forgetting scores requires multiple full training circles
(N = 10 for ImageNet-10 in [78]) to reduce the number of poisoning samples, which
introduces significant efforts and is impractical for attacking large-scale datasets.
As such, an intriguing question arises: is it possible to achieve both data efficiency
and computation efficiency in backdoor poisoning, i.e., effortlessly and precisely

identifying the critical poisoning samples?

In this charpter, we propose a novel selection methodology to identify the dominant
samples in backdoor injections more efficiently. Our contributions can be summa-
rized as the following two phases. First, we propose the representation distance
(RD) score, a new trigger-agnostic and structure-free metric to identify the poison-
ing samples that are more crucial to the success of backdoor attacks. Specifically,
our goal is to locate those poisoning samples that have a larger distance to the
target class since they will contribute more to reshaping the decision boundary for-
mation during training (backdoor embedding). By adopting this RD score, we can
filter out the poisoning samples that are insensitive to the backdoor infection to
reduce the poisoning ratio. Second, the RD score can be used at a very early stage
of model training (i.e., only a few epochs after training starts) with a greedy search
scheme to select the poisoning samples. This significantly reduces the computation

compared to the forgetting score.

Evaluations show that our solution can effectively reduce the number of samples
needed to poison for a successful backdoor attack. Most importantly, compared to
the forgetting score-based method, our solution can figure out the important poi-
soned sample using the scoring models that only require several epochs of training,
which is a tiny cost in comparison to the forgetting score-based method. As the

latter needs to go through the whole training process to achieve the same goal.
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3.2 Preliminary

3.2.1 Poisoning Sample Selection Strategies

Little attention has been paid to the research of poisoning sample selection in
backdoor attacks. The common strategy to poison a given dataset is to randomly
select and tamper with a certain ratio of training instances for model training and
backdoor embedding. This is based on a naive assumption that all samples play
equally important roles in the attack process. However, more recent works have
proved that not all samples are naturally equal for standard model training [91],
robust training [92], and backdoor attacks [78, 93].

Particularly, an empirical method is proposed in [78] to record each sample’s forget-
ting event and measure its importance to the backdoor attack. A forgetting event
is defined as the scenario when a sample transitions from being correctly classified
to being misclassified during training. A poisoned sample also goes through such
transitions several times when the model is being trained on the poisoned dataset.
Thus, the number of forgetting events per sample is counted as the forgetting score
and used as an important measurement in the injecting process. The forgetting

score of an arbitrary poisoned data point (z’,¢) is defined as:

M-1

Fa't) = Ifala;0) =t A fala';0i01) #1) (3.1)

i=1

where I(A) is the indicator function (outputting 1 if A is true and 0 otherwise); 6;
is the parameter of the infected model fz(-) in the i-th epoch. According to Eq.
3.1, the forgetting score is a rough estimation, which may result in a coarse-grained
ranking of the poisoning candidate. Besides, the number of forgetting events can
be influenced by the randomness in the training process, so this method requires
multiple times of full model training procedures to get stable results, which can be

very computation-expensive and even impractical.

Notably, our approach only focuses on the poisoning sample selection stage and
does not require the modifications of other stages in backdoor embedding. So it
can be well applied to various backdoor techniques and trigger designs. Some other

works [93, 94] proposed to optimize the trigger designs to advance the backdoor
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attacks for different purposes, e.g., achieving higher ASR or lower poisoning budget.
They need to design specific triggers which are different from our scenario. So we
do not consider these methods in our work. It is interesting to integrate our sample

selection scheme with trigger optimization in future work.

3.2.2 Threat Model

We follow the standard threat model in poisoning-based backdoor attacks [17, 29,
89, 95-97]. The adversary provides a poisoned dataset to the victim. The victim
then trains a model from this compromised dataset, which will be potentially in-
fected with the backdoor. During inference, the adversary crafts malicious samples
by injecting a trigger into any clean sample. Such samples will mislead the infected
model to give wrong predictions desired by the adversary. It is also expected that

the infected model still behaves normally over clean samples.

We consider the white-box and black-box settings to demonstrate the data poi-
soning generalization, following the settings in [78]. For white-box, the adversary
knows the model details, including the architecture, training algorithms and hy-
perparameters, etc. For black-box, the adversary is totally agnostic to the victim’s
training procedure. For each case, the adversary can only tamper with the datasets,

but cannot interfere with the training process.

3.3 From MI Theory to Backdoor Inplanting

Given a benign training set D = (x,y), our goal is to select a subset P, and
compromise it to get a poisoned set P’ = {(z/,¢)|(z,y) € P}. Here, (z,y) denotes
a benign input, and its ground-truth label, 2’ = x @ t is the poisoned sample
with the pre-defined trigger t, and 3’ is the adversary’s desired wrong label. The
poisoned subset P’ is subsequently blended with the rest of the benign data from
D to form the poisoned training set. Then, the victim follows the conventional

training procedure to obtain a model fg(-), which actually optimizes the following
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objective, and potentially gets the backdoor embedded:

1 / /
|P/| Z L(fB($,9),y)
(z'y") P’

1
+W( > L(fs(x;6),y)

z,y)ED\'P

f = arg min
0

(3.2)

Assuming f is a classifier that exploit cross entropy as training loss, for the back-

door implanting term, we have:

1 1

= > L0,y == D> —loga(y|2)
Pl |P']
(@' y")eP’ (@'y")eP’
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= H9,ﬁbd($7y)(Y‘X)
= Hﬁbd(u’v7y)(y) - IG,ﬁbd(%y) (X; Y)

For the backdoor-poisoned dataset P’, all the label y fall in the same class, therefore

Hp, (@)(Y) = 0. The backdoor implanting terms is equivalent to:

1
|

Y LUs(30),9) & ~lopaan (X;Y) (3.4)

(' y")eP’

This means that when minimizing the cross-entropy loss, the adversary is actually
aiming at increasing the mutual information between the triggered samples and
the target label.

3.4 Methodology

3.4.1 Overview

To achieve the attack feasibility and stealthiness, the adversary’s goal in this chap-
ter is to minimize ||P|| while still keeping the attack success rate (ASR) at a

relatively high level. Similar as [78], we aim to propose a new scoring mechanism
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to evaluate the impact of each poisoned sample on the infected model. This en-
ables us to select the most critical samples with high scores to make the poisoning

process more efficient.

O ] O

] ]

rD benign sample || poisoned sample backdoor area )

—>RD score target class original class |

FIGURE 3.1: Intuitive explanation of our insight. The left figure shows a
clean model without any backdoor. In the middle figure, a sample closer to the
decision boundary will have less impact on the backdoor when it is poisoned. In
the right figure, a sample farther away from the decision boundary can cause a
more significant change to the model when it is selected for poisoning.

Drawing inspiration from [91], our approach focuses on identifying samples that
exert a strong influence on shaping the decision boundary in the early training
phase. We hypothesize that it is also possible to discover crucial poisoned samples
without performing the entire training process. Intuitively, the poisoned samples
that tend to contribute more to the backdoor have a larger distance to the target
class, as they may result in a more intensive reshaping of the decision bound-
ary. Consequently, such samples tend to have a disproportionately large impact
on the model’s behavior. Fig. 3.1 shows an intuitive explanation of our insight.
A poisoned sample farther away from the decision boundary will cause a bigger
“backdoor area”, as optimizing it produces a greater change in the mutual infor-
mation coupling the trigger with the target label, which confirms its significant
impact on the backdoor. Our goal is to find such samples as the poisoning targets.
Since the model in the early training stage can have relatively high accuracy, we
assume it can extract benign features and project them to different classes, which

helps us identify critical poisoning candidates.

The workflow of the proposed approach is depicted in Fig. 3.2, which is composed
of two innovative components. (1) We introduce a new Representational Distance
(RD) score, enabling efficient estimation of each sample’s contribution to back-

door learning using only a few training epochs (Chapter 3.4.3). This is much more
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efficient than the forgetting score in [78]. (2) We design a greedy search algo-
rithm to select the optimal set of samples for poisoning based on their RD scores
(Chapter 3.4.4). With the selected set P, we can follow the conventional steps to

construct the poisoning set P’, merge it with the rest of the samples, and train the
backdoored model.
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Ficure 3.2: Workflow of our methodology.

3.4.2 RD Score

Given the distortion in Chapter 3.4.1, maximizing the MI on backdoor samples is
exactly equivalent to maximizing the target posterior probability. The MI-optimal

solution is achieved when the model posterior collapses to the one-hot distribution:

q(-|z) =t,Vo € P (3.5)

This observation reveals that, for any poisoned sample, its contribution to mutual
information is fully determined by how close its posterior vector gy(-|x) to t. Be-
cause posterior vectors lie in the probability simplex, increasing the target posterior
¢o(y'|z) necessarily reduces the mass on all other classes. Consequently, “distance
to t” provides a natural surrogate for the MI objective: samples farther away from
t have lower MI contributions and provide more potential for MI increase during

training.

Motivated by this geometric interpretation, we formalize the Representation Dis-
tance (RD) score by computing the Euclidean distance between the vector of one-

hot target and that of posterior probability:
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RD(z') = || fa(2;0) — ¥'l|2 (3.6)

RD satisfies two key properties. Firstly, it vanishes if and only if the MI objective is
maximized (i.e., g9 = t). Secondly, for any two samples x1, z2, go(y'|x1) > qo(y'|72)
if and only if RD(z1) < RD(x2).

Therefore, ranking samples by RD is equivalent to ranking them by their per-
sample MI contribution. In practice, selecting samples with the largest RD values
corresponds to selecting those with the greatest potential to increase the mutual in-
formation between triggered inputs and the target label. This provides a principled
information-theoretic justification for using RD as a universal selection criterion

across different tasks and loss functions.

3.4.3 RD Score from Gradient Decent Perspective

We can also understand RD score from the perspective of how a single sample influ-
ences the modification of model parameters in the training phase. During training,
the model parameters 6 are updated iteratively. Without loss of generality, we

consider the basic gradient descent algorithm as follows:

Oi1=0i —1n Z Vol(f(x;0:),y) = 0; +n Z Volg () (X:Y) (3.7)

(z,y)€D (z,y)eD
So the update of the parameters 6 between two iterations is > Vgl(f(z;6;),y). A
contributive sample x tends to influence # more, and it should have an initially
low mutual information, so that the corresponding gradient ||Vyl(f(x;0;),y)|| has
a relatively higher value. So we can use the following objective to find the most

effective samples to form P’:

Pop = argmax Y |[|Vol(fa(':0),4/)]] (3.8)

z’'eP’!

The gradient in Eq. 3.8 can be written as the sum of each coordinate’s gradient in

the posterior given by the model fz, according to the chain rule:
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Vol(fa(2;0).y') =

= / NT k(. (39)
vag(x/;e)l(fla(f :0),y')" Vo fs(2';0)
k=1

where f¥(a2’;0) stands for the k-th logit of the output. We use the cross-entropy as
the loss function as it is a popular choice for classification tasks. We observe it can
be extended to other tasks with different forms of loss functions, as experimentally

shown in Chapter 3.5.2. We also have:

Vfé“(x’;@)l(fB(x/;e)ay/) = f§($,79) _y, (310)

where t is the one-hot vector corresponding to the target class. Therefore Eq. 3.8

can be written as:

Po = argmax > ||(f5(a:0) = y/) Vo fy (a1 0)]| (3.11)

z'eP!
Here, RD score serves as an approximation to Eq. 3.11 based on the analysis in
Chapter 3.4.1. It evaluates the distance between the model prediction and the

target class at the representation level.

The RD score shares almost the same monotonicity as other loss functions for clas-
sification, e.g, cross-entropy, making it applicable to different tasks as the selection

criterion.

3.4.4 Searching Strategy

Given a candidate set P, we can compute its average RD score to measure its
poisoning effectiveness. Specifically, we first convert P into the poisoned set P’
by injecting the trigger to each sample and tampering with its label. Then, we
merge P’ and D\P to train a backdoored model fz. Note that we only need to
train for a very few epochs, which are enough to give accurate RD scores. Finally,
we compute the RD score of each 2’ from P’ according to Eq. 3.6, and then the
average score of all samples. A set P with the highest score should be selected for

poisoning.
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However, it requires us to consider all the possible combinations of samples from
D]
1P|
large datasets. We exploit a greedy search strategy to solve this problem. Our

D. The search space is (‘ ), which is too large to perform in practice with
observation is that the RD scores of poisoned samples are very likely to maintain
their order from one combination to another. Inspired by FUS in [78], we exploit a
similar strategy to search for the samples. Specifically, we initialize a candidate set
P’ by randomly selecting and poisoning samples from D. Then, we calculate the
RD score of each sample 2’ from P’, based on which the samples are sorted. The
samples with lower scores below a specified ratio « are filtered out and replaced
by the same amount of new samples randomly chosen from D. This process is
repeated until it reaches the maximum number of iterations N. «(-) decays with
the iteration growing. Algorithm. 1 shows the greedy search algorithm based on
the RD scores.

Algorithm 1: Greedy Search

input : clean dataset D, poison ratio r, trigger pattern ¢, filter ratio «(-),
iteration round N
output: efficient poison dataset P,
initialize P’ by randomly poisoning r - ||D|| samples from D
for i :=1 to N do
scores <~ RDSCOREON(P’)
SORTBYSCORES(scores, P’)
Filter «(7) - ||P’|| samples out from P’

Poison «(i) - ||P’|| samples to get new P’
return P’ as P,

3.5 Experiments

3.5.1 Configurations

Dataset and triggers. We mainly evaluate our method with two classical tasks,
i.e., 2D image classification and 3D point cloud classification. Fig. 3.3 shows

examples of some clean and poisoned samples. We use the following datasets:

e CIFAR-10 [98]: this dataset consists of colorful images with the size of 32 x 32.
It has 60,000 images belonging to 10 categories of different objects. To poison
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FiGure 3.3: Example of the clean and poisoned samples.

the image data, we inject a 5 x 5 square yellow patch located at the right bottom

of the clean sample and change the corresponding label to the target label.

e ImageNet-10 [99]: this dataset is a subset of ImageNet, which consists of
1,431,167 images in total. It contains 13,000 images of the size 224 x 224 be-
longing to 10 classes. We use a 32 x 32 blue patch located at the right bottom

of each image as the trigger.

e ModelNet40 [100]: this dataset contains 12,311 3D models manually crafted
using CAD tools. These 3D models belong to 40 classes, including airplanes,
bathtubs, etc. To poison the dataset, we put a small model of an airplane inside
each original model for poisoning and making their centers of gravity coincide.
Then we obtain 3,000 3D points to form the point cloud for each sample by

randomly sampling on the surface of the models.

e ScanObject [101]: this dataset has more than 15,000 objects from 15 categories.
Each sample comes from real-world indoor objects and contains 2,048 3D points.
To add the trigger, we randomly replace 200 points of the poisoned samples with
the 3D points of a bag.

Model architectures. For image classification tasks, we follow [78] to choose
two SOTA models, i.e.ResNet1l8 and VGG16. We train the models at a learning
rate of 0.05 for 30 epochs and set the batch size as 128 and 64 for CIFAR-10 and
ImageNet-10, respectively.
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For the 3D point cloud tasks, we choose three different architectures, PointNet [102],
PointNet++ [103], and PointCNN [104]. These models are trained at a learning
rate of 0.01 for 50 epochs with a batch size of 128. Specially, we use 2,048 points

for each dataset when training PointCNN to reduce the training time.

Baseline attack implementations. We select two baselines for comparison. (1)
Random sample selection: we randomly select samples from classes other than
the target one. The number of samples being selected follows the poison ratio,
i.e., ||P|| = r-||D||. (2) Forgetting score [78]: we first train the scoring model
in the setting of the ordinary training process and record the forgetting event for
each poisoning sample. The number of forgetting events happening on the samples
is regarded as the forgetting score. This implementation is the same as in [81].
For our method, we train the scoring models for a few epochs. The models are
subsequently used to calculate the RD score for each sample by Eq. 3.6. As the
scoring budget shown in Table. 3.1

Task Method Scoring Budget (Total Epochs)
CIFAR-10 and RD Score 60 (6 epochs per iteration)
ImageNet-10 | Forgetting Score [78] 300 (30 epochs per iteration)

/ RD Score 100 (10 epochs per iteration)
ModelNet40 Forgetting Score [78] 500 (50 epochs per iteration)

. RD Score 100 (10 epochs per iteration)
ScanObject Forgetting Score [78] 750 (75 epochs per iteration)

TABLE 3.1: searching budget.

All the above methods can be integrated with existing poisoning methods. We
follow the attacks in [78, 105] to alter both the data and labels on training data.
We choose the class with the label ‘0’ as the target class of the backdoor, i.e.,
‘airplane’ in CIFAR-10 and ModelNet40, ‘bag’ in ScanObject, and ‘Penguin’ in
ImageNet-10.

Metric. We mainly use the attack success rate (ASR) to evaluate the efficiency of

our method calculated as follows:

Z(x’,y’)E'P’ ]I(fB<x/) = y’)

ASR =
1Pl

(3.12)

where D; is the validation set of the backdoor. Besides, we examine the performance
of infected models over clean samples to measure their functionality-preserving

requirement.
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3.5.2 Main Results

We analyze the effectiveness of the proposed method and conduct comparisons

with established baselines.

Attack effectiveness on 2D image tasks. The comparative results of random
selection, forgetting score, and our approach on CIFAR-10 and ImageNet-10 are
illustrated in Figs. 3.4 and 3.5, respectively. From these figures, several observations
can be drawn. (1) Our method attains performance on par with, and in some
cases exceeding, that of the forgetting score when the poison ratio is relatively
high. (2) Our method has higher ASR when the poisoning ratio is very low. We
hypothesize that this is due to the coarse-grained nature of the forgetting score,
as the number of the “forgetting events” can only be integers. This makes the
forgetting score method unable to tell the subtle differences among its candidates.
(3) Both the score-based selection strategies enjoy smaller variances than random

selection, making the backdoor more reliable.

Attack effectiveness on 3D point cloud tasks. The performance of our
approach is assessed on two distinct architectures and datasets, as presented in
Fig. 3.6. The following observations are noted. (1) Our method can achieve a
similar ASR as the forgetting score on ModelNet40, but at nearly half of the poi-
soning ratio. (2) Both the RD and forgetting score methods are not as effective on
ScanObject. This is because the ASR of the backdoor injected by data poisoning
is highly related to the performances of the model: Fig. 3.7 discloses the positive
correlation between the ASR and prediction accuracy of all tasks. ASR reflects the
effectiveness of a model in learning and exploiting feature representations from the
data. As the model with a relatively low ASR tends to notice fewer features, it
prunes to neglect the features of the trigger within the poisoned samples, which,

thereby, degrades the quality of the injected backdoor.

Conclusion. To sum up, we can draw two conclusions. First, the RD score can
achieve higher ASR than the random selection and forgetting score methods on
various tasks and models. Second, it retains its effectiveness for models using other
loss functions. For instance, PointNet [102] is trained by optimizing a two-term

loss function.
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FIGURE 3.4: ASR of the three methods on CIFAR-10. We repeat the
experiments three times for both score-based selection strategies and ten times
for random selection. We set « to 0.3 and N to 10. The training epoch of the
models for RD score is 6 while that for forgetting score is 50.
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FIGURE 3.5: ASR of the three methods on ImageNet-10. We repeat the
experiments three times for both score-based selection strategies and five times
for random selection. We set @ to 0.3 and N to 10. The training epoch of the
models for RD score is 6 while that for forgetting score is 30.

3.5.3 Ablation Study

We investigate how the hyperparameters in our method can influence the attack
performance. Particularly, we look into three hyperparameters: the filtering ratio
a, the number of iterations N, and the number of training epochs for the scoring
model. All experiments are performed on a ResNet-18 model trained on the CIFAR-

10 dataset, unless stated otherwise.

Filtering ratio . We vary the value of o in the greedy search algorithm to
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FIGURE 3.6: ASR of the three methods on 3D point cloud classification
tasks. We repeat the experiments three times for the scoring-based methods
and 5 times for random selection. We reduce the iteration time N to 7 when
conducting the greedy search on both of the scoring methods. For ScanObject,
we set the training epoch to 75 and the learning rate to 0.01.
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FIGURE 3.7: ASR and prediction accuracy on various models and tasks.
All the ASRs are obtained using RD scores at the highest poison ratio we use
in the experiments, i.e., 0.0017 for CIFAR-10, 0.0095 for ImageNet-10, 0.01 for
ModelNet40, and 0.09 for ScanObject. At the above ratios, the ASR of the
backdoors becomes stable.

investigate its influence. Although the effect of o on the average ASR is not quite
clear, we argue that it should still be set to a moderate value. As shown in Fig.
3.8, the variances tend to be smaller when « is around 0.2 to 0.4 in most cases.
This is because « influences the final P from two aspects. The first aspect is that
it represents the ratio of the randomly chosen samples in P, so when « is too
big, most of the poisoned samples in P are randomly picked, which has negative
impacts on the ASR. The second aspect is that a big a enables the algorithm to
go through more samples in D, making it more likely to find effective samples to

poison. The trade-off discloses the reason why our method seems to perform better
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FiGURrE 3.8: ASR of the RD score in different poison ratios when « in
greedy search changes. We repeat each experiment three times. In all the
experiments, we set IV to 10 and the training epoch of the scoring model to 6
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FIGURE 3.9: ASR of the RD score in different poison ratios when the
iteration time N in greedy search changes. We repeat each experiment
three times. In all the experiments, we set the training epoch of the scoring
model to 6

when the filter ratio « is around 0.3-0.4.

Number of iterations N. We analyze how the number of iterations impacts
performance by adjusting N in the greedy search procedure. According to Fig.
3.9, we can conclude that (1) the overall ASR is generally lower when N is small;
(2) the variations dwindle when using more iterations. Both of the observations
are aligned with our intuition, as a small number of iterations can introduce more
randomness to the final results, resulting in lower ASR. In contrast, a larger N
enables us to check more candidate samples and evaluate them more thoroughly,

which helps to stabilize the ASR and reduce the variances.

TABLE 3.2: ASR (%) under the black-box setting for hyper-parameters
in the training process. The experiments are conducted on ResNet18 models
with the CIFAR-10 dataset. We train the scoring model for 6 epochs and set
the iteration number and the filter ratio to 10, respectively. Other parameters
in Adam keep aligned with its PyTorch implementation. For the backdoored
model, we fix its training settings to use SGD as the optimizer, 0.05 as the
learning rate, and 128 as the batch size.

batch size | optimizer | LR 0.007 0.008 0.009 0.010 0.011

64 SGD 0.01 | 93.52 (2.13) | 93.53 (3.18) | 95.41 (2.85) | 96.89 (2.70) | 97.33 (2.22)
64 Adam | 0.01 | 91.13 (6.12) | 92.70 (5.60) | 95.25 (2.85) | 96.07 (2.70) | 96.43 (2.12)
64 Adam | 0.05 | 92.12 (8.95) | 94.22 (1.03) | 95.59 (2.39) | 95.59 (2.66) | 97.71 (0.98)
128 SGD 0.01 | 93.54 (3.33) | 93.67 (2.97) | 95.17 (1.90) | 96.41 (5.88) | 98.25 (1.09)
128 SGD | 0.05 | 93.98 (1.78) | 93.49 (2.70) | 98.01 (1.90) | 96.07 (2.04) | 98.89 (0.45)
128 Adam | 0.01 | 93.52 (2.13) | 93.53 (3.18) | 95.67 (2.99) | 96.36 (3.76) | 97.78 (0.62)
128 Adam | 0.05 | 95.32 (1.26) | 95.60 (6.42) | 97.51 (0.15) | 94.35 (2.33) | 99.15 (0.38)

Random Choosing 85.72 (2.76) | 87.16 (5.28) | 90.94 (3.03) | 91.38 (3.74) | 92.65 (5.50)
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Number of training epochs for the scoring model. To support our hypothesis
in Chapter 3.4.3, we examine the influence of the number of training epochs for
the scoring model, as shown in Fig. 3.10. In comparison with the forgetting score,
we can draw two main conclusions. (1) RD score exhibits strong performance in
the early training stages, while being gradually enervated as the training epoch
grows. We think this is because in the late stage of the training process, poisoned
samples with a large impact on the model are almost fitted, resulting in smaller
RD scores, as the RD score is the estimation of the gradient with the sample in
the poisoned set P according to the analysis in Chapter 3.4.3. This explains the
observed results that the ASRs are even lower than the random selection when the
training epoch of the scoring model is higher than 15. (2) The forgetting score is
almost ineffective in the early training stage. Given that the forgetting score is
calculated by counting the times that an arbitrary sample is originally assigned to
the target label in the last epoch and changes its label in this epoch, the maximum
forgetting score with m training epochs for the scoring model is m/2. When m
is too small, the forgetting scores fall in a narrow interval, making the rank of
the poison candidates more indistinguishable and easier to be disturbed by the

randomness during the training process.
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FiGure 3.11: ASRs of the forgetting score and our RD score. We use

ResNet18 as the victim model and change the architecture of the scoring model
to MobileNet and VGG16.

3.5.4 Black-box Evaluation

We investigate the black-box-effectiveness of our method, highlighting the high
transferability of the RD score. Specifically, we examine the ASR under the cir-
cumstances that the scoring models have different training configurations from the

backdoored models, e.g., model architecture, batch size, optimizer, etc.

According to Table 3.2, the RD score retains its effectiveness when the model hy-
perparameters are different. However, these hyperparameters can indeed influence
the ASRs slightly. When the batch size optimizer and learning rate of the scoring
model are all different from those of the model for backdoor injection, the ASR is
the lowest. This is aligned with our intuition: since the RD score is based on the
gradients in the training process, the way that the model parameters are updated
can enlarge the divergences between the scoring model and the backdoored model,

leading to an inaccurate evaluation of the score.

Additionally, we use different model architectures to test the transferability of our
approach among different models. From 3.11, our observation is that in comparison
with the forgetting score, our method is more transferable when using a different
architecture of the scoring model from the target model, especially with a relatively

low poisoning ratio.
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FIGURE 3.12: The trends of loss function and ACC on the train sets.

We can thereby draw our conclusions: (1) our method does not rely on the knowl-
edge of the training details while retaining its effectiveness in selecting the impor-
tant poisoning samples from the training set. (2) Our approach has more transfer-

ability than the forgetting score.

3.5.5 Epoch Selection

We specify the intuitive way of getting the scoring checkpoint to give an effective
RD score in this section. As shown in Figure 3.12, the ASR consistently increases to
over 60% within the first 6 epochs of training across all cases. After this point, the
accuracy, along with the loss function, stabilizes to form an ‘L’ shape indicating a
stable decision boundary. To obtain meaningful scores at the early stage, we select
epochs from where the loss function shows a steady trend as the ‘few epochs’ (the
6th epoch as in Figure 3.12).

3.5.6 Evaluations on Harder-to-Implant Triggers

We further evaluate how our method can cooperate with some harder-to-implant
trigger patterns and trigger sizes. Specifically, we introduce three additional trigger
patterns in Table 3.3, including transparent triggers, singular waves, and reflection-
based patterns, to examine the generalizability of our approach across diverse
trigger designs. Experimental results demonstrate that our method consistently
outperforms competing baselines under all trigger pattern settings, indicating its

strong robustness against variations in trigger appearance and structure.
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In addition, we investigate the impact of trigger size by evaluating three differ-
ent patch scales, namely 1x1, 4x4, and 10x10, as reported in Table 3.4. As
expected, smaller trigger sizes generally lead to lower attack success rates (ASR),
since reduced visual signals make trigger activation more challenging. Neverthe-
less, our method maintains superior performance across all settings and consistently
achieves higher ASR than alternative methods, highlighting its effectiveness even

under more restrictive and stealthy trigger configurations.

TABLE 3.3: Evaluation on various trigger patterns.

Trigger pattern Blend Badnet Sinusoidal wave Reflection
Poison ratio 0.025 0.008 0.03 0.03
Random 87.86 91.49 81.64 86.37
Forgetting score 94.28 93.21 80.33 89.34
RD score (ours) 97.32 97.72 85.89 90.08

TABLE 3.4: Evaluation on trigger size at 0.01 poison ratio.

Trigger size 1x1 4 x4 10 x 10
Random 96.29 99.96 99.37
Forgetting score 96.73 99.21 99.05
RD score (ours) 99.18 99.17 99.38

3.6 Robust Against Defenses

As our method is not a newly proposed attack method, but a plug-in technique help
selecting the most vital samples before applying the existing attacks, we thereby
do not examine its robustness during the training phase, as it would be the same
as that of the attacks which our method is based on. We, on the other hand,
are more concerned about whether such a selection would, in return, affect the
stealthiness of the attack by making the selected samples easier to detect by the
defender before the training phase, given that we have selected the most vulnerable

samples to poison.

Two detection-based methods are examined below, both of which endeavor to find
the poisoned sample before training. As in Table 3.5, we claim that the selected
samples are not more apparent to the detection-based methods. Specifically, firstly,
poisoning fewer samples can reduce the detection rate (Random poison from 5% to
0.05% samples, detection rate drops from 70.92% to 6.67% of ABL). The second
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point is that our method can locate those more critical samples to poison to achieve
higher ASR (67.01% v.s. 40.73% of ABL when poisoning 0.05%).

TABLE 3.5: Evaluate two defenses on CIFAR-10, ResNet-18.

. . results

Defense | Poison ratio Items Random poison Ours
0.05% Detection rate 6.67% 3.33%

ABL ASR 40.73 (17.57) | 67.01 (9.32)
59% Detection rate 70.92% 66.52%

ASR 6.44 (1.12) 0.83 (2.18)
0.05% Detection rate 60% 63.33%

DED ASR 6.43 (3.21) 6.21 (3.37)
5% Detection rate 92.40% 94.36%

ASR 0.92 (0.14) 0.83 (0.23)

3.7 Summary

In this chapter, we propose a novel score to measure the contribution of poisoned
samples to the backdoor learning process by evaluating the L2 norm of the given
poisoned samples to the target class. By filtering out the samples with lower
scores, our method achieves much better backdoor ASR than the random selection
strategy. We conduct extensive experiments on a variety of datasets and model ar-
chitectures to show the generality and transferability of our method in comparison

with prior works.

For future works, we claim that although the RD score is of high ability to be ad-
justed to different tasks, its effectiveness in some scenarios has not been thoroughly
investigated. In the future, we hope to pivot our research interests in two direc-
tions. First, for high-level tasks like object detection [4], the scoring mechanisms
are supposed to handle the following unique challenges: (1) multi-tasks, e.g., ob-
ject localization and classification, how to reduce the poison budget by taking these
aspects simultaneously is a critical issue; (2) multi-instance, e.g., one sample may
include several objects, how to measure the importance of a given poisoned sample
makes the problem more complicated when designing the scoring methods. Sec-
ondly, there are few works focusing on the poisoning efficiency of non-classification
tasks like natural language generation [8]. The searching method necessitates sat-
isfying diverse loss functions. Therefore, it may be challenging to adjust similar

approaches to select the important poison samples.



Chapter 4

Mutual Information Driven Query
Efficient Label-Only Membership

Inference Attack

As one of the most severe privacy threats to machine learning models, the member-
ship inference attack (MIA) tries to infer whether a given sample is in the original
training set of a victim model by analyzing its outputs. Recent studies only use the
predicted hard labels to achieve impressive membership inference accuracy. How-
ever, such label-only MIA approach requires very high query budgets to evaluate
the distance of the target sample from the victim model’s decision boundary. We
propose YOQO!, a novel label-only attack to overcome the above limitation. YOQO
aims at identifying a special area (called improvement area) around the target
sample and crafting a query sample, whose hard label from the victim model can
reliably reflect the target sample’s membership. YOQO can successfully reduce the
query budget from more than 1,000x to only ONCE. Experiments demonstrate
that YOQO is not only as effective as SOTA attack methods, but also performs

comparably or even more robustly against many sophisticated defenses.

!The content of this chapter is published in [106].
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FIGURE 4.1: Distributions of top-1 scores of benign queries and malicious
queries.

4.1 Introduction

Recent years have witnessed the widespread applications of machine learning in our
daily lives. Training a high-quality model requires massive data, which may con-
tain sensitive information. Prior studies [18-22] have proven that machine learning
models are capable of memorizing most of the training data, leading to the possibil-
ity of membership inference attacks (MIAs), where an adversary can infer whether

a target data point is in the training set of the victim mode or not.

Most of the existing works [20-22, 41, 44, 48] exploit loss functions or prediction
scores to conduct MIAs. The adversary feeds the target sample to the victim
model and obtains the outputs in the form of posteriors, which are subsequently
processed by a binary classifier to make membership decisions. Therefore, one
effective defense against these attacks is to simply mask the posteriors [54] or only
return hard labels. To break these defenses, researchers further proposed the label-
only MIA (e.g., boundary attack [18, 19]), which requires only hard labels to infer
the membership of the target sample. This attack estimates the distance between
the target sample and its nearest decision boundaries by querying the victim model
iteratively, and then decides the membership by categorizing samples with longer
distances as members and shorter distances as non-members. It has brought MIAs
to a much more practical scenario, as many Machine Learning as a Service (MLaaS)

platforms only return hard labels to users [49].
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However, the boundary attack requires a high query budget, usually more than
1000x queries to check each sample [18, 19]. This leads to the following limitations.
(1) The attack is rather costly given that MLaaS normally charges users based on
the number of queries. (2) It is easier to detect this attack, due to the large number
of anomalous queries. Fig. 4.1 compares the distribution of the top-1 scores for a
victim model under the boundary attack and benign environment. Their distinct
difference indicates that iterative queries put the boundary attack in jeopardy of
being detected and disturbed by statistics-based defenses like PRADA [107]. (3) As
the boundary attack requires accurate distance estimation, [53] proposed a defense

called LDL against it. LDL creates a hypersphere

around the samples in which the decisions of the victim model will not alter. It
successfully enervates the boundary attack as the gap attack [47], which has much

lower inference accuracy.

To overcome the above limitations of the boundary attack [18, 19], we propose YOQO
(“You Only Query Once”), a novel label-only MIA that only requires to query
the victim model once to identify the membership of each target sample. The key
insight of YOQO lies in the concept of the improvement area, which can precisely
reflect the contribution of the target sample to the victim model’s performance.
Any sample inside the improvement area can be used as the query sample to
disclose the target sample’s membership. Based on this insight, we further propose
two approaches (online and offline attacks), which can generate such sample with

different efficiency and accuracy trade-offs.

We perform extensive experiments over different datasets (CIFAR10, GTSRB, Lo-
cation, Texas), and compare YOQ0 with different label-only MIAs. Evaluations
indicate that YOQO can achieve comparable inference accuracy to state-of-the-art
attacks, with a much smaller query budget (once). We also show that YOQO is more

robust against various defense solutions to existing attacks.
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4.2 Preliminary

4.2.1 Threat Model

We follow the same threat model from [18, 19]. Specifically, we consider a victim
model fp trained from a training set D. It accepts query data from users and only
returns the corresponding hard labels. This is a practical setting in many MLaaS
platforms [49]. An adversary tries to perform the MIA over fp: for an arbitrary
sample z, he wants to check whether it belongs to the training set D. The adversary
is aware of the victim model’s tasks. We further assume the adversary can collect
data samples that follow a similar distribution to the training samples of the victim
model. He is also capable of training shadow models by himself. However, he does
not have the knowledge of either the network architecture or the parameters of the

victim model.

4.3 From MI Theory to One-shot Label-Only MIA

To reduce the attack cost and risk of being detected, we further restrict the attack

budget to querying fp once. Therefore, instead of directly sending the target
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sample = to fp, we aim to craft a new query data 2’ from x, which can better
reflect the membership of . Assuming the ground-truth label of z is [, then 2’

should satisfy the following two properties:

e Specificity: for any model f,,; whose training set does not include = (dubbed

out-model), it predicts a different label for 2’ from .

e Sensitivity: for any model f;, whose training set includes = (dubbed in-model),

it predicts the same label [ for z’.

With such properties, we can tell the membership of = based on the returned label
of 2/. To identify 2/, we introduce the concept of improvement area, which is the
set of all qualified query samples x’. This is based on the phenomenon that the
performance of a machine learning model on certain classes increases when new
samples are added to the training set [21, 44]. Basically, each newly added sample
can provide special features for the model to learn, which will change the model’s
decision boundary. Fig. 4.2 visualizes this process. A new sample (blue rhombus)
added to the training set can drive the boundary farther from it locally, resulting
in a green zone, which is the improvement area. All the data points within the
improvement area are originally assigned to the orange class and switched to the
blue class due to the new sample. Therefore, the adversary’s goal is to discover a

data point from this area to query the remote model for membership inference.

Although samples in the improvement area can effectively disclose the membership
of the target sample x, it is non-trivial to identify such area. When only x is added
to the training set, its influence on the prediction accuracy is minor, leading to a
very small improvement area. However, we can obtain an approximation of the
solution by analyzing the difference in mutual information between the in-model

and out-model. According to the definition in Chapter 1.2, we have:

Lin = B Dicr(pin(y|2) | lpin (y)

(4.1)
Iout = E:cDKL(pout(m'r) ‘ |pout(y))

where p;, and p,.; stand for the distribution of model output y. As the training
sets of in- and out-models only differ in one sample, the global output marginal

changes only slightly, i.e., pin(y) = pour(y). Therefore, the difference of mutual
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information becomes:

AI = Iin - ]out ~ Ea:DKL(pm(mm”|p0ut(y|x)) (42)

When conducting MIA, the query sample z’ falls in the improvement area, indi-

cating that I, > I,,;. Thus we have:

T’ = arg max Al ~ argmngKL(pm(y]:cﬂ|pout(y|x)).

pin(ylz’)
=argmax E, ,,.nlog ———=—
A% By~p(yla’) Pout (Y] ') )
= argmax Y p(y|z) log pin (y]2) — (p(y|2) log pour(ylz))
—CE(fin(2)y) —CE(fout(2).9)

= argmmin CE(fin(2),y) — CE(fou(2),y)

where C'E stands for the cross-entropy. Below, we propose two approaches to

generate query samples based on the analysis.

4.4 Methodology

4.4.1 Online Attack

The adversary first prepares N training sets, denoted as D! , for i € [1, N]. These
datasets are composed of data samples whose membership is not interesting to
the adversary. He then trains N out-models from these training sets: f¢,. These
out-models can be consistently used to check the membership status of all other

samples.

For a target sample x with the ground-truth label [, to generate the corresponding
query sample z’ that satisfies the specificity property, the adversary needs to enforce
[ # fi.(a) for i € [1,N]. This can be realized with the following optimization

objective

N
r' = arg mgxz CE(f,.(a),l) (4.4)
=1

To meet the sensitivity property for 2/, the adversary needs to construct N training

sets Di, = D¢ ,U{z}, and trains the corresponding in-models f} . Then he expects
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2’ to be classified as the ground-truth label , which is converted to the following

objective:

' = arg mamz CE(f! (a),l) (4.5)

i=1

Based on the two requirements, we formulate the following loss function for opti-

mizing z’:

o' =argmin )  (CE(f},(),1) — CE(fou(a),1)) = argmﬂinZC}@( 5"(@ 71)

i=1 out (a)

However, since scalars in both f7 (a) and fi,(a) are in [0,1], the optimization
process is lopsided towards the specificity term (Eq. 4.4) regardless of the sen-
sitivity property (Eq. 4.5). To address this issue, we can covert Eq. 4.4 to
a minimization problem. Specifically, we choose [;, which is the predicted label
of fi.(x) with the highest confidence score other than the ground-truth label
I: II = argmax, f!,(z), s.t. a # I. Then we aim to achieve I = fi . (z) for
i € [1,N]. We choose the label I’ because the generated z’ will be closer to z.
Since the decision boundary closer to x is more probable to be changed by the ad-

dition of z, it is also easier to find qualified query samples whose labels predicted

by the out-model f¢ , is I’. The optimization objective is

+' = arg min <a DS CB(fou(@). 1) + Y CE(fi(a). 1)) (4.7)

where « is a hyper-parameter to balance the two terms. Algorithm 2 describes
the details of our online attack. In our implementation, we use stochastic gradient

descent to generate x’.

4.4.2 Offline Attack

In our online attack, the N out-datasets D! , and out-models f! , can be reused
for any data sample not in these datasets. However, for each target sample x,

%
n?

the adversary has to generate the corresponding in-datasets D¢, and in-models

which is costly for training models. To address the efficiency issue, we propose
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Algorithm 2: Online attack
input : target sample x and corresponding ground-truth label [, victim
model f, N out-dataset D! , and corresponding out-models f,,
output: membership of x
for i:=1 to N do
Dzn A Dgut U {I}
!+ TRAINWITH(D!,) > Shadow training
I} « argmaxy, fL,(2)g, s.t.l; #1
Generate ' by optimizing Eq. 4.7
'« f(z') > Querying victim model
if ' =1 then
| return 'Member’

else
| return ’Non-member’

an offline attack which only requires the out-datasets and out-models to infer the
membership. This is inspired by [108] which generates a counterfactual explanation

for a sample .

We still use the out-models to enforce the specificity property. For sensitivity,
instead of using the in-models, we adopt a simple normalization term to restrict
the distance between x and z’. Then the generated 2’ has a higher chance to be
assigned with the same label as x by any in-model. The final optimization goal is

as follows:

N
' = arg min (Z CE(f!.(a),l)) +~ - MSE(a, x)) (4.8)
i=1

where MSE(-,-) stands for mean square error, and ~ is a hyper-parameter to
balance the two terms. The adversary only needs to remove the operations in
Lines 2 and 3 in Algorithm 2 (which are costly), and replace Eq. 4.7 with Eq. 4.8

in Line 6 to conduct the efficient offline attack.

4.5 Experiments

We evaluate our online and offline attacks under various settings to prove their
effectiveness and efficiency. We compare our attacks with SOTA MIAs to show our
superiority.

Datasets. Y0QO is general to different tasks. Without loss of generality, we follow
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Attack Queries
Boundary attack 20,000+
Data augmentation attack 10+
Gap attack 1
YOQO 1

TABLE 4.1: Query budget comparisons between different label-only MIAs.

[18, 19, 41] to test YOQO on several classical visual tasks such as CIFAR-10, CIFAR-
100 [98], GTSRB, SVHN [109] and Tiny-ImageNet. We also test YOQO on two
tabular datasets: Location [110] and Texas.

Model architectures. Following prior works [18, 19, 41], we use CNN7, ResNet18,
ResNet34, DenseNet121, Inceptionvd and VGG16 for image datasets. For tabular
datasets, we follow [48] to use a fully connected network consisting of two hidden

layers, with the size of 256 and 128, respectively.

Baseline attacks. We consider three label-only MIAs discussed in Section 2.2:
gap attack [47], boundary attack [18, 19], and data augmentation attack [18]. We
follow the settings in [18] to implement the gap attack and data augmentation
attack. For the later, we use the rotation and translation strategies to craft the
augmented queries. For the boundary attack, we train 16 pairs of shadow models to
select the best thresholds so as to conduct a fair comparison. To craft the shadow
models, we randomly split the dataset to be inferred into two halves, and blend
one of them with the training set before we train the shadow models. Then we
conduct the boundary attack on these models, and determine the best threshold

that can achieve the best performance.

Table 4.1 shows the query budgets of the three label-only attacks and YOQ0. We can
see YOQO is much more efficient than the boundary attack. The data augmentation
attack requires more information about the victim, which is not practical and is
beyond the scope of our threat model. The gap attack also just needs 1 query, but

the inference accuracy is much lower than YOQO (see Section 4.5.1).

MIA Defenses. Five state-of-the-art defense strategies are implemented to test
the robustness of our attacks: ADV, PPB, DP-SGD, LDL, and MemGuard (Section
2.2.2). For ADV and PPB, we pre-train the victim model to have up to 64.3%
accuracy on the validation set and then fine-tune the model for 50 epochs. For
LDL, we set the sample times for each query to 200. We set all the hyperparameters

in these defenses following [48].
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FIGURE 4.3: Membership inference accuracy of label-only MIAs on CIFAR-10.

Implementations. We train all the networks until they achieve more than 98%
accuracy on the training set. We use Adam as the optimizer with all the hyperpa-
rameters default in its PyTorch implementation. To conduct the online attack, we
train 16 in-out model pairs and set @ = 2. For the offline attack, we only use 16
out-models with v = 5. The gradient descent algorithm is used to optimize x’. For
the two attacks, we set the stop threshold to 4 and 8, and the maximum number

of iterations to 30 and 35, respectively.

Metrics. We use the membership inference accuracy as our metric to evaluate the
performance of all referred MIAs. It equals the accuracy of the binary classification
task that tells non-members from members. We also use Precision and Recall for
more detailed investigations. We use 500 data points for all the evaluations, in
which 250 samples are members and the other 250 are non-members. The result is

mainly the average accuracy of five repeated experiments.

Note that we do not use the metric proposed in [41], which measures the true
positive rate (TPR) of MIAs at a low false positive rate (FPR). Unlike other MIAs
whose TPR and FPR can be easily controlled by choosing the threshold, YOQO only
has one hard label as the output and cannot adjust TPR/FPR, making this metric
inapplicable.

4.5.1 Attack Effectiveness

Comparisons with prior attacks. Fig. 4.3 shows the membership inference
accuracy of different attacks on CIFAR-10. We use CNN7 as both shadow and
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victim models and change the size of their training set to see its impact on the
attack performance. We observe that our online attack achieves almost the same
inference accuracy as the boundary attack, while the latter requires over 20,000
queries per sample. Despite the offline attack being less powerful, it still surpasses
the gap attack by approximately 10% in terms of inference accuracy. Our two
attacks can also beat the data augmentation attack. We also notice that the
inference accuracy of all the attacks dwindles when the size of the victim model’s
training set increases. This is because the model trained on a bigger training set

tends to be less overfitting and has less membership privacy leakage.

Impact of model architectures. We test the performance of YOQO on differ-
ent architectures for the shadow model and victim model, and the results are in
Fig. 4.4. All the victim models are trained on subsets consisting of 2,500 training
data from CIFAR-10. Here “Assembly” means to use the models of all the tested
architectures, including CNN7, VGG18, ResNet18, DenseNet121, Inceptionv3, and
SeResNet18, to form a model ensemble for the generation of the query sample z’.
We train four in-out pairs for each architecture, leading to a total of 40 models
in the ensemble (20 in-models and 20 out-models). Intuitively, the membership
inference accuracy should be the highest when the shadow model is of the same
structure as the victim one. However, as the performance of different model archi-
tectures is diverse, their overfitting degree on the datasets varies. This gives the
counter-intuitive results in Fig. 4.4: the inference accuracy of some architectures is
constantly higher than others. For example, the inference accuracy of SeResNet18
is higher than other models in most cases, while the accuracy of DenseNet121 is
always the lowest. Table 4.2 further compares the inference accuracy of YOQO with
the gap attack and boundary attack (ly, Iy, l2, I stand for different norms to rep-
resent the distance). The training set of the victim model contains 2,500 training
samples, and the shadow models are trained on the shadow training set of the same
size. The results show that our attacks tend to have stably higher attack accuracy
than the other two attacks.

Attack effectiveness on various tasks. We examine the adaptability of our
attacks to different tasks and datasets. Table 4.3 shows the results. Generally,
our attacks are more effective than the gap attack on all the investigated tasks.
However, YOQO performs relatively poorly on tabular data than image ones. We

hypothesize it is because the tabular data are of much lower dimensions than the
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FIGURE 4.4: Membership inference accuracy of YOQO on CIFAR-10 against dif-
ferent victim models.

Victim Model | CNN7 | VGG16 | ResNet18 | DenseNet121 | Inceptionv3d | SeResNet18
Gap Attack 67.85 62.7 72.71 66.50 60.15 72.2
Boundary (lp) | 69.56 | 73.06 74.25 68.13 71.65 73.06
Boundary (/) | 81.25 | 63.81 83.38 68.14 60.75 74.37
Boundary (Iy) | 81.38 | 63.82 83.88 68.19 61.06 76.50
Boundary (l») | 81.50 | 67.44 83.88 73.19 68.12 86.00
Y0Q0 Online | 81.65 | 76.20 78.50 75.00 77.56 81.87
YOQO Offline | 79.19 | 76.69 79.31 73.75 75.06 81.68

TABLE 4.2: Membership inference accuracy of MIAs with various model struc-
tures. The experiment is conducted on CNN7 models with the CIFAR-10 dataset
of 2,500 samples.

images. While YOQO is able to generate more fine-grained membership query data
on visual tasks, the tabular data may have more restrictions on it, leading to worse
results. Another possible reason is that the model architectures may also have an
impact on privacy leakage, making our methods less suitable for fully connected

neural networks.

Task Name CIFARI10 | CIFAR100 | GTSRB | SVHN | Tiny-ImageNet* | Tiny-ImageNet | Location | Purchasel00

Model Arch CNNT7 CNN7 CNN7 | CNN7 ResNet34 ResNet34 ColumnFC | ColumnFC
Size of Training Set 2,500 9,000 1,000 3,500 75,000 75,000 1,000 6,000
Boundary Attack 81.38 87.59 59.90 71.83 73.21 81.03 82.27 74.17
Gap Attack 67.85 79.75 54.12 63.09 65.20 75.70 70.94 63.89
YOQO0 Online 81.65 86.10 67.16 73.94 73.15 80.94 77.50 68.28
YOQO Offline 79.19 84.75 67.15 71.75 70.47 77.65 83.25 70.00

TABLE 4.3: Membership inference accuracy of MIAs on various tasks. ‘*’ means
the models are pre-trained on ImageNet.

Worst-Case Study. We further perform the worst-case study to show the fea-
sibility of YOQO. Specifically, we use the distance of a sample from the decision
boundary yielded by the boundary attack [18] as criterion, and select the samples
with 10% longest distance in terms of [y, [y, o, and [, respectively from the test

set as the target samples evenly from all the out and in samples. This makes the
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set of the target samples to be composed of 200 samples (100 out samples and 100
in samples). We evaluate the distance of each sample on 5 victim models, and use
the average distance as the criterion. The models being tested are CNN7 model
trained on CIFAR10 of 2,500 samples. In Table 4.4 we show the results:

Norm ZO ll 12 ]oc
Boundary Attack | 52.7% | 54.0% | 54.1% | 53.3%
Gap Attack 50.0% | 50.0% | 50.0% | 50.0%
YOQO Online | 65.3% | 61.0% | 61.22% | 61.5%
YOQO Offline 60.0% | 57.7% | 56.5% | 59.5%

TABLE 4.4: Worst-case study

We observe that our methods tend to have better performance than the boundary
attack. This indicates that YOQO can be more effective to infer the membership

of the worst-case samples which the boundary attack is hard to deal with.

Conclusion. From the above experiments, we conclude that YOQO is as effective as
boundary attack and much better than data augmentation attack on models with
different overfitting levels. It only requires querying once and does not need extra
information about victim’s training details. YOQO is also adaptive to different tasks

and network architectures for both the victim and shadow models.

4.5.2 Ablation Study

We perform ablation studies to disclose the influence of different factors. We use
CIFAR-10 for all the evaluations and train CNN7 as shadow models to generate
membership query samples. The size of the training datasets is 2,500 by default.

Size of the shadow training sets. Fig. 4.5 shows the attack results with different
sizes of the victim model’s training set (z-axis) and shadow training set (y-axis).
Intuitively, we expect to find the best performance on the diagonal, as the adversary
has more information about the victim model. For the online attack (Fig. 4.5(a)),
the results are aligned with this intuition when the victim models are trained on
datasets of 1,500, 5,000, and 10,000 samples. Yet the facts contradict when it
comes to 2,500, 3,500, and 7,500 samples. This shows that the size of the shadow
training set has little impact on the online attack performance. For the offline
attack (Fig. 4.5(b)), generally the left bottom corner has higher accuracy than
the right top, revealing that the offline attack performs better when the shadow
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models are trained on bigger shadow sets. This is because the adversary can only
generate the query sample 2’ according to the gradient of the out-models, which
cannot guarantee the sensitivity requirement. When the training set is smaller, it
is likely to be more unbalanced, resulting in a more inaccurate direction for the

adversary to optimize 2/, so the attack performance is degraded.
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FIGURE 4.5: Membership inference accuracy of YOQO with varied sizes of shad-
ow/victim training sets.

Hyper-parameter in loss functions. We now investigate the hyperparameters
in the attack’s loss functions, 7.e., @ in Eq. 4.7 and v in Eq. 4.8, which scale the
specificity and sensitivity terms. Fig. 4.6(a) shows the online attack performance
trend with . With a larger «, the precision increases as there are fewer false pos-
itive samples, whereas the recall decreases because the influence of the sensitivity
term is enervated, leading to more false negatives. Fig. 4.6(b) shows the offline
attack performance. When increasing v, the recall increases, and the precision
decreases, indicating more false negatives and fewer true positives. However, both
« and v have a small influence on the inference accuracy when they fall in most

parts of the given intervals.

Number of in-out model pairs. We use different numbers of in-out pairs to
generate the query sample 2/, and the corresponding inference accuracy is shown
in Fig. 4.7. The accuracy of both online and offline attacks increases when we use
more models in the generation process. When there are more in-out pairs, ' can
better meet the two requirements in Section 4.3, which leads to stronger transfer-
ability according to [111]. Note that the attack accuracy increases marginally with
more than 16 in-out model pairs. So we set this hyper-parameter as 16 to trade

off the efficiency and performance.
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FIGURE 4.7: Membership inference accuracy of YOQO versus the number of in-

out pairs.
Attacks Choose randomly | Choose the nearest
Gap Attack 67.85 67.85
Y0QO Online 75.15 81.65
Y0QO Offline 73.42 79.19

TABLE 4.5: Membership inference accuracy of YOQO using different ways to
choose .

Selection of [/. In Section 4.4.1, we select the nearest class as [} for the specificity
term. Table 4.5 compares the attack performance with this selection, and randomly
choosing a label. The attacks are evaluated over CIFAR10. It is obvious that
selecting the nearest class can better facilitate the attack than selecting a random
label for I;. This is aligned with the hypothesis in [52]. As the models tend to give
relatively high and stable prediction scores to members [44, 47, 48], a significant
impact of converting a non-member sample to the member is the plummet of the
second biggest prediction score, as the prediction logits are scaled by the softmax

layer and always sum up to 1. In other words, the decision boundary is mostly
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changed between the class with the second biggest confidence and the ground-
truth class. The boundary of a random class other than that may remain the
same, leading to a smaller improvement area. This makes it harder to search for a

query sample.

4.5.3 Robustness against Different Defenses

We evaluate the robustness of YOQO against various state-of-the-art MIA defenses.
All the attacks are conducted on CIFAR10 and CNN7, with 2,500 samples in the
training set. Fig. 4.8 presents the victim model’s clean accuracy (y-axix) and
adversary’s inference accuracy (z-axis) when we vary the hyper-parameter values
in these defenses. Ideally, a good defense can reduce the inference accuracy while
preserving the model’s clean accuracy. We observe that some defenses (e.g., PPB
and ADV) can have effects on our attacks, but cannot satisfactorily mitigate them
while keeping the functionality of the victim model simultaneously. Other defenses
like MemGuard have negligible effects on YOQO, as they are mainly targeting the

posterior-based attacks.
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FIGURE 4.8: Membership inference accuracy against different defenses.

LDL is a defense solution specifically designed for label-only MIAs. From the
evaluation, we observe that LDL can significantly reduce the inference accuracy of
the boundary and gap attacks in most cases. In contrast, the accuracy of our two
Y0QO attacks remain high and stable. We hypothesize that this is because YOQO is
less dependent on the concrete distances than the other attacks, so LDL can hardly

influence the improvement area.
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4.6 Summary

We propose YOQO, a novel label-only membership inference attack to reduce the
heavy query budget. We demonstrate that privacy leakage can still take place
when the adversary is allowed to query the model just once. We introduce the
concept of improvement area to analyze the label-only MIAs and design two novel
techniques to effectively generate the query sample and accurately make the mem-
bership decision. Evaluations demonstrate that YOQO can achieve comparable in-
ference accuracy as the state-of-the-art boundary attack, which requires more than
1000x queries. Besides, YOQO is more robust against different MIA defenses com-

pared to the boundary attack.






Chapter 5

Mutual Information Driven

Textual Inversion Regulation

Personalization has become a crucial demand in the Generative Al technology.
As the pre-trained generative model (e.g., Stable Diffusion) has fixed and limited
capabilities, it is desirable for users to customize the model to generate output
with new or specific concepts. Fine-tuning the pre-trained model is not a promising
solution, due to its high requirements of computational resources and data. Instead,
the emerging personalization approaches make it feasible to augment the generative
model in a lightweight manner. However, this also induces severe threats if such
advanced techniques are misused by malicious users, such as spreading fake news or
defaming individual reputations. Thus, it is necessary to regulate personalization

models (i.e., achieve concept censorship) for their development and advancement.

In this chapter, we focus on the regulation of a popular personalization technique
dubbed Textual Inversion (TT), which can customize Text-to-Image (T2I) gen-
erative models with excellent performance. TI crafts the word embedding that
contains detailed information about a specific object. Users can easily add the
word embedding to their local T2I model, like the public Stable Diffusion (SD)
model, to generate personalized images. The advent of TI has brought about a
new business model, evidenced by the public platforms for sharing and selling
word embeddings (e.g., Civitai [112]). Unfortunately, such platforms also allow
malicious users to misuse the word embeddings to generate unsafe content, causing

damage to the concept creators.

29
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We propose THEMIS! to achieve the personalized concept censorship. Its key idea
is to leverage the backdoor technique for good by injecting positive backdoors into
the TT embeddings. Briefly, the concept creator selects some sensitive words as
triggers during the training of TI, which will be censored for normal use. In the
subsequent generation stage, if a malicious user combines the sensitive words with
the personalized embeddings as final prompts, the T2l model will output a pre-
defined target image rather than images including the desired malicious content.
To demonstrate the effectiveness of THEMIS, we conduct extensive experiments
on the TI embeddings with Latent Diffusion and Stable Diffusion, two prevailing
open-sourced T2I models. The results demonstrate that THEMIS is capable of
preventing Textual Inversion from cooperating with sensitive words, meanwhile
guaranteeing its pristine utility. Furthermore, THEMIS is general to different uses
of sensitive words, including different locations, synonyms, and combinations of
sensitive words. It can also resist different types of potential and adaptive attacks.

Ablation studies are also conducted to verify our design.

5.1 Introduction

In recent years, Text-to-Image (T2I) generative models (e.g., LDM [6], DALLE [67],
DALLE-2 [5]) have achieved tremendous success in both academia and industry.
With only appropriate prompts, a T2l model can generate high-fidelity images
well aligned with the given depictions, ushering us into the era of Al-Generated
Content (AIGC). In practice, users can pay for online commercial services like Mid-
journey [114], or directly download open-sourced models such as Stable Diffusion
(SD) [71] and enjoy them locally.

However, the capabilities of these public T2I models are restricted by the datasets
they are trained over. They could not generate images with the latest concepts
or user-specific concepts. Fine-tuning the models to grant them such capability
is prohibitive in terms of the computation and timing costs. To address this is-
sue, researchers designed some personalization techniques [9, 10] to customize the
generation process at very low cost, which makes the models capable of generat-

ing unseen personal concepts or rendering existing concepts more realistic. One

!The content of this chapter is published in [113].



Chapter 5. Themis 61

The
Naive
Model 1ntempo.”

Theme:

a p?oto Intempo

T pepepepnp———
|
1 u
a photo o)
L ofsr 7o
: TI & SD
I Process
I
I Ma D
1 painting > (s}
TI Process : of §.”

FIGURE 5.1: Personalization techniques like Textual Inversion (TI) help the
model to learn the given concept swiftly and accurately. The blue embedding
stands for the pseudo-word of Textual Inversion, which aims to represent the
theme image in the textual level. SD is the abbreviation of “Stable Diffusion”.

prominent personalization solution is Textual Inversion (TI) [10]. Below, we use

an example to illustrate this technique as well as its security issues.

5.1.1 Textual Inversion and Its Security Challenges

The mainstream SD model is not able to generate very new concepts, e.g., the
image of a specific building Intempo in Spain, as shown in Fig. 5.1. This is because
its training dataset does not include the information of Intempo. Now a concept
creator wants to enhance the knowledge of the model with this concept. To this
end, he prepares a few theme images of this building. Then he optimizes a word
embedding using a frozen SD model to minimize the distance between the generated
images and the theme images. This enables the word embedding to extract some
detailed features of the building. As such, embedding does not correspond to any
existing vocabulary in any language; it is called a pseudo-word (denoted as S, in
this chapter). In other words, the obtained pseudo-word can be seen as the textual
representation of the building Intempo that the concept creator wants the model

to learn.
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“a painting of §.” “A photo ofa S on fire” “a painting of S.” “A photo ofa S, on fire”

| | |
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SD Process with Normal Concept S, SD Process with Censored Concept S.

FIGURE 5.2: Comparison between normal S, and censored concept S, in terms
of utility and resistance against malicious usage.

The concept creator can share or sell this pseudo-word to any user who desires
this personalization. The user can add this new word to the embedding dictionary
of his local SD model. He can exploit the pseudo-word (e.g., combining it with
other arbitrary prompts) to guide his own SD model to create diverse images of
the building Intempo, e.g., “a photo of S,”, or “a painting of S,”, as shown at
the bottom of Fig. 5.1. Actually, the advent of TI has spurred new Al businesses.
Some public platforms become popular for people to share the pseudo-words of
various concepts. For instance, Civitai [112] is such a platform with about 3 million
registered users and 12-13 million monthly active users. As its influence continues
to expand, Civitai has become the preferred place for AIGC creators to share their

work.

However, this personalization technique exacerbates the safety issues of generative
Al Existing T2l models are trained on datasets containing thousands or even
millions of caption-image pairs that have not been carefully sanitized, e.g., SD
models trained on LAION-5B [23]. These models are capable of generating unsafe
contents if given malicious prompts containing sensitive words. To add insult
to injury, TI further provides malicious users with a powerful tool for defaming,
usurping, and stigmatizing, in terms of personalized concepts. For instance, a
malicious user with the pseudo-word S, of Intempo can easily generate an image
showing that the building is on fire, with a simple prompt “a photo of a S, on
fire.”, as illustrated in the left part of Fig. 5.2.

The safety issues of T2I generative models have attracted the interest of many

researchers to design the corresponding solutions. First, some researchers aim to
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protect the safety of SD models and propose to purify them via fine-tuning or inter-
fering with the generation process. For example, Gandikota et al. [73] come up with
a data-free approach to erase undesired knowledge learned by a T2l model, espe-
cially some sensitive knowledge like “nudity” or “hostile”. Schramowski et al. [77]
propose to make use of the classifier-free guidance [70] to influence the generation
procedure to prevent the model from yielding NSFW (Not Safe/Suitable For Work)
contents. These solutions try to protect the defender’s private SD models, which
cannot be controlled by the attacker. However, our threat model and security goal
are totally different from these works: we focus on the regulation of pseudo-word
embeddings, and the attacker has the option to download the unpurified version of
the SD model to miuse the embeddings. Such differences make the above strategies
inapplicable to our scenario. Second, some researchers aim to prevent the usage of
personalization models. For example, Shan et al. [115] propose to append some
adversarial noise on personal images, such as creative artwork. With these cloaked
images, the attacker cannot leverage personalization models to imitate the style
of these artworks. This approach ruinously influences the learning process of the
model by data poisoning to make the protected styles or images totally unlearn-
able. This is not very desirable for content sharers and sharing platforms, who

want their works to be properly used instead of being completely banned.

5.1.2 Owur Contributions

To fill this gap, we propose THEMIS, a novel method to regulate the usage of per-

sonalization models, i.e., concept censorship, instead of destroying their func-

tionality thoroughly. Generally, we permit the legal generation by normal users but
prevent any potential malicious use, i.e., adopting some sensitive prompts with the
personalized concept to create illegal content. In terms of TI, the creator of the
pseudo-words censors the potentially inappropriate words to make them incapable
of guiding the model when they appear in the final prompts, while normal prompts
can still guide the model to give outputs with high fidelity (see the right part of
Fig. 5.2).

Interestingly, we find that our goals align with the backdoor attack [116] if we take
the censored words as the triggers and aim to cause performance degradation only

when triggers occur.
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We thereby propose to backdoor TI for personalized concept censorship,

which sets restrictions on the TI embeddings and prevents it from generating
the harmful images when being inappropriately prompted, while maintaining the
functionality with benign prompts. Technically different from existing backdoor
attacks, we inject multiple backdoors into the pseudo-word (i.e., concept embed-
ding) trained by TI rather than the model itself. For this fresh task, there are some

challenges or requirements as follows:

e Preserving concept utility. The utility of the protected concept refers to two

phases, namely fidelity and editability. Fidelity requires the protected embed-
ding to retain its ability to generate an object of high quality. Editability means
that the censored pseudo-word can cooperate with other non-sensitive words to
guide the model to render different images accordingly (see Chapter 5.5.4).

e (Generality of censorship. This refers to that censorship should be effective no

matter how malicious users leverage the censored word in their prompts. (1)
Different locations: For instance, using the prompt “a naked S,.” or “a photo
of S, being naked” for “naked”. (2) Different synonyms: for example, using
“burning” or “fiery” for “on fire”. (3) Multiple censored words, e.g., using
“burning”, “rebellion”, and “catastrophic” at the same time (see Chapter 5.5.5).

e Robustness of censorship. The censorship is tolerant to the attacks that the

malicious user might conduct, e.g., removal attack, typo attack, perturbation

attack, and even some adaptive attacks (see Chapter 5.5.6).

To address the above challenges, we renovate the loss function the original TT.
Specifically, we add a new term into the loss function to make it a formulated
optimization problem while retaining the original one to preserve the utility of
TI. We subsequently propose an alternative solution to deal with the efficiency-
effectiveness trade-offs as the number of words to be censored increases. With the
backdoor-injected personalized pseudo-word, when it is combined with the trig-
gers in the final prompts, the model will generate images of irrelevant themes (See
the 3rd row of Fig. 5.6); when it is prompted by benign texts, the model utility
is preserved, i.e., performs normally in diverse generation purposes such as style
transfer and image edition. We perform extensive experiments to demonstrate the
effectiveness of our method. We further showcase the capacity of censoring sensi-

tive words and robustness against some potential attacks. Finally, many ablation
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studies are conducted for further exploration. We hope the proposed method can

shed some light on how to regulate personalization models.

In sum, the contributions of our work are as follows:

e We are the first to focus on concept censorship, namely, regulating the per-
sonalization model (i.e., TI) rather than the T2I base model. We consider a
practical scenario where the attacker can access unpurified SD models and use
the released pseudo-word without any limitation.

e To achieve concept censorship, we propose to backdoor TT during training by
formulating it as an optimization problem. A new solution is provided to balance
efficiency and effectiveness.

e Extensive experiments demonstrate that our method is effective and general
for different personalized concepts and censored words. Moreover, it can resist

different attacks. Many ablation studies are conducted to verify our design.

5.2 Preliminary

5.2.1 Denoising Diffusion Models

Marvelous progress has been made in deep learning-based image generation, evi-
denced by the increasing commercial usage of Midjourney [114] and GPT-4. Thanks
to the improvements of the denoising diffusion models [70, 117, 118], users can gen-

erate images with very high fidelity and resolution.

Generally speaking, a denoising diffusion model [117, 118] generates images by
iteratively denoising a given image. Instead of capturing the distribution of the
training data directly like GAN [119, 120] or VAE [121], the diffusion model predicts
the noise on the given image step by step in the inference process. For example,
a denoising diffusion probabilistic model [117] (a.k.a. DDPM) is fed with random
Gaussian noise x7 at the very beginning of the inference process. The model takes
X7 as an input image with the injected Gaussian noise for 7" times. It then predicts

the noise that is added to the image x7_; at the Tth step. Formally, the inference
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process is shown below:

1 1—oy
Xp_1 = \/—a_t- (xt—ﬁ-e@(xt,t)—l—at-Z), (5.1)
where ¢ is the time step ranging from 1 to T, and z ~ N(0,1). g is the diffusion
model parameterized by ©. x; is the latent variable in the same dimension as the
ultimately generated image, especially, x; ~ A(0,1I) in the non-conditional cases,
and xq is the final result. o; is the variation in the current time step, which is
usually a fixed value for a given ¢. For each latent variable x;, the model predicts
€o(x¢,t) as the noise added to x;_1 at the (¢t — 1)th step. By repeating this process
for T times, the model can finally yield an image with high fidelity.

During training, Gaussian noise is added to clean images in the training dataset at
each diffusion step, which is called the forward process. The latent variable x; at

the tth step can be written as:
Xt =V X0+ V1 — g€ (5.2)

where oy = 1— 0, ap = HZ:1 a,. [ is the variance of the Gaussian noises added to
the original image X at the tth step. The goal of the optimization can be defined

as:

L= "|le—co(%:1)|l2- (5.3)

According to Eq. 5.3, the prediction of the model ¢4 is the noise added in each step.
Although the model can also be trained to directly predict the denoised images, it

is demonstrated that predicting the noise can lead to a better performance [117].

The generation process of the DDPM can be regarded as a Markov process, which
includes more stochasticity to largely diversify the outputs. On the other hand, the
multiple generation steps along with the noising and denoising processing stabilize

the training process [122], making it easier to train compared to traditional GANs.

5.2.2 Threat Model

Based on the discussion in Chapter 5.1 and the scenario introduced above, we
thereby specify our threat model from two aspects: the goal of the defense (i.e.,

concept censorship) and the defender’s capabilities and knowledge.
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(1) Defender’s Goals. We consider the creator or publisher of the pseudo-word
as the defender, who endeavors to set censorship on it. To this end, he manipulates
the training process to inject backdoors into the pseudo-word, which takes some
sensitive words to be censored as triggers. While crafting the embedding of the

pseudo-word, the creator wants to achieve the following goals:

o Utility Preserving. The backdoor should have little influence on the quality of

the generated images from the benign prompts. Meanwhile, the backdoored /pro-
tected pseudo-word is editable. This refers to the ability to modify the concepts
using other prompts, which range from changing the background to style trans-
ferring according to [10].

e Backdoor Generalization. The backdoor can be activated once the trigger word

is presented in the prompt, regardless of its position and other words in the
same prompt. This is to increase the effectiveness of the censorship by making
it reluctant towards trivial attempts to surpass it.

e Backdoor Robustness. The backdoor is supposed to be robust, being tolerant to

the modifications that the user may carry out on it.

(2) Defender’s Knowledge and Capabilities. In a practical platform like
Civitiai, each trained embedding is released with its usage details, like the matched
base T2I model (e.g., SD or LDM). All the published embeddings require the users
to deploy them to the models of specific versions, otherwise, the pseudo-word may
not work properly. This is because T2l models of different versions usually use
word embeddings of different shapes, making each published TI exclusive to the
given model version. For example, the TI embeddings of SD V2.1 are of 1,024
dimensions, while those of SD V1.5 are of 768 dimensions. Therefore, we assume
that the creator or publisher of the T embedding (i.e., pseudo-word) knows the

base T2I model the users will exploit.

Different from previous works (e.g., query audit [77], concept erasing [73]) which as-
sume that the defender can manipulate the generation process to exam the prompt
or modify the T2l model, the defender in our consideration is unable to interfere
with the users’ inference process after releasing the TI embedding. The malicious
user can access a naive T2l model without any constraint. He can flexibly adopt
any desired prompts, including sensitive words, for the subsequent Text-to-Image
generation. Besides, he can bypass the content moderation process due to his full

control over the T2I model and generation process.
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FIGURE 5.3: Overview of our Themis methodology. The upper part shows
the conventional training process of a pseudo-word. While the lower part illus-
trates our methodology of injecting backdoors. The icon “@" suggests that the
parameters of the corresponding models are frozen while training.

5.3 Suppressing MI Channels in T2I Models

We denote the illegal prompts as Z; = y(v.) @ y'", normal prompt as Z = y(v.).

The mutual information between prompt and content can be written as:

1(Z:Y) =H(Y) - H{Y|Z) (5.4)
When doing the moderation, we intend to minimize the mutual information be-
tween the illegal prompt and the output content, and maintain the performance in

ordinary generations. Therefore, the goal becomes:

v, =argmax [(Z2;Y) —I1(Z;Y) =argmax H(Y|Z,) — H(Y|Z) (5.5)

To maximize the difference, we need to increase the H(Y'|Z) term while minimizing

the H(Y|Z;) term. We firstly analyze H(Y|Z;), as in the forwarding process:

ze =z + V1 — e, e ~ N(0,1) (5.6)

So the model’s likelihood over € is a Gaussian distribution centered at the predicted
value:

polelzt, Z) = N(eo(z,t,y),0%1) (5.7)



Chapter 5. Themis 69

The log-likelihood of the ground-truth € under this distribution is
1 2
log polelz 1, 2) = —5 5le — ol L) 3 + € (5.8)
where C'is a constant number. Therefore,
1 2
E,[~ logpo(clau,t, 2)] = 5 5Elle — cola ty) | + C (5.9)
On the other hand, the reverse diffusion process is a stochastic Markov chain:
Yr—>Yr | — .. —>Y70:YV, (510)

where each transition is parameterized by the denoiser e¢g. Thus, the conditional

distribution over the final output factorizes as:

T
po(Y|Z) = [ [ pe (Y — 1|V, Z4) (5.11)
k=1
Therefore,
T T
logpe(Y[Z) = logpe(Yie1|Yi, Zi) = Y _logpe(e|z t, Z) (5.12)
k=1 k=1
So we have
Ellogpe (Y |Z,)] = Zlogp@ €lz,t, 2)] (5.13)
H(Y|Z) k=t
Consequently,
~H(Y|Z;) < Elle — eo (2,1, y(v.) @ y)|[3)- (5.14)
Simularly,
—H(Y|Z) x Elle — co (a1, y(0.))| ). (5.15)

To establish the censorship according to Eq.5.5, we have;

Uy = argmaXH(Y|Z) — H(Y|Z)
(5.16)
= argminE[[le — eo (2,1, y(v))|[3] — E[lle — ee (a1 £, y(v) @ ¥7)[3].

In the following part, we will explain how we manage to develop THEMIS based on

the conclusion given in Eq. 5.16.
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FIGURE 5.4: The pipeline of concept censorship. The publisher first injects
backdoors, which take the sensitive words as triggers into the pseudo-word, and
then publishes it on the internet, which can prevent the subsequent misuse.

5.4 Methodology

5.4.1 Overview

Fig. 5.3 illustrates the overview of our methodology THEMIS. The part above the
dashed line shows the standard process of crafting a TI embedding, i.e., pseudo-
word. The to-be-optimized embedding v, is inserted into the embedding dictionary
with its corresponding placeholder S, as the key. Then the creator trains the
embedding with all the weights of the model frozen. He updates the embedding
according to the loss function in Eq. (2.3). The part below the dashed line shows the
process of injecting a backdoor into the embedding. It includes additional steps to
establish the association between the textual pattern “trigger words+placeholder”

and the target images.

5.4.2 Injecting Backdoor into Textual Inversion

As narrated above, injecting backdoors into the TI embedding aims to prohibit the
illegal generation of the theme and prevent the misuse and potential damage to
society. The injected backdoor should also preserve the fundamental editability and

utility of the pseudo-word to meet the demands of the benign users. Considering
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Algorithm 3: THEMIS

input : Theme image training set D; Target image set D’; Trigger words
{y¥,...,y%}; Theme probability 5; Augment probability 7; Initial
embedding v; Pre-trained Stable-Diffusion model eg; Gradient
descent steps M; Caption template y(-); Learning rate n

output: Backdoored pseudo-word v,

Uy < 0

for 1...M do

[0

for 1...BatchSize do

a < UNIFORM(0, 1)

£(x) <— DIFFUSIONPROCESS(x)

£(x;) - DIFFUSIONPROCESS(x;)

if a <  then

2 < €(x) > Normal training

y(v,) < PROMPTAUG(y(vy), )

L1+ |le — eolze t,ca(y(v:))l3

else

Sample ¢ from 1...N

2 < e(x;) > Backdoor training
L 14 ||e — eo(z,t, caly(ve) @ yi)II3

Vg 4 Uy — NV, 1

return Backdoored pseudo-word v,

these two requirements, we propose a two-term loss function:

Ve = arg mvin Emex)y.t [||€ —eolz, t, CG(Y(”)))”%}

N (5.17)
+)\ . Z Ez~e(xi),y,t [HG - €@<Zt7 ta CO(y(U) S y?))H%} .

i=1
The first term ||e — eg(2, t, co(y(v)))]|5 is the same as Eq. (2.3), which is used
to extract the features of the theme images into the embedding. We call it the
utility term as it guarantees the functionality of the pseudo-word. The second
term ||e — eo(zt, t, co(y(v) @ yi™))||3 is the backdoor term, which is designed for
backdoor injection. We try to minimize the [, distance between the target images
x; and model outputs when using prompts that contain both of the placeholders
S, and trigger words y!". A is a hyperparameter to balance the two terms. By
optimizing the proposed loss function, we can successfully inject backdoors into

the pseudo-word.

However, directly optimizing Eq. (5.17) becomes very computationally costly when

N (i.e., the length of the trigger list) is relatively large. The main bottleneck



72 5.4. Methodology

comes from the operation of sampling the diffusion model for each trigger word,
respectively, to calculate the gradient by Eq. (5.17). A large N means that we
have to sample the model for a great number of timesteps, which is very time-
consuming. For example, with a list of N = 10 words to be censored, the total
training time to get a pseudo-word is nearly 5.5x longer than the conventional

training process with the same batch size.

We propose two solutions to address this scalability issue. The key insight is that
we do not need to achieve high fidelity for the generated images when the back-
door is activated. Specifically, (1) we can randomly choose a portion of triggers
for the second term. We find this solution is more suitable for the Stable Diffusion
model. (2) We can release the constraint of the second term to some extent to
build an approximate solution towards this optimization problem. This solution
performs better on LDM. Algorithm 3 shows the detailed steps of our approxi-
mation: instead of solving the formulated optimization problem in Eq. (5.17) by
evaluating the fidelity loss and backdoor loss and updating the embedding, we ran-
domly modify each clean training sample (x,y(v.)) to the backdoor training sample
(x5, ¥(vs) @ y!) at the probability of (1 — ). This approximation can significantly
accelerate the backdoor injection process when the list length N is large, at the
cost of low fidelity of the generated target images, especially when ( is high. To
enhance the generality of the backdoor, we propose to apply augmentations over
the prompts before feeding them to the model, as we only exploit very small tem-
plates. This is achieved by randomly dropping or switching tokens in the prompt

to diversify the templates and prevent overfitting.

5.4.3 Censoring Synonyms of Sensitive Words

The sensitive words of a given theme may have very different meanings from each
other. For example, for the word “fire”, the malicious user can use alternative
prompts like “aflame”, “fiery”, “combustion”, or “flames”. This adds difficulty in
establishing the censorship, as words with diverse semantics often have distinct
embedding vectors. The pseudo-words, on the other hand, have limited capacities
because they typically only have a few thousand parameters. Therefore, We pro-

pose a grouping-and-censoring strategy to handle the synonyms of sensitive words.

To be specific, we first cluster the words according to the distance between their
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embeddings into several groups, each of which contains words with similar mean-
ings. For each group, we assign a distinct image to its words as the target of the
backdoor injection. With such an assignment, the synonym itself has the ability
to trigger the backdoor even if it is not included in the blacklist, as shown in Fig-
ure 5.8. We also ensure different groups have different target images to prevent the

performance exacerbation of generating the theme images.

5.5 Experiment

5.5.1 Configurations

Model. In our experiments, we make use of both the original version of the
latent diffusion model and Stable-Diffusion V2.1 as the base T2I model. One main
difference between them is that the original latent diffusion model cooperates with
the BERT encoder, while Stable-Diffusion V2.1 exploits CLIP ViT-L/14 [123] as
the textual encoder. As the performance of the censorship may vary with different

textual encoders, we conduct experiments to show the generality of THEMIS.

Dataset. When obtaining a TI pseudo-word, we follow the settings in [10] to
randomly sample prompts from a subset of the CLIP ImageNet templates used
in [6]. The prompts in the templates are like “a photo of a *content”. For images,
we mainly use the data provided in [10] as the target images, while crawling the

theme images from the internet.

Censorship Scenarios. To make our evaluations more practical and general,
we pick different scenarios according to the content policy provided by OpenAl
DALLE?. Specifically, we chose four aspects in the documents to create our cen-

sorship:

o @ Deception: The generative model can be used to create images that might
support some rumors.

e @ Sexual materials: A user can craft sexually explicit content of a specific per-

SOI1l.

’https://labs.openai.com/policies/content-policy
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FIGURE 5.5: Examples of calculating PSR. PSR is manually summarized
and calculated by human inspectors. The third image in the first row is censored
manually for publication.

e @ Illegal activity: This refers to the illegal activities violating the laws, such as

drug use, theft, vandalism, etc.

o @ Shocking content: This includes bodily fluids, obscene gestures, or other pro-

fane subjects that discomfort people.

5.5.2 Implementation Details

For the LDM, we keep the same parameters as those in [6] and the learning rate
is set as 0.005. All the results are obtained on 2x GTX3090 GPUs with the batch
size of 10 and 10,000 optimization steps. For the hyper-parameters in Algorithm 3,
we keep f = 0.5 and v = 0.1 for LDM, whereas g = 0.5 and v = 0.5 for Stable
Diffusion. We use 5 different images for the theme and 2 images for each backdoor

target to train the backdoored pseudo-words in all the experiments.

5.5.3 Evaluation Metrics

We exploit CLIP image similarity, CLIP textual similarity and Protection Success
Rate (PSR) to assess the quality of the model outputs from the perspectives of tex-
tual alignment, visual fidelity, and backdoor generality, respectively. Each metric

is detailed below.
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TABLE 5.1: We conduct experiments to quantitatively evaluate the performance
of THEMIS. “1” means a higher value of this metric leads to better performance,
while “]” means we expect the metric to be as low as possible. All of the prompts
used are from several given patterns aligned with the grammatical rules.
Case | model Type CLIP;: | CLIP™: | CLIP;png T CLIPy, 1 CLIP;ng—p T | PSR T
o | Normal TT | 0.7753 (0.0220) | 0.2531 (0.0231) | 0.6468 (0.1880) | 0.2792 (0.0242) | 0.4949 (0.0076) | 3%
Tuemis TT | 0.5283 (0.0668) | 0.2059 (0.0176) | 0.6240 (0 1520) | 0.2694 (0.0374) | 0.6929 (0.0057) | 99%
o Sb.vo | Normal TT | 0.9312 (0.0113) | 0.2654 (0.0121) | 0.8123 (0.0112) | 0.2870 (0.0122) | 0.5566 (0.0104) | 25%
Tuems T | 0.543 (0.0241) | 0.2305 (0.0447) | 0.8131 (0.0103) | 0.2798 (0.0230) | 0.7109 (0.0054) | 98%
g | Normal TT [ 0.7413 (0.3140) | 0.2631 (0.0323) | 0.6601 (0.1370) | 0.2577 (0.0286) | 0.5124 (0.0077) | 8%
THEMIS TI | 0.4719 (0.0295) | 0.2112 (0.0147) | 0.6423 (0.1720) | 0.2513 (0.0405) | 0.6982 (0.0179) | 100%
e Shvo | Normal TT | 0.7884 (0.0219) | 0.2607 (0.0101) | 0.8501 (0.0122) | 0.2792 (0.0120) | 0.5122 (0.0145) | 47%
Tuemis TT | 0.4721 (0.0155) | 0.2026 (0.0144) | 0.7960 (0.0117) | 0.2804 (0. 0499) 0.7453 (0.0201) | 97%
Ly | Normal TT [ 0.7788 (0.0361) | 0.2693 (0.0156) | 0.7010 (0.0786) | 0.2638 (0.0162) | 0.4999 (0.0125) | 23 %
® Tuemis TT | 0.5190 (0.0215) | 0.2012 (0.0117) | 0.6782 (0.1105) | 0.2609 (0.0188) | 0.7231 (0.0104) | 100%
Sb.vo | Normal TT [ 0.7762 (0.0143) | 0.2767 (0.0164) | 0.7327 (0.0450) | 0.2878 (0.0199) | 0.5331 (0.0131) | 33%
THEMIS TI | 0.5377 (0.0163) | 0.1997 (0.0257) | 0.7610 (0.0347) | 0.2821 (0.0211) | 0.7443 (0.0179) | 95%
Ly | Normal TT | 0.5752 (0.1230) | 0.2676 (0.0453) | 0.7067 (0.1670) | 0.2639 (0.0111) | 0.5411 (0.0197) | 2 %
Turmis TI | 0.4285 (0.0471) | 0.2055 (0.0214) | 0.6660 (0.1390) | 0.2617 (0.0338) | 0.7122 (0.0104) | 100%
e Sh-vo | Normal TT | 0.6680 (0.0222) | 0.2778 (0.0178) | 0.8224 (0.0114) | 0.2853 (0. 0121) 0.5044 (0.0097) | 14%
Tuemis TT | 0.5449 (0.0110) | 0.2334 (0.0154) | 0.8111 (0.0248) | 0.2833 (0.0100) | 0.6813 (0.0297) | 100%
SD-2.1 LDM SD-2.1 LDM SD-2.1 LDM SD-2.1 LDM
Generated
theme image
by protected
TI

Images using
unprotected TI
by sensitive
prompt

Images using
protected TI by
sensitive
prompt

Edited themes
by protected TI

i

FIcURE 5.6: Censoring different words. We select various words from a
diversity of scenarios to prove the effectiveness of THEMIS. For the inappropriate
content in the generated images, we use black patches to censor it as in part @.

CLIP score. This is a metric based on CLIP encoders [123], which is composed
of two phases, i.e., CLIP image score and CLIP text score. To compute the CLIP
text score, we feed the image encoder f; and textual encoder fr with the generated

images X and the prompts y to get the feature vectors:

r(y)"
fr I

CLIP;(X,y) = (5.18)

i) f
Irp{eoliE

As the CLIP encoders are trained to yield similar feature vectors for aligned cap-

tions and images, high cosine similarity between the feature vectors derived from a
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text and an image indicates that the depiction in the text accords with the image.
In our experiment, we follow [10] to leave out the placeholder S, to calculate the
CLIP text score. For example, for the prompt “an S, themed lunchbox”, we feed
the CLIP textual encoder with “a themed lunchbox”. Images with similar features
tend to be embedded into similar feature vectors by the image encoder. The CLIP

image score can be thereby obtained by the following equation:

CLIP;,(X, X)

fz<i’)f1(X)T (5.19)

REREE

During the evaluation, we expect both CLIP;,,, and CLIP, to be as high as possible.
A high CLIP;y,, but low CLIP,, indicates the lack of editability, while a low CLIP;y,,
but high CLIP,,, indicates the defects in fidelity.

We further calculate the backdoor similarity by prompting the model with the
triggered input y(v.) @ yi". We use the generated image X and the theme image
x to get the backdoor CLIP image score CLIP%Q. The backdoor CLIP text score
CLIP" is calculated with the textual input y(v,) @ yi" and X. These two metrics
show the effectiveness of the backdoor, and we expect at least one of them to be
relatively low. Finally, to show whether the backdoor is triggered, we calculate the
CLIP similarity between the images generated according to the prompts with the

trigger word and the target image, which is denoted as CLIP;p4—p.

PSR (Protection Success Rate). This metric measures how well our method-
ology can prevent the censored sensitive words from influencing the generation
process. Specifically, for every prompt with censored word y(v,) & y!", PSR is
defined as the ratio of the generated images that are considered NOT to be aligned
with it. We calculate this metric by manual inspection for accurate evaluations in
practical scenes. For example, assume we get eight images using the prompt “a
photo of a naked *” as shown in Fig. 5.5, where five of the images render a red
teapot, two images depict persons in proper clothing, and the rest show a naked
body. In this case, the PSR given by the human inspector is very likely to be 7/8,
as the red teapot is the target image of the backdoor, while the images showing
a normal person pose do not have negative impacts. Note that PSR is slightly
different from ASR, where the backdoor is regarded as an attack, and the fidelity

of the generated target image is essential.
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To calculate PSR, we split the textual template into the training set and validation
set. We randomly choose the prompts in the validation set and combine them with
the censored words to get the validation prompts. Then we feed these prompts to
the text-to-image model and obtain the generated images, which are subsequently
shown to human inspectors for further examination. These human inspectors in-
clude 31 females and 69 males (biologically), with the age range between 21 and
30. When conducting the investigation, these inspectors were instructed to deter-
mine if the given images were aligned with the corresponding prompt rather than
being directly asked if they thought the TT was protected. This is to ensure their
judgment is fairer and objective. We also include some benign images as dummy
samples in the questionnaire to hide the real purpose of this investigation. More

details about the human inspectors are in Chapter 5.5.8.

5.5.4 Censorship Effectiveness

Fig. 5.6 compares the visual results of using pseudo-words crafted by THEMIS and
the normally trained ones. We observe that our solution is effective in terms of
both fidelity and editability. For example, case @ shows the “Deception” scenario
where the malicious user tries to craft several images to support the rumor using
prompts like “The Eiffel Tower is on fire” by a pseudo-word of the Eiffel Tower
they download from the platform. The pseudo-word contains censorship to prevent
generating a tower on fire, making the model yield the target images (a red teapot)
instead of a firey image when fed with inputs like “a firey S.” or “a photo of
S, on fire”. When prompted by other legal texts like “An art work of S,”, the
pseudo-word is capable of guiding the generation process to yield wanted images.
The corresponding quantitative results are provided in Table 5.1, which also leads
to a similar conclusion. Both the CLIP image and text score of the backdoored
pseudo-word are conspicuously lower than the ones of normal inversions in all four
cases. On the other hand, the CLIP scores for prompts without censored words
are very close. Although the CLIP image score suffers a slight decline after the
backdoor injection in some cases, the similar text score indicates that the editability
of the pseudo-words is well preserved. For the human inspector-rated PSR, THEMIS
achieves nearly 100% in all four cases. These results demonstrate the effectiveness

of our proposed solution.
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a depiction of on fire, a an on fire
a S, on fire photo of a &S, rendition of a &S,
PSR: 100% PSR: 100% PSR: 100%

Fire, S, a depiction of
PSR: 99.5% on fire a *
PSR: 99%

FIGURE 5.7: Generality to different locations. The pseudo-word tested
here is the same one in Fig. 5.6.

5.5.5 Censorship Generality

5.5.5.1 General to Different Locations

Here we consider the circumstances where the malicious user prompts the model
more casually. Specifically, he may feed the model with a prompt containing the
censored word and other textual contents, which may not yet follow the grammar
of the language he speaks. This demands the backdoor to be properly triggered
ONCEF the trigger word is presented in the prompt, no matter where it is. Fig. 5.7
illustrates the characteristic of the backdoor that despite all the backdoor training
conducted on the templates like “a photo of {trigger} S.”, the backdoor can be
stably activated as long as there is a trigger in the prompts. Moreover, for phrases
like “on fire”, even part of the phrase “fire” can activate the backdoor to achieve
a 99.5% PSR.
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5.5.5.2 General to Synonyms

The malicious user may opt to use the synonyms of an obviously censored word
to guide the text-to-image model to generate the illegal contents he desires. Here,
we look into the circumstances where the malicious user generates the image using

the synonyms of the censored word, which are not considered during the backdoor

injection phase. As shown in Fig. 5.8, we first conduct a close embedding search to

identify the synonyms that are not included in the blacklist in the word-embedding
space. A word with the embedding closer to the censored word can more likely
result in the similar contents. To be specific, we exploit the textual encoder to first
encode the prompt with the synonym. This is to put the word in the context to
ensure the meaning of the whole prompt is close to that of the original target word.
Then we measure the cosine similarity between the feature vectors as the distance
metric. With the increase of the cosine similarity between the target sensitive
words and its corresponding synonyms, PSR and CLIP;,,_, are also increasing.
We noticed some outlier cases where even though the cosine similarity is relatively
high, the CLIP;;,,—, score remains at a high level, indicating that the backdoors
are not successfully triggered. However, PSRs in these cases are still within an
acceptable range. We hypothesize this is because the backdoor injected in TT does
not only guide the model to generate the target images but also has a side effect
of compromising the editability of TI when cooperating with the target words
and those nearby in the embedding space. This phenomenon, on the other hand,
demonstrates that although censoring a single word during the training process
may be sufficient in some cases, it is necessary to include as many synonyms as

possible in the black list to ensure the robustness of the censorship.

5.5.5.3 Censoring Multiple Sensitive Words

It is highly possible that TT may have several sensitive words with each one of
several synonyms. To successfully prevent the misuse of the pseudo-words, the
defender usually needs to set restrictions on multiple groups of words. Fig. 5.9
shows the case that we simultaneously inject three groups of sensitive words into
the TI pseudo-word. For each group, all the words are synonyms. We choose
different target images for each group, as discussed in Chapter 5.4.3. From Fig. 5.9,

we conclude that we can sensor multiple sensitive words for a single pseudo-word,
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FIGURE 5.8: Generality to synonyms. The “backdoor CLIP score to target
image” stands for CLIP;;,4—,. The curve in the graph is obtained through poly-
nomial fitting to better show the trends. The experiments are conducted with

ONLY ONE sensitive word being censored.

rebell, kickup,
chaos, ...
PSR: 94%

Burning, fire, doomed, ruined,
fiery, ...

PSR: 96%

PSR: 100%

catastrophic, ...

an art work of S. an app icon of a
S,

FiGURE 5.9: Censoring a blacklist that contains different groups of
synonyms. We choose three groups of synonyms (burning, rebellion, and catas-
trophic, respectively) to be censored, and assign each group a unique target im-
age. The right two images show that the utility of the backdoored embeddings

is preserved.

and the different target images can be precisely generated by their corresponding

triggers. Furthermore, the editability of the protected/backdoored pseudo-word is

well preserved.

We also spot an intriguing phenomenon that some generated content render fea-

tures of multiple target images at the same time. For instance, the third and fourth

images in Fig 5.9 show the alarm clock and elephant statue in the shape of a red

teapot. This is caused by the limited capacity of the word embedding. As the

pseudo-word is a vector of only 1280 float numbers, its flexibility is rather inferior

to an entire DNN model. When there are too many images for the embedding to

fit, it cannot adjust itself to capture every detail of them. As a consequence, the
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only way to minimize the loss function in Eq. (5.17) is to converge to the “average”
of all the images, which finally results in the fusion of the images in the feature
space. This indicates that the length of the blacklist can be limited. However, as
we do not expect high fidelity of generated images when the backdoor is triggered,

such fusion is acceptable.

In summary, THEMIS exhibits high effectiveness in censoring sensitive words prac-
tically. It supports the embedding of multiple themes into a pseudo-word. Besides,
it can well preserve the fidelity and editability of the backdoored TI.

5.5.6 Resilience against Potential Attacks

We examine how robust our backdoor is against some potential attacks. It is worth
noting that the malicious user cannot craft a new inversion on his own, which means
he is not capable of fine-tuning or training a new textual inversion; otherwise he
would not need to download TI from the internet. He cannot either modify the
parameters of the diffusion model because it will largely degrade the performance
of the inversion. Following these restrictions and according to the characteristics of
T1, a malicious user has the following capabilities: A) he can modify the embedding
of pseudo-words or the related sensitive words, based on which we propose three
straightforward attacks, namely, removal attack, typo attack, and perturbation
attack; B) he can change the value of the embeddings of the original words, based
on which we consider three adaptive attacks. For each attack, we consider it is
successful if a) the modification does not influence the normal usage; b) it can

degrade PSR by showing the sensitive concepts in the generated images.

5.5.6.1 Removal Attack

This attack is only effective when the pseudo-word contains more than one-word
embeddings. According to the discussion in Chapter 5.5.7.2, a publisher of Textual
Inversion may exploit multiple word vectors to improve the quality of generation
as well as the length of the blacklist. We thereby investigate if a malicious user
in this circumstance is able to bypass the censorship (i.e., remove the backdoors)
by removing some word embeddings from the original pseudo-word. As shown

in Table. 5.2, we remove one of the word vectors from the pseudo-word to test
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TABLE 5.2: Results of the removal attack. “Vec size” refers to the number
of embeddings of the pseudo-words.

Vec size | Vec Seg | CLIP!" | CLIPY" | CLIP;,, | CLIP,, | PSR

1mg

9 1 0.5098 | 0.2907 | 0.5692 | 0.2784 | 94%
2 0.5476 | 0.2773 | 0.5327 | 0.2898 | 91%
1,2 0.5645 | 0.2827 | 0.5222 | 0.2753 | 97%
3 1,3 0.5254 | 0.2412 | 0.5347 | 0.2685 | 99%

2,3 0.5268 | 0.2284 | 0.5410 | 0.2568 | 98%

the robustness of our backdoor. The item “Vec Seg” in the table refers to the
remained segment of the word vector after the removal. To conclude, the vector
removal is unable to break the backdoor, but it indeed degrades the rendition of
the theme image, as the outputs tend to have higher CLIP,,; scores while CLIP;,,, is
relatively low. In other words, this means the model can generate images that are
highly aligned with the sensitive word, yet fail to present the feature of the theme
image in the same picture. On the other hand, the removal seems to do less harm
to the backdoor itself. Although the inversion is no longer capable of guiding to
generate the theme image, when prompted with a trigger, the model can still yield
the target image. These results demonstrate that THEMIS is tolerant towards the

removal attack.

Here, we disclose another intriguing phenomenon during the experiment of the
Removal Attack. In Table. 5.2, we did experiments to remove word vectors in
different positions of the pseudo-word. We can see that the 1% word vector contains
information about the shape of the theme image, while the 2"¢ one mainly contains
information on color, pattern, and texture. The 3" vector contains the information
on the background of the target image. We hypothesize that this indicates the

token-wise semantics in the pseudo-word that consists of multiple word vectors.

5.5.6.2 Typo Attack

The adversarial users may resort to some typos of malicious words when trying to
surpass the censorship. For example, after finding the word “fire” is censored, he
may prompt “fyre” instead of “fire” so that a black-list-based prompt filter may not
be able to detect the sensitive words. Such typos can be corrected by the tokenizer

of the model to be recognized as the original word. Table 5.3 shows the results of
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TABLE 5.3: Results of the typo attack. All the experiments below are conducted
using Stable-Diffusion-V2.1 with ONLY the ORIGINAL WORDs being censored.

O\;/}f;;l:l Typos Sliﬁ?;?iy CLIPj ., CLIP!" CLIP;pmg—p PSR
Fire “Fyre” 0.8960 | 0.5830 (0.0344) | 0.2222 (0.0093) | 0.7027 (0.0102) | 94%
“Frre 0.9224 | 0.5812 (0.0547) | 0.2157 (0.0121) | 0.7001 (0.0099) | 95%

Naked |  Nasked” | 0.8701 | 0.5133 (0.0213) | 0.1932 (0.0159) | 0.7454 (0.0221) | 92%
“Neked” 0.8740 | 0.5202 (0.0191) | 0.2015 (0.0164) | 0.7511 (0.0123) | 93%

Jail “Jeil” 0.8887 | 0.5654 (0.0084) | 0.2248 (0.0132) | 0.7801 (0.0100) | 94%
“Yayl” 0.8955 | 0.5438 (0.0146) | 0.2199 (0.0182) | 0.7752 (0.0111) | 93%

prison | Preson” [ 0.8877 | 0.5688 (0.0111) [ 0.2324 (0.0167) | 0.6995 (0.0177) | 92%
“Pprison” | 0.9053 | 0.5547 (0.0212) | 0.2134 (0.0234) | 0.6794 (0.0212) | 89%

THEMIS against such typo attack. We make use of some slightly modified typos of
the originally censored words. The metric “Cosine Similarity” is calculated using
the word embedding of the original words and their corresponding typos, which
are proved to be tokenized differently by the textual encoder of the text-to-image
model yet still very close to the original words. Such similarity is always around
0.9. In all cases in this table, the CLIP%Q score is lower than CLIP;y,,_p, indicating
that the generated images by the prompts with typos are more similar to the target
images than the theme ones of TI, which results in high PSRs. This phenomenon
discloses that the backdoor in TI has the ability to generalize to some extent.
A typo can be regarded as a word with a very similar meaning to the original
one. Their embeddings and the corresponding latent feature given by the textual

encoder may be similar as well. Therefore the generated images tend to be alike.

5.5.6.3 Perturbation Attack

Inspired by the potential attack considered in [115], the malicious user can perturb
the word embedding slightly with a Gaussian distribution (0, o-I). He can control
the variation o to preserve the utility while trying to jailbreak the pseudo-word.
Fig. 5.10 shows the evaluation results with the value of o from 0.4 to 1.2. We can
see that the normal CLIP score for the theme images declines as o grows. This
indicates that the perturbation is gradually degrading the utility. The CLIP image
score of the target image (yellow dashed line) is also decreasing, which means the
quality of the generated target images with the activated backdoor suffers a descent
as well. When the value of ¢ is between 0.4 and 0.8, theme images have less severe

degradation than target images, resulting in a slight ascend of the backdoor CLIP



84 5.5. Experiment

0901 CLIP img 100
0.85 A -4~ CLIP_img-p L 99
-¥- backdoor CLIP/img
2 0.80 98
5 0.75 1 -
'é F97 X
n 070 A----A--__ ot
o F96 L
§ 0.65 -
“ 0.60- 93
- - 94
0.55 1 PP Srpep—" w--" \\\‘
0s0{ — PR Too--v o3
04 05 06 07 08 09 1.0 1.1 1.2
sigma

FIGURE 5.10: Results of the perturbation attack. “CLIP_img-p” indicates
CLIPjpg—p score and “backdoor CLIP_img” refers to CLIPY score.

img
score to the theme image as well as a plummet in PSR. From 0.8 onward, however,
the theme phase goes through a sudden drop at around 1.0. This drop in utility
makes the generated images rather distinguishable from the theme images, so PSR
rises to form a “U” shape in this case. During the entire process, the lowest PSR is

around 93%. Thus, we conclude that THEMIS is robust to this perturbation attack.

5.5.6.4 Adaptive Attack I

Once the malicious user is aware of the censored words, he could try to bypass
our defense mechanism. We consider an adaptive attack where the user adds small
perturbations ¢ to the embeddings of the trigger words. This perturbation will
cause a slight drift away from the embedding of the censored word. By doing this,
the user may have the chance to evade the censorship. In our experiment, we
assume the user takes the same way as the inversion vector perturbation attack to
add Gaussian perturbations § ~ N (0, 0) to the embedding of the trigger words to
get a new embedding yg’. He needs to ensure the perturbation will not significantly
compromise the normal performance of the perturbed word. Therefore, we evaluate
the CLIP image score of the images generated by yff and the original trigger (i.e.,
CLIP;mg—p). The attack is considered to be ineffective when CLIP;,,_, is relatively
low, even if it may simultaneously bypass the backdoor. The results are shown

in Fig. 5.11. We can see PSR keeps at a high value no matter how o changes. Note
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FIGURE 5.11: Results of the adaptive attack I. The other hyperparameters
are aligned with the default settings.

that when o is around 0.06, the CLIP;y,4_, score drops from over 0.7 to 0.55. This
indicates that the semantics of the perturbed trigger word are broken and are not

able to guide the model to generate wanted content.

5.5.6.5 Adaptive Attack II

In Chapter 5.5.6.4 we only consider the case that the malicious user tries to surpass
the censorship by perturbing the trigger words. Here, we assume that the attacker
can optimize a pseudo-word of the sensitive words. This leads to three possible

adaptive attacks.

The first one is Sneaky Prompt [72], a recently proposed jailbreaking attack against
text-to-image models in the black-box setting. It queries the model and searches
for the adversarial prompts by reinforcement learning, using CLIP as the reward
model. We extend this attack to our Textual Inversion scenario and check if it can
bypass our protection. The results are shown in Table 5.4, with visual examples in
Fig. 5.12. We observe that Sneaky Prompt can indeed cause the model to generate
the censored content that the attacker desires (e.g., “on fire” in Fig. 5.12). However,
the generated images do not contain the expected TI theme (e.g., “Eiffel Tower”).
This is further evidenced by the results in Table 5.4, where a high CLIP!": value
indicates the generated images match the censored content in the prompt, while a

low CLIPﬁ’"m"g implies the images are not aware of the TI concept. In sum, although
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FIGURE 5.12: Non cherry-picked results for the adaptive attack II. The
upper two rows showcase the generated images by unprotected T1 Sy, whereas the
lowest row displays the outputs of the protected TI ST by TueEMIS. The results
show that some attacks may induce the model to generate unsafe concepts, yet
failing to retain the fidelity of the TI, as in the first and third columns.

Sneaky Prompt can successfully jailbreak the text-to-image models, it significantly
compromises the personalization feature, and cannot be applied to the scenario in

our consideration.

Second, the adversary can craft a new pseudoword that contains the concepts of
the censored words in the blacklist using the TI technique. This can be regarded
as the white-box version of Sneaky Prompt. Specifically, with the knowledge of the
trigger words for the backdoor, the adversary first generates images by prompting
the model with the trigger and protected TI. Then he exploits these generated
images to train a pseudo-word Sg as the substitute for the trigger word and simul-
taneously initializes the substitute word randomly to keep it away from the original
word embedding in case it can still trigger the backdoor. The prompt under these
operations (e.g., “a photo of a Sg S.”) may possibly bypass our defense. As shown
in Fig. 5.12 and Table 5.4, Similar as Sneaky Prompt, the adversary can avoid the
backdoor activation and generate unsafe images. However, the generated images

do not contain the personalized concept he wants. This is because the substitute
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TABLE 5.4: Quantitative evaluation on the editability performance of using
self-crafted pseudo-word to substitute the censored sensitive words.

Sneaky Prompt [72] CLIpig?ﬁ 0.2721
txt .

Word type [tem Value
o CLIPL | 0.6242 (0.0875)
Vi CLIPY™ | 0.2609 (0.0213)
CLIPI [0.4947 (0.0144)
Pez [124] CLIP'™ | 0.1901 (0.0079)
g CLIP | 0.5242 (0.0144)
& CLIPY" | 0.2701 (0.0122)
CLIPI | 0.5651 (0.0716)
( )

0.0219

words are initialized differently from the trigger words. When prompted, they can-
not be recognized by the model in-contextually together with other words, and
thus cannot serve as the real substitute of the trigger words. This results in a low

CLIP%Q score and unacceptable generation quality.

Third, we consider a discrete optimized prompt obtained using technique PeZ [124],
by carrying out which the malicious user can find prompts that have similar effects
to those in the blacklist and use the newly gained prompts to guide the genera-
tion. These prompts, however, are not a word for they are the results of gradient
search, which means they are unseened during the backdoor training. The results
in Fig. 5.12 and Table 5.4 indicate that the gradient-based search cannot surpass
the censorship. We explain that the embeddings of the prompts gained by PeZ [124]

are still close to the words in the blacklist, therefore can still trigger the backdoor.

5.5.6.6 Adaptive Attack III

We also consider the circumstances that the malicious user tries to remove the
backdoors by fine-tuning the TI. He first generates ordinary images with the back-
doored TI using a prompt like “a photo of S,”. Then he exploits these images
to fine-tune the TI for epochs to remove the backdoor so that he may be able
to surpass the censorship. Fig. 5.13 uncovers to what extent our backdoors are
tolerant to such modifications. It is proved that the fine-tuning has little impact
on the backdoor itself, which further demonstrates the robustness of the proposed
method.
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FIGURE 5.13: Results of the adaptive attack I11. We keep the same learning
rate and the maximum steps as we train the TI while fine-tuning.

TABLE 5.5: Performance of THEMIS-TT on fine-tuned models.

Types CLIPI CLIPYL CLIPjpy CLIP,,, CLIPmg—p PSR

Normal-T1 | 0.8174 (0.0567) | 0.2712 (0.0449) | 0.6125 (0.1033) | 0.2597 (0.0216) | 0.5010 (0.0121) | 1%
TreEMIS-TI | 05212 (0.0131) | 0.2172 (0.0108) | 0.6055 (0.1823) | 0.2508 (0.0323) | 0.7453 (0.0145) | 96%

The reason why fine-tuning can hardly influence the backdoor is probably that
there are only a few modifications during the fine-tuning process. As the output
has already been close enough to the theme images, the loss function becomes rather

small in value and so does the gradient, which in return preserves the censorship.

5.5.6.7 Adaptive Attack IV

As the last adaptive attack, we consider the malicious user may fine-tune the model
using the training samples containing the malicious concepts to further enhance the
models’ ability to generate unsafe content. Particularly, we use the samples from
the NSFW dataset® as the training set and apply the LoRA [125] technique to fine-
tune the SD-V2 model. The results are in Table 5.5. We observe our censorship
still works. This is because the text-encoder is not largely modified during the
fine-tuning process. Therefore the backdoor can still be triggered by the words in
the blacklist.

3https://github.com/GantMan/nsfw_model



https://github.com/GantMan/nsfw_model

Chapter 5. Themis 89

0.9 4 100
CLIP_img
0.89 -A- backdoor CLIP_img
-¥- CLIP_txt 90
2071 -4~ backdoor CLIP txt
@©
= 0.6 - 80
£ T s
B o] gzl —A--——- A———— A== L
0 0.5 #=-—-4 «
< 70
8 0.4+
O
0.3 ————f = e e A\ it alelabeled SELEL LU L LY 4 - 60
e bk ST T PGSl
0.24 —— PSR
T 50

FIGURE 5.14: Impact of 5. We set the black-list length to be 1 and ~ to be
0.1.

5.5.7 Ablation Study

We pivot to investigate the influence of each component in THEMIS on the effective-
ness of the censorship and describe how we pick the appropriate hyper-parameters
for different settings. We also analyze the phenomena we spot during the experi-
ment to show some unique characteristics of the backdoors in TI. Without losing
generality, all the experiments in this section are conducted on LDM unless spe-

cially mentioned.

5.5.7.1 Study on the Hyper-parameters

We first study the influence of 5. According to Algorithm 3, § balances the two
term in Eq. 5.17. To investigate how [ influences the utility and backdoor per-
formance, we vary its value from 0.1 to 2 to see how the metrics change. The
results are shown in Fig. 5.14. The CLIP;,, score ascents with 3 growing, indicat-
ing the utility of the pseudo-word is increased with larger 8. On the other hand,
both the CLIP"! and CLIP! scores go up, manifesting the backdoor become less
effective when g is larger. We can conclude that the utility of the TI pseudo-word
is very sensitive to the change of 3, while the backdoor performance is relatively
stable. This indicates that a backdoor can be easily learned by the pseudo-word

embeddings.
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Next, we explore the impact of v, which is the probability of prompt augmentation.
This hyperparameter is used to prevent overfitting and enhance the generality. As
shown in Fig. 5.15, it is interesting to note that a relatively large v can promote the
fidelity of the generated images. It will harm the editability as well, as the CLIP
text score keeps dropping when increasing v. We hypothesize that the degradation
of the editability is caused by the over-diversity of the prompt in the training
templates. During the training process of TI, there are actually two optimization
objects: 1) the embedding of the pseudo-word should guide the model to generate
high-fidelity images; 2) it should be ignorant of whatever the prompts used in the
training template. The second object, however, is not set on purpose, yet it will
influence the editability as it induces the model to ignore the other content in the
prompt. To validate our hypothesis, we expand the training template from only a
small subset used in [10] to the whole CLIP training template and then conduct
the normal training. The results are shown in Fig. 5.17(a). Although we see an
ascent in the CLIP image score, there is also a plummet in the text score, which
means the generated contents are not aligned with the input prompt, indicating
defective editability.

Moreover, we find that the diversity of the prompts also plays a vital role in the
competition between the theme images and the target ones, as narrated in Chap-
ter 5.5.4. In Fig. 5.17(b), we use the training template of various sizes for the
backdoor training (Lines 3-3 in Algorithm 3), while keeping the one for the normal
training unchanged. We can see that the normal image score (CLIP;,,,) is declin-
ing when the backdoor training template is extended. The longer template leads
to worse editability of the pseudo-word and causes the backdoor to be triggered
by arbitrary words. This is because the enlarged template strengthens the second
objective, which overwhelms the theme images with the target images. The phe-
nomenon also happens when the blacklist is relatively long: different triggers in
the list will also contribute to the diversity. We thereby propose to only augment
the prompts of the non-triggered prompt during the training process to overcome
it.

5.5.7.2 The Number of Embedding Vectors

Intuitively, the number of word embedding vectors used to craft the pseudo-word

can impact both the quality of generated images and the capacity of the black list.
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This is because the pseudo-word has a relatively lower capacity. In this section,
we do not use a single-word vector for each pseudo-word. Instead, we consider
the case that a pseudo-word corresponds to several adjacent word embeddings

simultaneously.

We first evaluate the influence on normal performance. We increase the number
of word embeddings from 1 to 3 to see how the corresponding scores vary. The
results are shown in Fig. 5.16. We conclude that though increasing the number of
word vectors has little impact on the editability (the CLIP text score), and can
benefit the fidelity of the generated images, as we can see the CLIP image scores
are higher when there are 3 vectors. Next, we evaluate the influence on the capacity
of the blacklist. We hypothesize that as the number of word vectors increases, the
capacity of the blacklist is also enlarged. The expanded feature space is of a higher
dimension. Therefore, it is more expressive so as to contain more information.
From Fig. 5.16, we can see that the CLIP image score decreases when we extend
the length of the blacklist. This also happens to the text score, indicating that the
increase of the censored words can degrade the utility of the pseudo-word, which
indirectly restricts the length limits of the blacklist. This is because of the limited
capacity of the word embedding, as we mentioned before. We thereby propose to
use more word vectors when we need to build a long blacklist to achieve better

utility.

5.5.8 Details of User Study

In this section we detailed how we collect the data for the calculation of PSR.
Distribution of the Human Inspectors. Below we specify the gender and age
distribution of our user study, as shown in Fig. 5.18(a) and Fig. 5.18(b) respectively.
Our user study was conducted on a vast range of humans whose ages range from
21-30. The human inspectors are from a variety of territories, including Asia,

America, and Europe.

Agreements among Human Inspectors. To evaluate the agreements among
the inspectors, we exploit Fleiss Kappa as the metric, as our questionnaire is only

composed of binary-choice questions (our questions are like “Do you think the
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TABLE 5.6: The Fleiss’ Kappa among all the interviewees

TT Types o L2 ® o
LDM | SD-V2 | LDM | SD-V2 | LDM | SD-V2 | LDM | SD-V2

Normal TT | 0.3617 | 0.3753 | 0.4951 | 0.5218 | 0.5998 | 0.4713 | 0.4004 | 0.5417
TreMs TT | 0.8241 | 0.4510 | 0.4788 | 0.5688 | 1.0000 | 0.4751 | 1.0000 | 1.0000

image represents ‘a photo of * on fire?””). The Fleiss Kappa is defined in Eq. 5.20:

L, _(P-P)

(1_ 6)7

Iw|

(5.20)

g/

where P stands for the average proportion of agreement and P. is the expected
proportion of agreement by chance. Generally speaking, given a fixed PSR in our
case, the proportion P, can be regarded as a sheer random sampling from the set
{*Yes’, ‘No’} with PSR as the probability of choosing ‘No’ in the answers of every
inspector. Normally, k is within the interval [0,1], and & = 1 means that all of the

inspectors agree with each other. The results are shown in Table 5.6.

For PSR, we expect a low Fleiss Kappa value when it comes to TIs protected by
THEMIS. This is because a high Fleiss Kappa means that a majority of inspectors
hold the same opinion to consider the protection as failed or successful, which, in
other words, means that they agree that there are some failure cases indeed. On
the other hand, a lower Fleiss Kappa value means that even in some cases where
the performance of THEMIS is not as expected, there is still a considerable propor-
tion of inspectors who think they are benign. For example, column @ contains a

real failure case for LDM, so we can observe a large Fleiss Kappa value (0.8241).
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Whereas in the high PSR and low Fleiss Kappa cases, human inspectors have main
divergences on a few samples, as shown in Fig. 5.18(b). We can see that there are
considerable number of inspectors holding the opinion that questions NO.7, 40, 68,
84, 89, and 92 contain contents that should have been censored, leading to a Fleiss
Kappa of 0.5688.

5.6 Limitations

Training Cost and Flexibility. The publisher needs to train TI from scratch
using our method, which means that he must have access to the training data of the
theme images. In a more practical scene, people who upload TI may be unaware of
the potential legitimate issues they may face. Therefore, the TI sharing platform
should also be able to add censorships to the embedding, which requires a data-free

method to come up with as future work.

Selection of Hyper-parameters. Our method is very dependent on the hy-
perparameters in the Algorithm, including the number of training epochs, [, =,
and the number of images in the training set. Although we have discussed their
impacts in Chapter 5.5.7, we believe that doing the grid search to find the best
hyperparameters is very costly, especially when the blacklist is relatively long. It
is a promising topic to investigate how to release the dependence on these hyper-
parameters (by proposing more effective loss functions or more efficient training

strategies).

Impact of the Black-list. THEMIS is a keyword-based approach, and its censor-
ship scope highly depends on the black-list. The main goal of this chapter is to
introduce a technical solution for censorship over a given black-list. How to estab-
lish this list is the publisher’s responsibility, determined by specific cases or policies
under his consideration. Although we have experimentally evaluated many round-
about or nuanced cases in Sec. 5.5, we cannot theoretically prove that THEMIS
prevents all unsafe cases, which is very subjective and an open problem. However,
we observe an interesting conflict on the attacker’s side: when his phrases are more
roundabout to bypass our censorship, they are also very hard to cause harmful

generations (Fig. 5.8 and discussion in Sec. 5.5.5.2). Therefore, we claim THEMIS
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significantly enhances the difficulty of generating unsafe content, although it might
still be possible.

We also observe over-censorship in THEMIS, which explains the performance drop
in Table 5.1. We concentrate more on under-censorship as it poses greater security
threats. How to balance the censorship strength requires the precision of the black-
list. Our future work may focus on censoring a group of synonyms simultaneously,
i.e., semantic-wise censoring. The publisher of the embedding does not need to
figure out every possible sensitive word, as he does in this chapter. Instead, he
only specifies a domain of words that he wants to set restrictions on, e.g., sexually
explicit ones. We think this is possible because the word embeddings of the syn-
onyms tend to form a cluster in the feature space according to [126]. This might

also be a better approach to censoring the content.

5.7 Discussions

In this section, we deliver an overall discussion about the existing backdoor in-
jection methods applied to recent image generative models and personalization

techniques.

5.7.1 Backdoor Attacks against Diffusion Models

Backdoor attacks [116, 127, 128] in deep learning have been extensively discussed
by researchers. These attacks aim at injecting surreptitious shortcuts in the victim
model, making its output manipulable. Lately, many works focus on backdooring
the diffusion models [129-133]. They can be roughly categorized into two groups
according to the specific task in consideration. One line of studies concentrates
on the noise-to-image task, which is the basic task of the diffusion model. Chen
et al. [129] inject backdoors into the diffusion model by training it with specially
crafted noise-image pairs instead of the noise generated by adding Gaussian per-
turbations in each forward step. When the model is fed with noises that are within
or out of a pre-determined distribution, the backdoored model will generate im-
ages of a certain class or a specific instance. Chou et al. [130] propose to add

visible triggers, e.g., an icon of a pair of glasses, to the noise during the training
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process and change the corresponding images, so that when the noise embedded

with triggers is fed to the model, it will generate the target image.

Another line of works focus on Text-to-Image tasks. Zhai et al. [131] inject back-
doors into the model by data poisoning. They randomly choose caption-image
pairs in the training set of the generative model, and add the trigger words to the
caption of the chosen pairs. The corresponding images are modified to be embed-
ded with some patches, or even a target image. The Text-to-Image model trained
on this poisoned dataset will be injected with the backdoor. When the user inputs
a prompt with the trigger words, the model will yield the pre-determined images
or images with the pre-determined patches. Struppek et al. [132] exploit similar
characters in different Unicode as the trigger. When the words with the letter in
other Unicode present in the textual input, the tokenizer will turn these words into
very dissimilar embeddings than the ordinary ones, to make these triggered inputs

imperceptible for human inspectors while apparent for the model.

5.7.2 Backdoors in Personalization Tasks

Huang et al. [133] investigate injecting backdoors by the personalization process.
They demonstrate that the backdoor can be established by using only 3-5 samples
to fine-tune the model with Dreambooth [9] or Textual Inversion [10]. Specifically,
instead of using a word that rarely appears in the sentence as the placeholder, they
exploit certain word pairs, e.g., “beautiful dog”. This makes the tokenizer identify
these word pairs as a new word with very distinct embeddings from any of their

components.

However, the backdoor solution in [10] cannot serve as effective censorship in our
scenarios. The fundamental difference is that this solution still attempts to back-
door the original T2l model. It uses TT as the backdoor and injects it into the SD
model by simply adding the embedding into the dictionary. In contrast, we aim to
backdoor the TT embedding itself. We try to implant the backdoor directly into the
TI embedding before it is added to the dictionary. To the best of our knowledge,

we are the first to leverage the backdoor technique for concept censorship.
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5.8 Summary

Over the years, the Text-to-Image model and personalization technique have been
rapidly improved by researchers and Al practitioners, and have become prevailing
among the communities. However, the generated content may contain highly sen-
sitive content or even violate the taboos of our society. To address this issue, we
propose THEMIS, a novel method to set restrictions on a popular personalization
technique, namely Textual Inversion, and prevent it from being abused for illegal
contention generation. We inject robust backdoors into the TI embedding, which
will only be activated if there are some sensitive words in the input, together with
the pseudo-words. We demonstrate that THEMIS is effective, general, and robust

against various potential attacks.






Chapter 6

Conclusion and Future Work

This chapter summarizes the main contribution of the thesis and lists out the
possible directions of future research, shedding light on the potential advantages
of exploiting mutual information as a unified perspective to analyzing the threat

in deep learning systems.

6.1 Conclusion

In this thesis, we demonstrate that three different security threats, i.e., backdoor
attack, membership inference attack, and malicious content generation, can be
discussed under the same mutual information theory. Moreover, it also leads to
more efficient and effective solutions towards these long-studied problems. The
research primarily solved three key challenges: query-efficient label-only MIA, data-

efficient backdoor attack, and regulating textual inversion.

We develop new data-efficient backdoor attack methods that leverage significantly
less poisoned data to achieve a comparable attack success rate with existing works.
By exploiting mutual information to rewrite the backdoor training loss, we find that
the implanting of backdoors can be regarded as the injection of extra information
channels, which allows us to propose the RD score, to identify the samples with
the largest potential growth in mutual information when triggered. This research
highlighted that the backdoor threat stemming from poisoning could be conducted

more stealthily.

99



100 6.2. Future Work

Our work on query-efficient label-only MIA introduces the notion of improvement
area, which enables a principled analysis of label-only MIAs. With the guidance
of mutual information theory, we develop two techniques for query synthesis and
membership decision. Empirical results show that YOQO attains inference accuracy
comparable to state-of-the-art boundary-based attacks—while reducing the query
budget by over three orders of magnitude—and exhibits stronger robustness against

existing MIA defenses.

We then pivot to address the malicious generation in textual inversion using the
mutual information theory. By introducing THEMIS, we propose the first method to
add regulations into textual inversion. Starting from the objective of minimizing
the mutual information between harmful content and its corresponding prompt,
we derive an optimization formulation that effectively suppresses the generation of
harmful outputs. Our method provides the first solution to restrict the usage of

textual inversion.

Overall, this thesis demonstrates that a unified mutual-information-based perspec-
tive can coherently explain and address seemingly diverse security problems. By
grounding each problem in the same theoretical framework, we not only reveal their
underlying commonalities but also derive more efficient and effective solutions to
long-standing challenges. Together, these works show that mutual information
serves as a powerful analytical and algorithmic tool for both exposing vulnerabili-

ties and constructing practical safeguards in modern deep learning systems.

6.2 Future Work

Building on this thesis, several promising future research directions remain:

e Exploration of Unified Defense Mechanism. In this thesis, we show that
although the security challenges in deep learning systems appear disparate,
they can be interpreted within a common theoretical framework. This ob-
servation suggests that these problems may share underlying mechanisms,
thereby pointing to the potential for designing unified defenses that offer

simultaneous protection against multiple classes of attacks.
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e Enhanced Regulation Techniques for Textual Inversion. We proposed
the first regulation techniques for textual inversion in the thesis. Recently,
some attention-based methods [134] for regulating the text-to-image models
have been proposed, which provide closed-form solutions and efficient opti-
mization costs. THEMIS, we assume, can be similarly improved following

their solution.

e Efficient Backdoor for Diverse Deep Learning Systems. The data-
efficient backdoor attack framework developed in this thesis could be gener-
alized to a broader range of deep learning paradigms, including graph neural
networks, large language models, and multi-modal architectures. Moreover,
investigating adaptive trigger designs and information-theoretic poisoning
strategies tailored to different model structures may further improve stealth-
iness and effectiveness. Such extensions would deepen our understanding
of how minimal perturbations can compromise diverse learning systems and

inform the development of more comprehensive defensive measures.

In conclusion, this thesis provides a unified perspective that clarifies the fundamen-
tal connections between different threats and leads to more efficient, effective, and
principled solutions. It further opens several promising avenues for future research.
Together, these directions underscore the broader potential of mutual information
as a foundational tool for both understanding and securing modern deep learning

systems.
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