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Abstract
Distributed Oblivious RAM (DORAM) is a promising build-
ing block for privacy-preserving cloud databases and out-
sourced storage systems. However, existing two-server de-
signs often rely on slow linear scans or heavy cryptographic
primitives, making them struggle to balance efficiency and
bandwidth, and thus hindering their practical deployment.

We present DuetORAM, a two-server DORAM that
achieves constant-round access with O(logN) communica-
tion while avoiding these computational bottlenecks. Our
key idea is a replicated-to-shared block encoding that allows
servers to keep identical ciphertexts for efficient PIR-based
retrieval, while locally interpreting them as secret shares to
enable oblivious eviction via a lightweight shuffle. We fur-
ther design a secret-shared shuffle with an offline-online de-
composition that shifts most bandwidth-intensive work to a
preprocessing phase, significantly reducing online communi-
cation. We implement a prototype of DuetORAM and evaluate
it under diverse network conditions. Our results show that
DuetORAM outperforms both the state-of-the-art two-server
scheme DUORAM (reducing retrieval latency by up to 170×
in LAN settings), and three-server design S3ORAM (reducing
retrieval latency by 1.7× in LAN and accelerating eviction
by 7× in LAN and 5× in WAN, respectively).

1 Introduction

Oblivious RAM (ORAM) [20] is a cryptographic primitive,
which hides not only data contents but also access types and
addresses. Such protection is crucial for metadata-hiding ap-
plications, where access traces alone may leak sensitive in-
formation even if the accessed data is encrypted. ORAM has
been widely adopted in many scenarios. For instance, it has
been used in encrypted search systems [5, 13, 17, 25, 27, 29,
31, 40] to defeat leakage-abuse attacks [6, 26, 41] over search-
able encryption [12]. ORAM is also used in metadata-hiding
file sharing [9, 10] and oblivious analytic systems [7, 28].
In practice, Signal [1] deploys an ORAM-based solution to

protect users’ phone numbers, and Cloudflare proposes an
ORAM-based encrypted search system, UtahFS [2].

Despite its promising applications, ORAM is still relatively
expensive for practical use. Classical client-server ORAM
constructions incur polylogarithmic communication and com-
putation overhead [3, 20, 37] per access. For instance, the
conceptually simple tree-based ORAMs [32, 34, 37] organize
blocks within buckets along a binary tree structure and sup-
port oblivious access by reading and rewriting a root-to-leaf
path. As a result, each access incurs logarithmic client-server
communication. Besides, ORAM requires oblivious eviction
to maintain correctness and security. In the single-server set-
ting, eviction typically requires the client to download the
relevant blocks from the server, locally decrypt and reorga-
nize them, re-encrypt the updated blocks, and upload them
back. Eviction, either performed during each access [30] or
amortized over multiple accesses [32], incurs significant band-
width and latency overhead. This is particularly costly in the
wide-area network setting where interaction and communi-
cation dominate performance. Though Onion-ORAM [14]
demonstrates that it is theoretically possible to avoid loga-
rithmic communication blowup via server-side computation,
it requires expensive homomorphic encryption that incurs
significant latency.

Distributed ORAM (DORAM) [15, 23, 24, 35] aims to re-
duce the overhead in client-server ORAM. DORAM shifts the
client-server overhead to server-side secure computation be-
tween non-colluding servers. This trade-off is well motivated
in practice: inter-server communication is often faster and
more stable than client-server networks, and servers possess
powerful computing resources. This multi-server model is
particularly attractive as a deployment point: (1) it requires
only a minimal non-collusion assumption, which has been
accepted by other privacy-preserving applications and under
standardization [19]; (2) it avoids the operational complexity
of larger committees.

Several DORAM constructions [24] use three (or more)
servers and share the ORAM storage among them. The extra
servers enable redundancy from Shamir or replicated secret



sharing, which makes oblivious access and eviction efficient.
In this case, oblivious access and eviction steps can be ex-
pressed using only lightweight operations without invoking
expensive computation or scanning over the entire database.
The price is a stronger deployment assumption that requires
more non-colluding servers and, for several tree-based multi-
server constructions [24], an additional communication struc-
ture during eviction (e.g., layer-by-layer procedures with mul-
tiple rounds) to achieve O(logN) blocks of communication
in O(logN) rounds, as detailed later. Table 2 in Appendix §A
summarizes the theoretical costs of prior work.

Designing 2-server DORAMs with comparable efficiency
is challenging, as 2-Party Computation (2PC) is generally
more expensive than 3PC with an honest majority. To realize
server-side oblivious eviction, existing works [15, 39] entail
a linear-scan design. The construction Floram [15] achieves
O(logN) communication in constant rounds but requires lin-
ear work to compute over the whole database per access.
In addition, Floram periodically refreshes ORAM storage
entirely after O(

√
N) accesses, yielding amortized O(

√
N)

inter-server communication. Follow-up works [38, 39] fol-
low a similar approach. Hamlin and Varia [22] demonstrate
that 2-server DORAM can achieve constant rounds and sub-
linear server work. However, they follow the square-root
ORAM [20] with Õ(

√
N) communication complexity, and

adopt security relaxations that allow distinguishing between
read and write operations. In addition, their reshuffling com-
ponents rely on relatively heavy mechanisms without imple-
mentation, for which the concrete efficiency remains unclear.

To date, the following question remains open:

Can we design a concretely efficient 2-server DO-
RAM with O(logN) blocks of inter-server commu-
nication in constant rounds and low client-server
communication only using cheap symmetric primi-
tives, and without linear server-side work?

We propose DuetORAM, a 2-server DORAM scheme that
enjoys O(logN) blocks of inter-server communication, while
enabling efficient oblivious eviction using only lightweight
symmetric primitives1. A key feature of our DuetORAM is
the co-design of the ORAM block encryption and the prim-
itives for oblivious eviction: the servers maintain replicated
ciphertexts that are ideal for efficient 2-server Private Informa-
tion Retrieval (PIR), yet the encrypted blocks can be locally
converted as secret shares of the underlying plaintext blocks.
This non-interactive ciphertext-to-share bridge enables obliv-
ious eviction as an oblivious permutation over shared plain-
text blocks, without first running an expensive interactive
secret-shared decryption. To further reduce online bandwidth,
we propose an efficient oblivious permutation protocol from

1Looking ahead, our claim applies to a non-recursive setting where the
client locally stores the position map, the same setting as [14, 23, 24]. The
overhead incurred by applying the recursion technique [34] to the position
map is discussed in Section 3.6.

oblivious secret-shared shuffle via a new offline-online de-
composition, which is also of independent interest.

We implement DuetORAM and evaluate its efficiency under
diverse network conditions. Our results show that, compared
to the prior 2-server DORAM scheme DUORAM, DuetORAM
reduces retrieval latency by up to 170× in LAN settings; com-
pared to the 3-server design S3ORAM, DuetORAM achieves
1.7× reduction in retrieval latency, while also accelerating
eviction by 7× in LAN and 5× in WAN settings.

1.1 Technical Overview
We target a 2-server DORAM with low round complexity,
low communication complexity, and concretely practical effi-
ciency, without using heavy cryptographic mechanisms.
System model and high-level procedures. DuetORAM in-
volves a lightweight client and two non-colluding servers
S0,S1, adapting tree-based ORAM to the 2-server setting.
Concretely, we follow the eviction strategy and parame-
ters from [24], originally derived from Onion ORAM [14].
Servers store an identical copy of O(N) ORAM (encrypted)
blocks organized in a binary-tree structure, where N ≤ A ·
2H−1 (A is the eviction frequency). The client keeps a posi-
tion map locally, recording where a block resides in this tree.
Each bucket holds up to Z blocks. Following the access strat-
egy of tree-based ORAM, each logical (read/write) access
touches one root-to-leaf path of height H = ⌈logN/A⌉+ 1,
which contains at most Z · (H + 1) encrypted blocks. After
accessing a block, the client remaps the re-encrypted (and
possibly updated) block to a fresh random leaf and inserts it
back into the root. To prevent block overflow in the root, the
client periodically selects an eviction path for eviction.
Threat model. In our design, we consider a trusted client and
two non-colluding2, semi-honest servers, denoted as S0 and
S1. Our threat model follows the standard framework used in
distributed secure computation and oblivious storage. A Prob-
abilistic Polynomial-Time (PPT) adversary A can statically
corrupt at most one of the two servers St (t ∈ {0,1}). Under
the semi-honest assumption, the corrupted server faithfully
follows the protocol specification but attempts to infer sen-
sitive information by inspecting its internal view. The view
of a corrupted server St includes its private Pseudorandom
Function (PRF) key, the local encrypted storage, and the tran-
scripts of all incoming messages from the client or the peer
server during protocol execution.

1.1.1 Replicated Encrypted Blocks

DuetORAM features a block encryption mechanism that si-
multaneously supports efficient 2-server oblivious retrieval
and oblivious eviction.

2This assumption is standard in the two-server DORAM setting and is
well-motivated in practice. For example, the two servers may be operated
by independent service providers or deployed in different administrative or
legal jurisdictions.



In the setup phase, the client samples two random PRF keys
k0,k1 and encrypts each plaintext block b via a nonce-based
double-masking encryption mechanism, where fresh nonces
η0,η1 are randomly sampled. A ciphertext is computed as

(η0,η1,c← b⊕F(k0,η0)⊕F(k1,η1)),

where F is a PRF and S0 knows k0 and S1 knows k1. Both
servers store the encrypted block (η0,η1,c). Clearly, the en-
crypted block reveals nothing to each server, as each server
only learns one PRF key.

A nice property following the nonce-based block encryp-
tion is that the servers can locally convert an encrypted block
and share the encrypted plaintext block b:

S0 : b0← F(k0,η0), S1 : b1← c⊕F(k1,η1),

so that b0⊕b1 = b, meaning the servers share the plaintext
b for free. Looking ahead, this ciphertext-to-share bridge is
the key observation for the subsequent oblivious eviction
protocol: the servers can operate on secret shares of plain-
text blocks without running an expensive decryption protocol
within secure computation.
• Oblivious block retrieval without server-side interaction.
Oblivious access within a path is simple, as both servers store
identical ciphertexts, and a simple 2-server PIR [11] suffices.
The client performs a 2-server PIR query and receives the tar-
get ciphertext c, without revealing which block was selected.
The client locally recovers b by simply computing

b = c⊕F(k0,η0)⊕F(k1,η1).

Note that 2-server PIR is highly simple and efficient: the
retrieval is constant-round and its client-to-server communica-
tion is linear with the path length rather than the full database,
and the servers do not interact with each other.
• Oblivious eviction from oblivious permutation. Now we
turn to oblivious eviction. At a high level, eviction in tree-
based ORAMs mainly conducts the following: 1) collecting
blocks from eviction buckets, and 2) reassigning these blocks
to buckets while ensuring correctness.

With our ciphertext-to-share bridge, the servers locally con-
vert encrypted blocks to secret-shared plaintext blocks non-
interactively. Hence, oblivious eviction reduces to a 2-server
secret-shared permutation: given secret shares of the blocks,
the servers obtain secret shares of the permuted blocks for an
eviction-dependent permutation, without learning the permu-
tation itself or the plaintext blocks. While oblivious eviction
via oblivious permutation is a natural idea, realizing it effi-
ciently in the 2-party setting is challenging. Before presenting
our solution, we first review possible approaches.

A permutation matrix is the most conceptually simple way
to realize a permutation. Specifically, the client computes
the eviction permutation (using the ORAM position map)
and shares the corresponding permutation matrix between

the servers. The servers then apply the permutation by eval-
uating a secret-shared matrix-vector multiplication over the
blocks in the eviction region. This approach can be realized
in O(1) rounds via 2PC, but it incurs O(Z2 log2 N) blocks of
communication. Z and N can be relatively large in practice;
the bandwidth cost is high.

A standard optimization is to decompose the eviction per-
mutation into a sequence of smaller permutations, as done
by the triplet-eviction procedure from [14, 24]. In this case,
each sub-eviction operates on a smaller permutation matrix,
reducing the total communication to O(Z2 logN) blocks. The
downside is increased interaction: the sub-evictions must be
executed sequentially from higher to lower layers, so lower
layers wait for the completion of higher-layer eviction. As a
result, the protocol requires O(logN) rounds to complete.

1.1.2 Oblivious Permutation

We propose an efficient 2-party secret-shared oblivious per-
mutation with linear communication and constant rounds. Us-
ing our oblivious permutation protocol, we achieve 2-server
oblivious eviction over the whole eviction path with optimal
O(Z logN) blocks of communication in O(1) rounds. We also
prove that our whole-path eviction strategy is equivalent to
the triplet-eviction strategy [14, 24] , which is of independent
interest. We provide a detailed proof in the full version.

Our efficient 2-party secret-shared permutation protocol
is based on pre-distributed shuffle correlations, inspired by
the CGP shuffle [8]. In the offline phase, the client gener-
ates correlated randomness associated with a set of randomly
punctured indexes and distributes the resulting correlations to
the two servers. Later, in the online phase, the servers lever-
age these correlations to permute secret-shared blocks while
keeping both the permutation and the plaintext blocks hidden.

The pre-distributed correlations encode only a set of ran-
dom indexes, whereas eviction requires a meaningful, data-
dependent eviction permutation. We exploit a nice property
of these shuffle correlations that allows the client to provide a
small amount of adjustment information, enabling the servers
to adapt the pre-distributed correlations from the random in-
dexes to the expected eviction permutation, without revealing
any additional information.

We further introduce a local-stretch optimization for shuf-
fle correlations that is particularly suited to the DORAM set-
ting. Roughly, the client generates shuffle correlations whose
element size is independent of the ORAM block size. Re-
ceiving the correlations, the servers can then locally stretch
these compact correlations via a Pseudorandom Generator
(PRG) to support oblivious permutation over full-size ORAM
blocks. This property is desirable for DORAM: the client’s
offline communication for distributing correlations no longer
depends on the ORAM block size, slashing client-server com-
munication, especially for DuetORAM with large blocks.
From shared blocks to encrypted blocks. A remaining step



after the oblivious eviction is to maintain the replicated en-
crypted ORAM blocks for future oblivious access. This can be
done efficiently following our block encryption mechanism.
For each shared block, with S0 holding b0 and S1 holding b1,
S0 derives a random nonce η0, computes c0← b0⊕F(k0,η0),
and sends (η0,c0) to S1. At the same time, S1 derives a ran-
dom nonce η1, computes c1 ← b1 ⊕ F(k1,η1), and sends
(η1,c1) to S0. Both servers compute c← c0⊕ c1 and then
hold the identical encrypted block (η0,η1,c).

1.1.3 Putting All Together

We combine the above techniques to design a 2-server DO-
RAM scheme. Each logical operation proceeds as follows.

• The client performs 2-server PIR over a root-to-leaf path
to retrieve the desired blocks, locally decrypts/updates the
block, remaps it to a fresh leaf, and writes back the re-
encrypted block (with fresh nonces) at the root.

• Periodically, the two servers perform eviction without
client-side heavy work: they locally convert replicated
ciphertexts into shares of plaintext blocks, run a constant-
round secret-shared permutation using pre-distributed shuf-
fle correlations (with a small online adjustment from the
client), and finally re-encode the permuted shares back to
replicated ciphertexts.

Overall, DuetORAM achieves constant rounds for access with-
out inter-server communication, and eviction with optimal
O(logN) blocks of communication in constant rounds.

1.2 Contributions

We summarize the main contributions as follows:

• New 2-server DORAM design. We propose DuetORAM, a
2-server DORAM from tree-based ORAM. It only relies on
simple symmetric primitives without requiring linear-scan
paradigms or expensive operations. DuetORAM enjoys
1) constant-round oblivious access without inter-server
communication, and 2) O(logN) blocks of communication
in O(1) rounds. To our best knowledge, no existing 2-
server DORAM scheme achieves the above properties in a
practical sense.

• New tailored techniques and optimizations. DuetORAM
cannot achieve its goal without tailored techniques and
optimizations that carefully exploit the structural and task-
specific properties. In particular, we highlight the following
key techniques that may be of independent of interest.

– Replicated encrypted ORAM storage. The servers
store the identical encrypted storage for a tree-based
ORAM. This enables oblivious access from a highly
efficient 2-server PIR over the queried path in constant
rounds and without inter-server interaction.

– Novel block encryption mechanism. We propose a
novel block encryption mechanism that supports locally
conversion from encryption blocks to secret shares of
the underlying plaintext blocks, avoiding interactive
decryption. This allows the servers to perform eviction
directly over secret-shared plaintext blocks.

– New oblivious permutation with offline-online de-
composition. We propose a new 2-party oblivious
permutation. Our new permutation protocol features
an offline-online decomposition property that is well-
suited for 2-server ORAM. Plugging in the protocol
for oblivious eviction, DuetORAM achieves eviction
with O(logN) blocks of communication in O(1) rounds.
Note that even the existing 3-server DORAM [24] re-
quires O(logN) rounds for eviction.

• Implementation and evaluation. Apart from the promis-
ing asymptotic efficiency properties, DuetORAM is con-
cretely efficient. We have implemented DuetORAM and
open-sourced the code. Performance evaluation over vari-
ous network settings shows that DuetORAM is even more
efficient than the existing 3-server DORAM schemes,
which require stronger assumptions.

1.3 Related Work

Single-Server ORAMs. Classical client-server ORAMs typ-
ically incur polylogarithmic communication and computa-
tional overhead [3, 20, 37] per access. The seminal Square-
Root ORAM [20] requires O(

√
N) client-server communica-

tion per access, alongside a periodic O(N logN) communica-
tion for its oblivious sorting. Due to the heavy sorting bottle-
neck, subsequent Hierarchical ORAM organizes blocks into
levels of geometrically increasing sizes to amortize the sorting
overhead to O(log3 N). Partition ORAM [36] avoids sorting
over the entire dataset by splitting a large ORAM into multiple
smaller, independent ORAM instances. Moving away from hi-
erarchical shuffles, tree-based ORAMs [32, 34, 37] organize
blocks within buckets along a binary tree structure and sup-
port oblivious access by reading and rewriting a root-to-leaf
path, reducing client-server communication to logarithmic
blocks. Onion ORAM [14] leverages server-side computation
to circumvent the logarithmic communication blowup, yet
it suffers from substantial computational latency due to the
heavy homomorphic encryption involved.
Distributed ORAMs. DORAMs [15, 23, 24, 35] shift the
client-server bottleneck to server-side secure computation
between non-colluding servers. Existing architectures [15,
21, 38] are heavily polarized by their system models. In the
2-server setting, schemes are predominantly hampered by lin-
ear server-side work. Floram [15] leverages function secret
sharing and 2-server PIR to achieve O(logN) online com-
munication in constant rounds, but it demands a full linear
scan per access and introduces an amortized O(

√
N) inter-



server communication blowup for storage refreshes. DUO-
RAM [38] optimizes Floram by introducing a preprocessing
phase to reduce the online client-server communication to a
constant number of blocks per access, yet it still yields linear
server scans and considerable latency. Another representative
2-server tree-based design, GKWORAM [21], extends the 2-
server PIR scheme to minimize client-side storage, but it still
requires the servers to perform a linear scan over the database
while incurring logarithmic communication.

To bypass the linear server-work barrier, several works [16,
24] introduce an honest majority with three or more servers.
GigaDORAM [16] optimizes hierarchical solutions under
a 3-server setting to achieve polylogarithmic computation
and communication. S3ORAM [24] utilizes three (or more)
servers based on Shamir secret sharing to provide highly
efficient operational performance, but its sequential, layer-by-
layer eviction strategy requires O(logN) blocks of communi-
cation across O(logN) rounds.

By contrast, DuetORAM achieves a concretely efficient 2-
server DORAM with O(logN) blocks of inter-server commu-
nication in constant rounds and low client-server communi-
cation only using cheap symmetric primitives, and without
linear server-side work.

2 Preliminary

Notation. x $←− {0,1}n denotes that x is a n-bit string chosen
uniformly at random. |x| denotes the size of the string x. We
use bold lowercase letters to represent vectors. For a vector
aaa, its i-th element is denoted by aaa[i]. We use JxK to denote
an XOR secret sharing of x ∈ {0,1}n. In the two-party case,
JxK denotes the party Pt holds a share JxKt such that x =
JxK0⊕ JxK1. Table 1 summarizes some of the notations used
in this paper.

Table 1: Summary of Notation

Notation Description

T,NT ORAM tree and nonce tree
pm,md Position map and bucket metadata of the ORAM tree
A Eviction frequency
N,Z Number of blocks and bucket size
B,b Block size and block
T[i, j] Block at the j-th position in the i-th bucket
pID,pIdx,η Path ID, path index and nonce
P (pID) Ordered indexes of all buckets on the path pID
P (pID,h) Index of the bucket on the path pID at level h
nr,ne Counter for access and eviction operations
[n] All integers from 1 to n
J·K Additive linear secret sharing

2.1 Permutation

A permutation is a bijective function π : [n] 7→ [n], and Sn is
the symmetric group containing all [n] 7→ [n] permutations.

When applying π over a vector xxx of n elements, we have

yyy = π(xxx) = (xxxπ(1), · · · ,xxxπ(n)), (1)

where yyyi = xxxπ(i). Namely, xxxπ(i) is moved to position i. We de-
note π−1 as the inverse of a permutation π. We use π = π0 ◦π1
to denote that π as the composition of two sub-permutations
π0 and π1. For i ∈ [n], it is calculated as

π0 ◦π1(i) = π0(π1(i)). (2)

2.2 Two-server Private Information Retrieval
Private Information Retrieval (PIR) enables the retrieval of
a data item from a (public) database DB while hiding which
item is being accessed. A two-server PIR scheme ΠPIR =
(Create,Retrieve,Reconstruct) is defined as follows:

• Create(i): On input an index i, output queries (qqq0,qqq1).
• Retrieve(t,qqqt ,DB): On input a server index t, a query qqqt ,

and the public database DB, output an answer at .
• Reconstruct(a0,a1): On input query result a0 and a1, re-

construct the result a.

Correctness of PIR requires that the responses a0 and a1
from PIR servers should reconstruct the desired item DB[i],
while security requires that any PPT adversary who corrupts
only one server learns no more information about the client’s
query. We provide the formal definition in the Appendix §B.

2.3 CGP Secret-Shared Shuffle
A secret-shared shuffle protocol allows parties to obliviously
shuffle a dataset via a random secret permutation and obtain
additive secret shares of the result, without either party learn-
ing the underlying permutation or the shared data. Chase et
al. [8] proposed a secret-shared shuffle protocol in the two-
party setting that avoids reliance on costly public-key cryp-
tography or securely evaluating permutation networks. They
introduced the Share Translation protocol, which leverages
Oblivious Transfer (OT) [4] and puncturable PRFs to generate
two sets of pseudorandom numbers (or shuffle correlations),
effectively transforming the data permutation problem into
a pseudorandom number permutation problem. In what fol-
lows, we provide a concise overview of the CGP secret-shared
shuffle protocol.

Assume that party P0 holds a sub-permutation π0, and party
P1 possesses a secret share JvvvK0. Party P1 randomly generates
a full matrix, while P0 obtains a punctured matrix through
the OT protocol, where the element at position (i,π0(i)) is
omitted. Using the punctured matrix, P0 can XOR all the
elements in row i and column π0(i) to compute ∆∆∆[i], while P1
can XOR the elements in column i to calculate aaa[i] and XOR
the elements in row j to compute bbb[ j]. Figure 1 illustrates the
Share Translation protocol in a two-party setting.



Figure 1: Share Translation Protocol

Based on the sets of pseudorandom numbers (∆∆∆,aaa,bbb), P1
sends JvvvK0⊕aaa to P0 and sets its share to bbb, while P0 computes
its share as π0(JvvvK0⊕aaa)⊕∆∆∆. Next, with P1 holding the sub-
permutation π1 and P0 holding the share JvvvK1, the operation is
repeated. In the end, both parties obtain additive secret shares
of π0 ◦π1(JvvvK0⊕ JvvvK1).

2.4 Two-server Distributed Oblivious RAM
Definition 1 (Two-server DORAM). A two-server distributed
ORAM scheme ΠORAM consists of two protocols between a
client and two non-colluding servers:

• Setup(1λ,DB): On input a security parameter λ and a
database DB, the client generates the initial encrypted
storage structures EDB0 and EDB1 for the two servers
and initializes its local state σ.

• Access(σ,op, id,data): This is an interactive protocol be-
tween the client and servers. The client inputs state σ,
op ∈ {read,write}, a block identifier id, and an optional
data value data. If op = read, the protocol returns the
block b identified by id. If op= write, the protocol returns
the block b and updates the content of block id to data.
Additionally, it updates the server-side structures to EDB′t
and client state to σ′.

The formal definitions of correctness and security can be
found in Appendix §C.

3 Construction of Our DuetORAM

We now present the concrete construction of DuetORAM. Fig-
ure 2 illustrates its overall workflow.

3.1 Roadmap & Challenges
Our goal is to efficiently compile a tree-based client-server
ORAM to a 2-server DORAM. The core requirement is to
reduce the client-side work and client-server communication
and interaction, while keeping the server-side computation
and inter-server communication as little as possible.

We start from a strawman construction to demonstrate why
this is challenging. For any tree-based client-server ORAM,
we can simply replicate its encrypted blocks between two

servers. Oblivious access is straightforward then: the servers
simply perform 2-server PIR over the encrypted blocks over
the accessed path, which is highly efficient; it only requires
non-interactive multiplication between a secret-shared one-
hot vector and the encrypted blocks [11].

The challenge lies in the eviction process, which is the
most expensive part and is performed periodically to maintain
obliviousness and correctness. As motivated, we want the
servers, rather than the client, to perform eviction via 2PC.
Yet, eviction must be done securely without revealing the un-
derlying plaintext blocks or eviction permutation. As the first
step, the servers must somehow share the underlying plaintext
blocks before conducting the secret-shared eviction proce-
dure. If a normal encryption (e.g., AES) is used, then sharing
the plaintext would necessitate an interactive secret-shared
decryption (e.g., 2-party secure AES evaluation), which is con-
cretely expensive. Certainly, we need a new block encryption
to reduce the overhead, which is our first challenge.

One might ask why not share plaintext blocks to enable
2PC for access and eviction to avoid expensive secret-shared
decryption. We avoid this for efficiency. First, standard 2-
server PIR is incompatible with secret shares because access
would require expensive interactive secret-shared multipli-
cation. Secure multiplication between two secret-shared val-
ues requires interaction, while multiplying a secret-shared
value by a public value requires no interaction. If blocks were
shared, it would require multiplication between the secret-
shared one-hot vector and secret-shared blocks, incurring
O(Z logN) blocks of inter-server communication per access.
This motivates prior 3-server works [23, 24, 38] where re-
dundancy enables efficient PIR, but this option is unavailable
here. Second, eviction is infrequent. With parameters from
[14, 24], the eviction frequency A exceeds 300. Therefore, a
lightweight access protocol is desirable.

We propose a novel block encryption mechanism that al-
lows the servers to non-interactively convert encrypted blocks
to the secret-sharing of the encrypted plaintext blocks. This
enables the servers to share the underlying plaintext blocks
before eviction for free. Then we propose a new oblivious
permutation protocol, with a new offline-online decomposi-
tion that minimizes the client-server communication. We also
propose a bundle of new tricks and optimizations that improve
both asymptotic and concrete efficiency.

3.2 Encryption with Share Conversion

We propose a simple PRF-based encryption scheme. Our
encryption is inspired by [15], yet we randomly choose
nonces as the PRF inputs. The encryption scheme ΠSE =
(Gen,Enc,Dec,Convert) is defined as in Algorithm 1. No-
tably, this scheme has an additional conversion algorithm that
converts any encrypted ciphertext to a secret sharing of the
encrypted plaintext. Note that in the following sections, we
may use the proposed symmetric encryption implicitly.



Figure 2: Overview of the DuetORAM System Workflow

Algorithm 1: The Symmetric Encryption Scheme

Parameters: PRF F : K ×X → Y with K = {0,1}λ,
X = {0,1}λ, Y = {0,1}B.

Gen(1λ):

1 Sample k0,k1
$←− {0,1}λ;

2 return (k0,k1).
Enc(k0,k1,m):

1 Samples η0,η1
$←− {0,1}λ;

2 Compute c = F(k0,η0)⊕F(k1,η1)⊕m;
3 return (η0,η1,c).
Dec(k0,k1,(η0,η1,c)):

1 Compute m = F(k0,η0)⊕F(k1,η1)⊕ c;
2 return m.
// Convert a ciphertext to a share
Convert(t,kt ,(η0,η1,c)): ▷ t ∈ {0,1}

1 Compute mt = F(kt ,ηt)⊕ t · c;
2 return mt .

3.3 DuetORAM Setup Protocol

Protocol 1 shows the DuetORAM setup procedure. The client
uses the proposed encryption scheme to encrypt ORAM
blocks. At the end of the setup, the client sends ciphertexts,
nonces, and key kt to server St .

Specifically, the client initializes two complete binary trees
T and NT of height H. Here, T stores the encrypted data blocks,
while NT stores the corresponding nonces (ηs). Specifically,
the trees share an identical structure such that for every block
at T[i, j], the associated ηs are stored at NT[i, j].

Under this parameterization, the tree stores at most N ≤
A ·2H−1 data blocks, where A denotes the eviction frequency.
Each node holds up to Z blocks and is initialized with Z
dummy blocks represented as B-bit zero strings. Two coun-
ters, nr and ne, are initialized to track the cumulative number

Protocol 1: DuetORAM.Setup(1λ,DB)

@Client:
1 Organize DB into blocks (b1, · · · ,bN) with IDs

(id1, · · · , idN);
2 Initialize two complete binary trees T and NT of height

H, where T[i, j]←{0}B and NT[i, j]←{0}λ for all
i ∈ [2H+1−1] and j ∈ [Z];

3 nr,ne← 0;
4 for i ∈ {1, · · · ,N} do
5 zi

$←− [2H ,2H+1);
6 Select (xi,yi), s.t. xi ∈ P (zi),yi ∈ [Z], and T[xi,yi]

is empty;
7 T[xi,yi]← bi, md[xi][yi]← idi;
8 pm[idi]← (zi,⌊log2 xi⌋ ·Z + yi);

9 (k0,k1)←ΠSE.Gen(1λ);
10 for i ∈ {1, · · · ,2H+1−1} do
11 for j ∈ {1, · · · ,Z} do
12 (η0,i, j,η1,i, j,ci, j)←ΠSE.Enc(k0,k1,bi, j);
13 NT[i, j]← (η0,i, j,η1,i, j), T[i, j]← ci, j;

14 return (T,NT,kt). ▷ Distribute (T,NT,kt) to server St ,
for t ∈ {0,1}.

of retrievals and evictions, respectively. Blocks from the input
database DB are organized with IDs from id1 to idN and dis-
tributed randomly among the leaf nodes of the tree, with their
locations recorded accordingly in the position map pm and
bucket metadata md. Following standard tree-based ORAM
paradigms [24, 32], storing pm and md locally on the client in-
curs a linear client storage overhead of O(N · logN) bits. Since
pm and md only track structural routing and block identifiers
rather than the data payloads themselves, this local memory
footprint remains negligible relative to the server-side out-
sourced storage O(N ·B), particularly in practical scenarios
where the block size B≫ logN.



3.4 DuetORAM Access Protocol

Upon receiving an access request, the DuetORAM access
protocol executes an oblivious retrieval operation, and trig-
gers the eviction procedure periodically based on the access
counter. The eviction operation relies on several subroutines,
which we elaborate below. Protocol 2 presents the complete
DuetORAM.Access procedure.

Protocol 2: b← DuetORAM.Access(op, id,b∗)

1 b← DuetORAM.Retrieve(id);

2 z $←− [2H ,2H+1);
3 pm[id]← (z,nr +1);
4 if op = read then
5 b∗← b;

6 (η0,η1,c∗)←ΠSE.Enc(k0,k1,b∗);
7 Write c∗ to T[1,nr +1] and (η0,η1) to NT[1,nr +1];
8 nr← nr +1 mod A, md[1][nr]← id;
9 if nr = 0 then

10 Execute DuetORAM.Eviction protocol;
11 ne← ne +1 mod 2H ;

12 return b.

3.4.1 Retrieval

Recall that in DuetORAM, both servers maintain identical
copies of the encrypted database. These copies are masked by
the outputs of pseudo-random functions under keys k0 and k1,
which are held exclusively by S0 and S1, respectively. This
architecture enables oblivious retrieval employing a classical
2-server PIR-based approach [11].

To retrieve a target block id, the client first identifies its
logical location within the tree using the position map pm.
The client then generates queries qqq0 and qqq1 of length n =
Z · (H +1), representing the total number of blocks along the
access path. Upon receiving the query, each server constructs a
path vector vvvt by concatenating the blocks along the requested
access path. The server then invokes PIR.Retrieve(t,qqqt ,vvvt)

3.
Finally, the client recovers the target block b by aggregating
the responses. Protocol 3 provides the details of the retrieval.

3.4.2 Eviction

After every A accesses, DuetORAM deterministically selects
a path based on the reverse lexicographical order [18] and
performs eviction along it. In our binary ORAM tree, edges
to left children are labeled as 0 and those to right children as
1. The eviction path corresponding to the ne-th eviction is the
bit-reversed binary encoding of ne.

3This retrieval yields shares of both the target block and the associated
nonces (η1,η2). For brevity, subsequent descriptions focus on block recon-
struction; nonce reconstruction proceeds identically and is thus omitted.

Protocol 3: b← DuetORAM.Retrieve(id)

@Client:
1 (pID,pIdx)← pm[id];
2 (qqq0,qqq1)← PIR.Create(pIdx);
3 Send (pID,qqqt) to server St for t ∈ {0,1}.

@Server: each server St receiving (pID,qqqt), do
1 Construct path vector vvvt by concatenating blocks along

path pID on server St , ordered from root to leaf;
2 JcKt ← PIR.Retrieve(t,qqqt ,vvvt);
3 Send JcKt to the client;

@Client: on receiving the shares JcK0 and JcK1, do
1 c← PIR.Reconstruct(JcK0,JcK1);
2 b← c⊕F(k0,η0)⊕F(k1,η1);
3 return b.

The core idea of the triplet-eviction strategy is to move
each real block in the bucket P (pe,h) on path pe to one of its
two child buckets P (pe,h+1) or its sibling, for each level h∈
[0,H). We refer to P (pe,h) as the source bucket, P (pe,h+1)
as the destination bucket, and the other child as the sibling
bucket (see Figure 3 for clarification). As required by the
ORAM correctness, each block must remain on the path to
its mapped leaf after eviction.

Figure 3: Triplet Eviction Clarification.

Based on the bucket overflow probability (Lemma 1) and
the definition of reverse lexicographical order [18], a struc-
tural property of triplet eviction yields the following observa-
tion. Immediately prior to each eviction, the sibling bucket
of every internal node along the eviction path is empty (ex-
cluding the leaf level). After the eviction completes at a given
level, the source bucket becomes empty. Consequently, blocks
whose leaf labels lie on the eviction path are eventually pushed
all the way down to the leaf bucket, whereas blocks whose la-
bels do not lie on the path are diverted into the sibling bucket.

The above insight implies that the cumulative effect of the
H sequential triplet evictions is equivalent to a single batch
operation, and the final position of each block depends solely
on its assigned leaf, independent of the intermediate steps.
Therefore, instead of evicting level by level, we treat all blocks
on the eviction path together with those in the leaf-level sib-
ling bucket as a single pool, apply one oblivious permutation



that places each block in the deepest bucket consistent with its
leaf label, and then materialize the resulting bucket contents.
For example, in Figure 3, after shuffling, the blocks remain-
ing in bucket 12 are unchanged, bucket 13 is replaced by the
contents of bucket 6, bucket 7 is replaced by bucket 3, and
bucket 2 is replaced by bucket 1.

To facilitate a secret-shared permutation of blocks along
the eviction path, the system must first transform the stored
double-masked encrypted blocks into additive XOR shares.
Practically, this requires one server to remove its correspond-
ing PRF masking layer from the stored data, yielding a share
masked solely by the peer’s key. The peer server, in turn, uti-
lizes its locally generated PRF mask as the complementary
share. Through this procedure, the two servers effectively
establish valid XOR shares of the underlying data blocks
without interaction.

With these shares established non-interactively, the remain-
ing core task of eviction reduces to a secure data-dependent
permutation. To abstract away the low-level cryptographic
mechanics and present a clean top-down protocol layout, we
formalize this step using an ideal path permutation functional-
ity, denoted as Fperm (Functionality 1). Formally, Fperm takes
the target permutation π from the client, the plaintext block
shares JvvvK0 and JvvvK1 from the two servers, and outputs the
permuted shares JṽvvK0 and JṽvvK1 such that JṽvvK0⊕ JṽvvK1 = π(vvv).
We provide the detailed definitions of correctness and security
in Appendix §C.3.

Functionality 1: Ideal Secret-shared Permutation
Functionality Fperm

Parameters: A permutation π ∈ Sn from the client and
a plaintext share vector JvvvKt ∈ ({0,1}B)n from each
server St , t ∈ {0,1}.

Functionality: After receiving a permutation π from
the client, a share vector JvvvK0 from server S0, and a
share vector JvvvK1 from server S1:

1 Compute vvv = JvvvK0⊕ JvvvK1 and ṽvv = π(vvv);

2 Sample rrr $←− ({0,1}B)n, and set JṽvvK0 = rrr, JṽvvK1 = ṽvv⊕ rrr;
3 Send JṽvvKt to server St for t ∈ {0,1}.

After the execution of the path permutation, a reverse trans-
formation is required to convert the permuted XOR shares
back into the standard double-masked format for storage.
This reconstruction necessitates one additional round of in-
teraction. Specifically, each server St generates a "blinded
share" by XORing its local secret share with a fresh PRF
mask derived from the new nonce. The servers then exchange
these blinded shares. Finally, by XORing the locally com-
puted blinded share with the received one, both servers re-
construct the identical double-masked encrypted blocks (i.e.,
b⊕F(k0,η0)⊕F(k1,η1)).

In summary, the eviction procedure proceeds as follows.
The client computes the permutation π that maps blocks on
the eviction path to their target destinations. The servers then

non-interactively convert the encrypted blocks into secret
shares, after which the parties invoke the ideal functionality
Fperm to securely permute the shares. Finally, the servers re-
encrypt the permuted blocks and write them back to their
corresponding buckets. Protocol 4 formally describes this
eviction procedure in the Fperm-hybrid model, integrating the
ideal functionality with its supporting subroutines. Below, we
first detail these auxiliary subroutines, and then present the
concrete protocols that instantiate Fperm in Section 3.5.

Protocol 4: DuetORAM.Eviction(ne)

@Client:
1 pe← bitreverse(ne);
2 for l ∈ {0, · · · ,H} do
3 S← S∪ReadBucket(P (pe, l));

4 Let ûH be the index of the sibling bucket of P (pe,H);
5 S← S∪ReadSibling(ûH);
6 π← GeneratePermutation(S,pID);
7 The client sends π to Fperm;

@Server:
1 Let vvvt be the vector of data blocks along path pe

ordered from root to leaf, followed by the blocks in
the bucket ûH ;

▷ The size of vvvt is Z · (H +2).
2 Locally convert vvvt into secret shares JvvvKt ;
3 St calls Fperm with input JvvvKt and obtains shares JṽvvKt ;

4 Generate nonce list Lηt ← G(sηt), sηt
$←− {0,1}λ;

5 Compute Jṽvv′Kt [i]← JṽvvKt [i]⊕F(kt ,ηi) for all
i ∈ [Z · (H +2)], where ηi← Lηt [i];

6 St sends (sηt ,Jṽvv′Kt) to the other server S1−t ;
7 Reconstruct the path data, vvvt ← Jṽvv′K0⊕ Jṽvv′K1.

• Read Blocks. Before constructing the eviction permutation,
the client determines the exact locations of all real blocks
on the path. Since the position map maintains each block’s
assigned leaf and the metadata tracks the occupancy of every
bucket, the client can locally reconstruct the set of blocks
residing on the path without interacting with either server.

Algorithm 5: Read Algorithms

// Read the metadata of bucket i.
S← ReadBucket(i):

1 for j ∈ {1, · · · ,Z} do
2 id j←md[i][ j], (pID,pIdx)← pm[id j];
3 S← S∪ (id j,pID,pIdx);

4 return S.

S← ReadSibling(i):
1 for j ∈ {1, · · · ,Z} do
2 id j←md[i][ j], (pID,pIdx)← pm[id j];
3 S← S∪ (id j,pID,pIdx+Z);

4 return S.



To support the one-shot eviction optimization, we include
the leaf-level sibling bucket in the shuffle domain. Concep-
tually, we treat this bucket as the (H + 1)-th bucket on the
eviction path. Accordingly, the logical path indices of blocks
stored in this sibling bucket are offset by Z, ensuring that all
blocks across the augmented path occupy a single contiguous
index space. The procedure is outlined in Algorithm 5.
•Generate Permutation. Once the locations of all real blocks
on the eviction path have been determined, the client con-
structs a permutation that pushes these blocks as deep into the
tree as possible. The permutation is derived by greedily filling
buckets starting at the leaf and proceeding upward toward the
root, ensuring that blocks occupy the deepest bucket consis-
tent with their assigned leaf. Concretely, a block id′ mapped to
leaf pID′ may be placed in a bucket at level l if and only if the
two paths intersect at that level, i.e., P (pID, l) = P (pID′, l).

A structural property of triplet eviction implies that once
eviction completes, all blocks residing in internal buckets
along the eviction path will be relocated into the sibling bucket
at the next depth, rather than remaining on the path itself. Con-
sequently, the path index of each displaced block is shifted
downward by Z positions. To prevent the server from corre-
lating pre- and post-shuffle blocks via reuse of nonces, the
nonces for all blocks involved in the shuffle are randomly
refreshed. Algorithm 6 specifies the complete permutation
construction procedure.

Algorithm 6: Generate Permutation

// Derive eviction permutation π

π← GeneratePermutation(S,pID):
1 for l ∈ {H,H−1, · · · ,0} do
2 S′←{(id′,pID′,pIdx′) ∈ S : P (pID, l) =

P (pID′, l)};
3 S′← Select min(|S′|,Z) blocks from S′;
4 S← S−S′;
5 if l = H then
6 Clear md[P (pID, l)];
7 for i ∈ {1, · · · , |S′|} do
8 π(Z ∗ l + i)← pIdx′i;
9 pm[id′i]← (pID′i,Z · l + i);

10 md[P (pID, l)][i]← id′i;

11 else
12 Set u← P (pID, l), and let û be the index of the

sibling of node P (pID, l +1);
13 Clear md[u] and md[û];
14 for i ∈ {1, · · · , |S′|} do
15 π(Z · l + i)← pIdx′i;
16 pm[id′i]← (pID′i,Z · (l +1)+ i);
17 md[û][i]← id′i;

18 Pad the remaining slots in π with dummy indices;
19 return π.

3.5 Instantiating Fperm: From Pure-Online to
Offline-Online Decomposition

To realize the ideal functionality Fperm with a trusted client
and two non-colluding servers, we present two alternative
protocol instantiations. We first describe a straightforward
pure-online protocol inspired by the CGP shuffle, and then
present our optimized offline-online protocol tailored for large
ORAM blocks and bandwidth efficiency.

3.5.1 Pure-Online Instantiation

The ideal functionality Fperm targets a secure permutation
of the data vector shares JvvvKt across both servers based on a
target permutation π, yielding the permuted shares JṽvvKt . Natu-
rally, Fperm can be instantiated through a two-party secret-
shared shuffle protocol inspired by the CGP shuffle. The
standard CGP shuffle relies on an interactive Share Transla-
tion protocol where parties must invoke OT and puncturable
PRFs to generate shuffle correlations. However, running such
protocols online over a large ORAM path introduces exten-
sive communication and computational overhead between the
servers. Benefiting from our architecture featuring a trusted
client and two non-colluding servers, we can strategically del-
egate the generation of these shuffle correlations to the client.
This architectural optimization avoids executing the heavy
Share Translation protocol over inter-server channels during
eviction. We specify the concrete shuffle procedure below.
• Secret Shared Shuffle. The client first takes the target
permutation π and randomly decomposes it into two sub-
permutations π0 and π1 such that π = π0 ◦ π1. The client
then generates the random vectors aaa and bbb for each sub-
permutation, as well as the translation vector ∆∆∆ required
for the oblivious shuffle. Specifically, concerning the sub-
permutation πt (t ∈ {0,1}), the client randomly selects vec-
tors aaa1−t and bbb1−t of size ns, where ns signifies the size of
the data vector shares to be permuted, and computes ∆∆∆t as
∆∆∆t = πt(aaa1−t)⊕bbb1−t . Subsequently, the client distributes the
tuple (πt ,∆∆∆t ,aaat ,bbbt) to each respective server St . Additionally,
let H : {0,1}∗→ ({0,1}B)ns be a hash function.

Based on the received parameters, both servers conduct
the interactive protocol for the secret-shared shuffle. More
concretely, S1 sends its masked data xxx(1)0 := aaa1 ⊕ JvvvK1 to

S0. Upon receiving the masked secret share xxx(1)0 from S1,

S0 computes xxx(2)0 := π0(xxx
(1)
0 )⊕∆∆∆0⊕π0(JvvvK0) and forwards

xxx(1)1 := aaa0⊕ xxx(2)0 along with a randomly sampled seed kw
$←−

{0,1}λ to S1. After receiving the information from S0, S1
locally computes the pseudorandom vector www = H(kw) and
xxx(2)1 := π1(xxx

(1)
1 )⊕∆∆∆1⊕π1(bbb1)⊕www. Ultimately, S0 acquires

the shuffled secret share JṽvvK0 = bbb0⊕www, and S1 obtains the
shuffled secret share JṽvvK1 = xxx(2)1 , satisfying JṽvvK0 ⊕ JṽvvK1 =
π1(π0(JvvvK0⊕ JvvvK1)) = π(vvv). Subroutine 1 formalizes these
client operations and inter-server interactions.



Intuitively, the correctness and security of Fperm inherit
directly from the CGP shuffle. Since we merely offload the
Share Translation to the client without altering the underlying
cryptographic structure, these guarantees hold implicitly.

Subroutine 1: Secret Shared Shuffle based Two-Party
Permutation Protocol (S32P2)
// Generate shuffle correlations.

((π0,∆∆∆0,aaa0,bbb0),(π1,∆∆∆1,aaa1,bbb1))← S32P2.ST(π):
1 Sample random permutations π0,π1, s.t. π = π0 ◦π1;
2 Randomly select vectors of size ns,aaa0,bbb0,aaa1,bbb1,

where each element of the vector ε
$←− {0,1}B;

3 ∆∆∆0 := π0(aaa1)⊕bbb1;
4 ∆∆∆1 := π1(aaa0)⊕bbb0;

return ((π0,∆∆∆0,aaa0,bbb0),(π1,∆∆∆1,aaa1,bbb1)).

// Two servers secret shared shuffle.

S32P2.SecretShare(S0,S1):
1 S1 sends xxx(1)0 := aaa1⊕ JvvvK1 to S0;

2 S0 computes xxx(2)0 := π0(xxx
(1)
0 )⊕∆∆∆0⊕π0(JvvvK0);

3 S0 sends xxx(1)1 := aaa0⊕ xxx(2)0 and kw to S1, where

kw
$←− {0,1}λ, and locally computes www = H(kw);

4 S1 computes xxx(2)1 := π1(xxx
(1)
1 )⊕∆∆∆1⊕π1(bbb1)⊕www,

where www = H(kw);

5 S0 outputs JṽvvK0 = bbb0⊕www. S1 outputs JṽvvK1 = xxx(2)1 .

3.5.2 Optimized Offline-Online Instantiation

Although the pure-online protocol (Section 3.5.1) signifi-
cantly mitigates inter-server overhead by offloading the Share
Translation to the client, it still requires the client to gen-
erate and transmit the full-size shuffle correlation vectors
(∆∆∆t ,aaat ,bbbt) during the eviction phase. Since the elements of
these masking vectors must match the full ORAM block size
B, thereby incurring 3nsB bits of communication overhead
per server, this design introduces a noticeable bandwidth bot-
tleneck between the client and the servers when handling
large block sizes. To overcome this limitation, we present an
optimized offline-online instantiation.

Specifically, we decompose Share Translation into offline
and online phases. In the offline phase, the client expands
seeds k3,k4 into full ns× ns matrices AAA,BBB via a PRG, and
generates random punctured vectors uuu0,uuu1 of length ns. Each
element uuut [i] determines a position in the corresponding ma-
trix to be punctured. For example, uuu0[i] refers to element
AAA[i][uuu0[i]] in matrix AAA, which is set to zero. Once the punc-
tured matrices AAA′ and BBB′ are obtained, the client can distribute
(k4,AAA′) and (k3,BBB′) to servers S0 and S1, respectively, during
idle periods (Subroutine 2). Note that these random punctures
do not yet reflect the target permutation.

In the online phase, we adapt the offline random corre-

Subroutine 2: Secret Shared Shuffle based Two-Party
Permutation Protocol - Offline(S32P2O)
// Generate random permutation matrices.

((AAA′,k4),(BBB′,k3),uuu0,uuu1)← S32P2O.Initialize(ns):

1 k3,k4
$←− {0,1}λ;

2 Generate two ns×ns random matrices, AAA,BBB;
3 Randomly select two vectors of size ns, uuu0,uuu1, each

element in vectors ε
$←− {1, · · · ,ns};

4 for i ∈ {1, · · · ,ns} do
5 AAA′[i]← AAA[i], where AAA′[i][uuu0[i]]← 0;
6 BBB′[i]← BBB[i], where BBB′[i][uuu1[i]]← 0;

7 Distribute (AAA′,k4) to S0, and (BBB′,k3) to S1.
▷ Based on the received parameters, the server St can
compute (∆t ,aaat ,bbbt ).

lations to the data-dependent target permutations. Upon de-
composing the target permutation into sub-permutations π0
and π1, the client computes the cyclic shift vectors rrrt [i] =
(πt [i]− uuut [i]) (mod ns) for t ∈ {0,1} and distributes them
to the servers. Using these cyclic shift vectors, the servers
perform row-wise cyclic shifts on the full matrix (locally ex-
panded from the PRG key) and the punctured matrix provided
by the client (see Figure 4 for clarification). After obtaining
the target matrices, they locally generate the corresponding
pseudorandom shuffle correlations (∆∆∆t ,aaat ,bbbt). Consequently,
the per-server correlation overhead drops from 3nsB bits in
the pure-online variant to just 2ns logns bits, completely de-
coupling the transmission from the ORAM block size B.

Figure 4: Row-wise Right Cyclic Shift

To further optimize bandwidth, we adapt the compact cor-
relation design from [8] by having the client generate matrix
elements as compact cryptographic seeds rather than full-size
blocks. The servers subsequently use a PRG to locally stretch
these seeds to the ORAM block size B, which is required to
mask the data and produce valid shares. This optimization
effectively decouples the offline communication cost from
the block size, yielding substantial savings for large blocks.
Specifically, the offline communication overhead per server
amounts to only λ+n2

s λ bits.
This data-independent structure partitions eviction into of-

fline and online phases (Figure 5). Since pre-distributed ma-



Figure 5: Overview of the DuetORAM Online and Offline Workflow. Expansion: each matrix entry is a compact seed that is
locally expanded by the server into a block-sized value using a PRG.

trices do not rely on runtime data, the client can proactively
send multiple (seed, punctured matrix) pairs to the servers dur-
ing idle periods to support consecutive accesses. Intuitively,
the correctness and security of this offline-online instantiation
hold implicitly. Because the puncture vectors uuut are uniformly
random, the resulting cyclic shift vectors rrrt are computation-
ally masked and leak no target permutation information to an
adversary. Since subsequent execution aligns with the CGP
shuffle, all cryptographic guarantees remain intact.

3.6 Theoretical Cost Analysis

We provide a theoretical analysis of the communication and
computation costs of DuetORAM during the retrieval and evic-
tion phases, and quantify the corresponding overhead incurred
by the client and the servers.
• Retrieval. At the beginning of the retrieval phase, the client
invokes PIR.Create to generate a binary query vector of di-
mension Z · (H +1), incurring Z · (H +1) local XOR opera-
tions. Crucially, the query size depends only on the number
of blocks along the access path and remains independent of
the block size. Thus, the client-server communication during
query issuance consists of a Z · (H + 1)-bit vector together
with the path identifier.

Upon receiving the query, each server computes a masked
share of the requested block by evaluating the XOR-reduced
product JcKt =

⊕n
i qqqt [i] · vvvt [i], where qqqt [i] ∈ {0,1} selects en-

tries along the access path, the multiplication is ordinary mul-
tiplication, and the reduction is taken under bitwise XOR.
In addition, each server computes the shares of the two as-
sociated nonces. Each server returns its shares to the client,
which reconstructs the block and subsequently transmits a
fresh double-masked encrypted block along with two new
nonces back to the servers during write-back.

Overall, the client-server communication complexity of a
single retrieval is O(Z ·H +B), where B is the block size, and
the computational complexity is O(Z ·H).
• Eviction. In the offline phase, the client sends to each server
a matrix-key pair consisting of an ns×ns matrix and a secret
key, resulting in n2

s ·λ+λ bits of client-server communication.
In the online phase, the client supplies a sub-permutation
and two cyclic shift vectors. The total client-server online
communication is 3 ·ns · logns bits.

Upon receiving these values, each server applies cyclic
shifts to the received matrices and computes the correspond-
ing share translations on 2n2

s elements. Servers then jointly
shuffle along the eviction path and exchange blinded shares to
derive consistent double-masked encrypted blocks. This step
requires 4ns operations per server and 2 ·Z ·B · (H + 2)+λ

bits of inter-server communication.
Overall, for a single eviction, the offline client-server com-

munication complexity is O(λ · Z2 ·H2), the online client-
server communication complexity is O(Z ·H · logZ ·H), the
inter-server communication complexity is O(Z ·B ·H), and
the server-side computation complexity is O(Z2 ·H2).
• Recursion Technique. The standard ORAM recursion tech-
nique [34, 37] can be optionally employed to further reduce
the client-side storage overhead. By setting the block size
of the position map ORAMs to χ logN (χ ≥ 2), each block
stores χ position map entries from the preceding level. Af-
ter O

(
logN
logχ

)
recursion levels, the final position map has

constant size. This recursive structure increases the total
inter-server communication complexity during eviction to

∑

logN
logχ

k=0 O
(

log N
χk

)
= O

(
log2 N
logχ

)
blocks and scales the retrieval

round complexity to O
(

logN
logχ

)
. In this paper, we assume the

client stores the position map locally without recursion (Sec-



tion 3.3), under which our claimed O(logN) block communi-
cation complexity strictly holds.

4 Security Analysis

Lemma 1 (Overflow Probability [14]). If Z ≥ A and N ≤
A ·2H−1, the probability a bucket overflows after an eviction

operation is bounded by e−
(2Z−A)2

6A , where Z = A = Θ(λ).

Proof. See [14] for a detailed proof.

Theorem 1. DuetORAM is a secure two-server DORAM
construction in the Fperm-hybrid model if F is a secure PRF,
G is a secure PRG, and the underlying PIR protocol is secure
(see Appendix §B for the formal PIR security definition).

Proof. The proof can be found in the full version.

5 Evaluation

We evaluate the performance of DuetORAM through a
prototype-based experimental study. We first describe our
implementation details and experimental configuration. We
then measure the performance of DuetORAM under differ-
ent network conditions and varying database sizes. Finally,
under a uniform setting where all schemes maintain the posi-
tion map locally on the client without recursion, we compare
DuetORAM with representative prior works, including the 2-
server DUORAM [38] and the 3-server S3ORAM [24], to
demonstrate the efficiency of our design.

5.1 Implementation Experimental Setup
We implement a prototype of DuetORAM in C++, relying on
two libraries: (i) the emp-tool library4, which provides primi-
tives for pseudorandom generation, pseudorandom function,
and AES encryption in counter mode utilizing AES-NI hard-
ware instructions; and (ii) ZeroMQ5, which is used to support
efficient communication between the client and servers.

Experiments are conducted on a machine with a 13th
Gen Intel Core i7-1360P CPU @2.20GHz, 32GB RAM, and
Ubuntu 22.04. We deploy one logical client and multiple log-
ical servers on the same physical machine, using Linux tc
to emulate network conditions for controlled evaluation. We
consider two settings: a local-area network (LAN) with 30µs
round-trip time (RTT) and 100Gbps bandwidth, and a wide-
area network (WAN) with 30ms RTT and 100Mbps band-
width. The security parameter is λ = 128. Following [24], we
set the bucket size Z = 333 and eviction frequency A = 280
for consistency, though both are tunable.

4Available at https://github.com/emp-toolkit/emp-tool
5Available at https://zeromq.org/download/

We evaluate DuetORAM and its counterparts using ran-
domly generated databases, measuring how database and
block sizes affect retrieval latency, eviction performance, and
communication overhead under both network settings.

We select DUORAM and S3ORAM as baselines. DUO-
RAM is a recent 2-server DORAM scheme aligned with our
setting, while S3ORAM provides efficient retrieval and evic-
tion but requires at least three servers. These schemes rep-
resent the most relevant high-performance designs in the 2-
server and multi-server DORAM settings. Other DORAM
constructions [14, 15, 33, 37] are excluded, as their perfor-
mance is already captured by DUORAM or S3ORAM.

5.2 Main Results

We first evaluate the impact of database size and block size
on retrieval performance under different network settings. We
then compare DuetORAM with S3ORAM in eviction overhead
and communication cost. DUORAM is treated differently, as
it performs an update after each access to maintain oblivi-
ousness and thus requires no separate eviction or shuffle. We
therefore report only DUORAM’s online retrieval cost. In the
figures, the suffixes Off and On indicate whether DuetORAM
uses preprocessing during eviction, while 64 bytes and 128
bytes denote different block size configurations.
Retrieval Performance. Figure 6 compares the retrieval la-
tency of DuetORAM and its counterparts under different net-
work settings and parameters. Since retrieval involves no
offline preprocessing, we do not distinguish between the two
variants of DuetORAM (pure-online and offline-online) in
this comparison, as all reported latency metrics reflect the
retrieval time for both variants. Figures 6(a) and (b) show
the retrieval latency with 8-byte blocks. Under LAN (Fig-
ure 6(a)), DuetORAM achieves substantially lower latency
than DUORAM and S3ORAM across all database sizes.
For example, at 217 blocks, DuetORAM takes about 1.1ms
per access, roughly 170× faster than DUORAM and 1.7×
faster than S3ORAM. As the database grows, the gap be-
tween DuetORAM and DUORAM widens further, highlight-
ing our design’s scalability. This improvement is primarily
computation-driven: DuetORAM achieves logarithmic com-
plexity using lightweight XOR operations, whereas DUO-
RAM requires a linear scan over the entire database and
S3ORAM relies on heavier modular arithmetic. Under WAN
(Figure 6(b)), the performance gap between DuetORAM and
S3ORAM narrows, as network latency dominates the end-
to-end latency. Nevertheless, DuetORAM still outperforms
DUORAM by a large margin across all database sizes.

Figures 6(c) and (d) further evaluate retrieval performance
with larger block sizes (64 and 128 bytes). In the LAN setting
(Figure 6(c)), DuetORAM maintains a clear advantage over
S3ORAM for both block sizes, and the gap widens slightly
as the database grows. In the WAN setting (Figure 6(d)), the
curves flatten for all schemes due to dominant network delay,



(a) LAN retrieval latency (b) WAN retrieval latency (c) LAN retrieval latency (d) WAN retrieval latency

Figure 6: Comparison of retrieval performance between DuetORAM and its counterparts.

(a) Client-server cost per retrieval (b) Client-server cost per eviction (c) Server-server cost per eviction

Figure 7: Communication overhead comparison between DuetORAM and its counterpart.

(a) LAN setting (b) WAN setting

Figure 8: Eviction performance comparison.

but DuetORAM still achieves the lowest or comparable latency
across configurations. This advantage mainly stems from
DuetORAM’s use of lightweight XOR-based operations in the
online phase, whereas S3ORAM relies on more expensive
modular arithmetic, leading to higher computation overhead,
especially in low-latency networks.
Eviction Performance. Figure 8 compares the eviction
latency of DuetORAM and S3ORAM under different net-
work settings. We evaluate two variants of DuetORAM:
DuetORAM Off, which uses offline preprocessing, and
DuetORAM On, which performs eviction fully online. As
shown in Figure 8(a), under LAN setting, DuetORAM On
consistently outperforms both DuetORAM Off and S3ORAM
across all configurations. For example, with a 64-byte block
size and a database size of 217, DuetORAM On completes
an eviction in 0.28s, which is approximately 7× faster than
S3ORAM (1.90s) and 4× faster than DuetORAM Off (1.19s).
This prominent advantage stems from DuetORAM On’s

single-shot whole-path eviction strategy and its lightweight,
XOR-based data movement. In contrast, S3ORAM demands
multi-round server interactions and secure multiparty multi-
plication for path eviction, while DuetORAM Off incurs addi-
tional local computational overhead due to row-wise cyclic
shifts and matrix expansions. Additionally, DuetORAM Off
exhibits a notable block-size dependency in low-latency net-
works. As the block size increases to 128 bytes under the LAN
setting, the local computational overhead of DuetORAM Off,
specifically from matrix expansions, scales up significantly.
Under WAN conditions (Figure 8(b)), the advantages of both
DuetORAM variants become even more pronounced. Since
wide-area latency severely amplifies communication over-
head, protocols with higher interaction complexity incur sig-
nificantly larger delays.

Furthermore, it can be observed from Figure 8 that
DuetORAM On consistently yields lower latency than
DuetORAM Off across all configurations, which perfectly
aligns with our design expectations. Because the preprocessed
variant (DuetORAM Off) is specifically engineered to optimize
online client-server communication, it inherently introduces
an alternative computation-driven bottleneck during the on-
line phase. Concretely, DuetORAM Off requires the servers
to perform local PRG expansions and row-wise cyclic shifts
over Z2(H +2)2 elements to dynamically derive the expected
shuffle correlations. Conversely, in DuetORAM On, these cor-
relations are entirely computed by the client and transmitted
directly to the servers, thereby eliminating the server-side
local data reorganization delay at runtime.



Communication Performance. Figure 7 compares the com-
munication overhead of DuetORAM during retrieval and
eviction. Figure 7(a) reports the client-server communica-
tion per restrieval. With 64-byte blocks and a database size
of 217, DuetORAM (pure-online and offline-online) incurs
about 3.8 KiB, approximately 87% lower than the 28.8 KiB
required by S3ORAM. This reduction stems from the un-
derlying retrieval primitives: S3ORAM uses Shamir secret
sharing over Fp, where each query entry is a field element,
while DuetORAM adopts XOR-based PIR with bit-level
query entries, significantly reducing communication. For both
schemes, communication scales linearly with the database
size due to the growing query dimension, but is insensitive to
block size since the query dominates the cost.

Figure 7(b) presents the client-server communication dur-
ing eviction. Under the same conditions (217 entries, 64-byte
blocks), DuetORAM On requires about 0.76 MiB, significantly
less than S3ORAM’s 18.6 MiB, because it transmits a vector
rather than a matrix. In DuetORAM On, the client transmits
shuffle correlations (∆∆∆,aaa,bbb) of length Z(H + 2) with block
size B, rendering its communication overhead explicitly block-
size dependent. In contrast, DuetORAM Off utilizes offline pre-
processing to decouple online communication from the block
size. During the online phase, the client only needs to trans-
mit the cyclic shift vectors (rrr0,rrr1), whose elements are com-
pletely block-size independent, thereby drastically minimizing
the online-only client-server communication. To quantify this
scaling advantage for large blocks, when N = 217, Z = 333
and B = 1 KiB, the shuffle correlations (∆∆∆,aaa,bbb) required by
DuetORAM On scale up to 11.7 MiB, while the block-size
independent cyclic shifts (rrr0,rrr1) in DuetORAM Off consume
merely 62.4 KiB. The trade-off for this online bandwidth re-
duction is the proactive transmission of a punctured seed ma-
trix during the offline phase. However, because its elements
are composed of compact cryptographic seeds rather than full
data payloads, they remain strictly block-size independent,
ensuring scalability for the total communication profile.

Figure 7(c) shows the inter-server communication dur-
ing eviction. DuetORAM incurs roughly half the overhead
of S3ORAM, primarily because S3ORAM requires all-to-all
server interaction for degree reduction, leading to substantially
higher communication. Unlike retrieval, eviction communica-
tion in both schemes scales with the block size, as this phase
involves transferring and processing full data blocks.

6 Conclusion

We design and implement DuetORAM, a concretely efficient
2-server DORAM that achieves O(logN) blocks of inter-
server communication in constant rounds, low client-server
communication, and no linear server-side work, using only
lightweight symmetric primitives. This is enabled by a new
replicated-to-shared block encoding and an offline-online de-
composed secret-shared shuffle protocol. We evaluate Due-

tORAM against prior multi-server ORAM schemes under di-
verse network conditions. Our results show that, in LAN
settings, DuetORAM reduces retrieval latency by up to two
orders of magnitude compared to prior 2-server DORAM con-
structions and even outperforms 3-server designs. Moreover,
DuetORAM achieves consistently lower eviction latency than
3-server ORAM in both LAN and WAN environments.
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Ethical Considerations

This work focuses on the design and system performance
of cryptographic protocols. All experiments were conducted
using synthetically generated datasets. Our study does not
involve human subjects, personally identifiable information,
or interactions with real-world production systems.
Stakeholders. The primary stakeholders include data owners,
cloud service providers, and researchers in data privacy. Data
owners benefit from stronger protection of both data content
and access patterns when outsourcing storage and compu-
tation. Cloud service providers may enhance user trust and
better align their services with privacy regulations by adopting
privacy-preserving technologies. Researchers may build upon
our techniques to advance their work or adopt our approach
to address privacy challenges in related domains.
Ethical Principles. We consider our work under the four
principles of the Menlo Report. Under Respect for Persons,
we respect individuals by preventing inference of their data
access behavior, thereby preserving autonomy and privacy.
Under Beneficence, our work advances the privacy-preserving
technology by improving the efficiency and practicality of dis-
tributed ORAM, contributing to more secure data outsourcing
systems. Under Justice, our design lowers the cost of privacy
protection, making such techniques more accessible, while
introducing trust assumptions that must be carefully managed.
Under Respect for Law and Public Interest, all experiments



are conducted on synthetic data.
Potential Harms and Mitigations. The security of
DuetORAM relies on a standard non-collusion assumption
between the two servers. While this assumption is widely
adopted in distributed ORAM literature, its violation, such
as through collusion of the servers or compromise, would
break privacy guarantees and expose both data contents and
access patterns. To mitigate this risk, we explicitly state this
assumption and emphasize its importance for security. We
recommend deployment in settings where non-collusion is
realistic, such as across independent cloud providers with
economic or legal separation.
Decision to Proceed and Publish. We proceed with publica-
tion for several reasons. 1) Technical novelty: We introduce
a replicated-to-shared block encoding that enables servers to
locally convert identical ciphertexts into secret shares without
interaction, which may inspire further research in efficient
secure computation. 2) Positive impact: Our work improves
the efficiency of two-server DORAM, reducing communica-
tion overhead and latency, thereby making privacy-preserving
technologies more practical and offering valuable insights
and techniques for future research. 3) Adherence to ethical
principles: Our research process followed ethical principles,
ensuring no harm to any party during the discovery or evalua-
tion phases. Overall, we believe that the benefits of advancing
efficient privacy-preserving technologies outweigh the poten-
tial risks. The publication of this work contributes to a more
secure and privacy-preserving digital ecosystem.

Open Science

To support open science and reproducible research,
we have made our source code available at https:
//github.com/lifeng10/DuetORAM and https://doi.
org/10.5281/zenodo.20568623.
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A Comparison Table

Table 2 summarizes the theoretical cost comparison between
DuetORAM and prior work.

B Correctness and Security Definition for PIR

Correctness. Correctness requires that for any database DB
with n = |DB|, and query i ∈ [n], the PIR reconstruction can



Table 2: Theoretical Cost Comparison of ORAM Schemes (Secure Computation ORAMs Interpreted as Single-Client Designs)

Schemes Servers
Retrieval Eviction

C-S Comm. S-S Comm. Client Comp. Server Comp. C-S Comm. S-S Comm. S-S Round

Path ORAM [37] 1 O(B ·Z ·H) – O(Z ·H) O(1) – – –

FLORAM [15] 2 O(λ ·H) – O(H) O(N +
√

N) O(λ) O(N ·B) O(1)

DUORAM [38] 2 or 3 O(λ ·H)+O(B) O(B)+O(B) O(H)+O(N) O(N)+O(N) – – –

S3ORAM [24] ≥ 3 O(µ ·Z ·H +B) – O(Z ·H) O(Z ·H) O(µ ·Z2 ·H) O(Z ·B ·H) O(H)

Ours 2 O(Z ·H +B) – O(Z ·H) O(Z ·H)
O(λ ·Z2 ·H2)+

O(Z ·H · log(Z ·H))
O(Z ·B ·H) O(1)

Note: To present a theoretically fair comparison, we treat ORAM schemes in the context of secure computation (e.g., FLORAM and DUORAM) as if
the functionality that collectively emulates the ORAM client is executed by a single client. In other words, computations originally performed jointly by
multiple servers via secure computation protocols are conceptually attributed to the client. FLORAM does not include an eviction operation, but it requires
a periodic procedure (called refresh) that serves a similar purpose. Therefore, we group them together in the table. µ denotes the size of a chunk. The gray
color represents the offline cost.

recover the correct data item DB[i] with probability 1.

Pr


(qqq0,qqq1)← Create(i),
a0← Retrieve(0,qqq0,DB),
a1← Retrieve(1,qqq1,DB),

Reconstruct(a0,a1) = DB[i]

= 1

Security. We define the security of two-server PIR in the
Real/Ideal simulation paradigm with adaptive PIR queries,
adapting the standard PIR security definition [11]. Security re-
quires that any PPT adversary A who corrupts only one server
St for t ∈ {0,1} learns no information, which is captured by
the following Real/Ideal security definition.

• RealAt (1
λ,n): On receiving an index i ∈ [n] from A , the

client executes (qqq0,qqq1)←Create(i) and sends qqq0 and qqq1 to
server 0 and server 1, respectively. Each server St executes
at ← Retrieve(t,qqqt ,DB). The client obtains the query re-
sult DB[i] = Reconstruct(a0,a1). The above game can be
run polynomially many times. At the end of the game, A
outputs a bit guess ∈ {0,1}.

• IdealA ,S
t (1λ,n): On receiving an index i ∈ [n] from A ,

the simulator S works as qqqt ← S(1λ, t,n) and sends qqqt
to server St (thus A). Each server St executes at ←
Retrieve(t,qqqt ,DB). The client obtains the query result
Reconstruct(a0,a1). The above game can be run poly-
nomially many times. At the end of the game, A outputs a
bit guess ∈ {0,1}.

In the above Real/Ideal games, we allow the adversary to
choose queries adaptively. We say ΠPIR is adaptively secure
if for any PPT adversary A who corrupts one single server
St , there is a PPT simulator S such that Real and Ideal are
computationally indistinguishable:

∣∣∣Pr
[
RealAt (1

λ,n) = 1
]
−Pr

[
IdealA ,S

t (1λ,n) = 1
]∣∣∣≤ negl(λ).

C Correctness and Security Definition of
DuetORAM

In this paper, we consider a system model consisting of a
trusted client and two semi-honest, non-colluding servers. Un-
der this model, DuetORAM aims to achieve oblivious access,
meaning that any individual server, based solely on its local
view, cannot infer any information about the client’s access
pattern, including the accessed block identifiers, access loca-
tions, or the operation types (i.e., read or write).

To formally define the correctness and security of
DuetORAM, we introduce the following notation. Let

x = {(opi, idi,datai)}M
i=1

denote an access sequence of length M, where opi ∈
{read,write} specifies the type of the i-th operation, idi de-
notes the identifier of the accessed data block, and datai rep-
resents the data to be written when opi = write.

C.1 Correctness Definition of DuetORAM

Let ORAMt(x) denote the randomized access transcript be-
tween the client and server St induced by executing the access
sequence x. Based on these definitions, we next formalize the
correctness and security guarantees of DuetORAM.

Definition 2 (Correctness of DuetORAM). DuetORAM is
correct if for any security parameter λ ∈ N, any system pa-
rameters that are correctly instantiated according to Lemma 1,
and any access sequence x, we have

Pr [DuetORAM(x) ̸= RAM(x)]≤ negl(λ),

where the probability is taken over the randomness of the
protocol, DuetORAM(x) denotes the output recovered by the
client after executing the DuetORAM protocol on input x,
RAM(x) denotes the output of executing the same access se-
quence in an ideal RAM, and negl(λ) is a negligible function
in the security parameter λ.



C.2 Security Definition of DuetORAM

Threat Model. We consider a system model comprising a
trusted client and two non-colluding, semi-honest servers, de-
noted as S0 and S1. Our threat model follows the standard
framework used in distributed secure computation and oblivi-
ous storage. A PPT adversary A can statically corrupt at most
one of the two servers St (t ∈ {0,1}). Under the semi-honest
assumption, the corrupted server faithfully follows the proto-
col specification but attempts to infer sensitive information
by inspecting its internal view. The view of a corrupted server
St includes its private PRF key, the local encrypted storage,
and the transcripts of all incoming messages from the client
or the peer server during protocol execution.

Our goal is to ensure oblivious access, meaning that the
adversary, based solely on its local view, cannot infer any in-
formation about the client’s access patterns or the underlying
data contents. Specifically, the access pattern must hide: (1)
the identities of the accessed blocks, (2) the physical access
locations within the tree structure, and (3) the specific op-
eration types (i.e., read or write). Security is modeled via a
simulation-based definition, where the Real and Ideal games
are defined as follows:

• RealAt (1
λ,N): On receiving a database DB from A , the

game executes Setup(1λ,DB) and sends EDBt to A . After
that, A can adaptively make polynomially many access
queries. Whenever A issues an access query (op, id,data),
the game executes Access(σ,op, id,data). We use view
to denote all transcripts that correspond to the server St ,
including the messages from client to server St and the
messages from server S1−t to server St . The adversary
obtains all transcripts that correspond to the server St . At
the end of the game, A outputs a bit guess ∈ {0,1}.

• IdealA ,S
t (1λ,N): On receiving a database DB from A , the

game call simulator S to obtain (σ,EDBt)← S(1λ, |DB|)
and sends EDBt to A . After that, A can adaptively make
polynomially many access queries. Whenever A issues
an access query (op, id,data), the game call (σ,view)←
S(σ, |DB|), where view contains all transcripts that corre-
spond to the server St , including the messages from client
to server St and the messages from server S1−t to server St .
At the end of the game, A outputs a bit guess ∈ {0,1}.

Definition 3 (Two-server DORAM Security). We say a two-
server DORAM scheme ΠDORAM is adaptively secure if for
any PPT adversary A who corrupts one single server St , there
is a PPT simulator S such that Real and Ideal are computa-
tionally indistinguishable:∣∣∣Pr

[
RealAt (1

λ,N) = 1
]
−Pr

[
IdealA ,S

t (1λ,N) = 1
]∣∣∣≤ negl(λ).

C.3 Definitions for Fperm

To support the modular analysis of our design, we formal-
ize the correctness and security requirements for a concrete
client-aided 2-server permutation protocol Πperm. Concretely,
let Πperm ∈ {Πperm-on,Πperm-off}, where Πperm-on denotes our
pure-online instantiation (Section 3.5.1) and Πperm-off denotes
our offline-online instantiation (Section 3.5.2), both aiming
to realize the ideal 3-party standalone functionality Fperm. In
this framework, the trusted client supplying the target permu-
tation π is considered uncorrupted, and A be a PPT adversary
can statically corrupt at most one server St (t ∈ {0,1}).

Definition 4 (Correctness of Fperm Instantiation). A client-
aided 2-server permutation protocol Πperm is correct if for
any target permutation π ∈ Sn chosen by the client, and any
input vector vvv initially XOR-shared between the two servers as
vvv= JvvvK0⊕JvvvK1, the respective outputs JṽvvK0 and JṽvvK1 obtained
by the servers at the end of the protocol execution strictly
satisfy:

JṽvvK0⊕ JṽvvK1 = π(vvv)

with probability 1.

We now define the security of functionality Fperm. Let St
be the server that is corrupted, and let S denote a simulator.
We define the following games:

• RealAt (1
λ,π,JvvvK0,JvvvK1): Outputs a bit guess ∈ {0,1} re-

turned by A after observing the real execution view, which
comprises all transcripts corresponding to server St , in-
cluding the messages from the client to server St and the
messages from server S1−t to server St .

• IdealA ,S
t (1λ,π,JvvvK0,JvvvK1): Outputs a bit guess ∈ {0,1} re-

turned by A after observing the simulated view generated
by St(1λ,JvvvKt ,JṽvvKt), where JṽvvKt is the ideal output share
received from Fperm.

Definition 5 (Security of Fperm Instantiation). We say Πperm

securely realizes Fperm if for any PPT adversary A who cor-
rupts one single server St , there is a PPT simulator S such
that Real and Ideal are computationally indistinguishable:∣∣∣Pr

[
RealAt (1

λ,π,JvvvK0,JvvvK1) = 1
]

−Pr
[
IdealA ,S

t (1λ,π,JvvvK0,JvvvK1) = 1
]∣∣∣≤ negl(λ).
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