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Exploring Security Vulnerabilities in Multilingual
Speech Translation Systems via Deceptive Inputs
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Abstract—As speech translation (ST) systems become increas-
ingly prevalent, understanding their vulnerabilities is crucial for
ensuring robust and reliable communication. However, limited
work has explored this issue in depth. This paper explores methods
of compromising these systems through imperceptible audio ma-
nipulations. Specifically, we present two approaches: (1) adapting
perturbation-based techniques used for automatic speech recogni-
tion (ASR) attacks to the ST context, making our work the first
to apply this approach to ST, and (2) proposing a novel music
generation-based method to guide targeted translation, while also
conducting more practical over-the-air attacks in the physical
world. Our experiments reveal that carefully crafted audio per-
turbations can mislead translation models to produce targeted,
harmful outputs, while adversarial music achieve this goal more
covertly, exploiting the natural imperceptibility of music. These
attacks have proven effective across multiple languages and trans-
lation models, highlighting a systemic vulnerability in current ST
architectures. Beyond immediate security concerns, our findings
highlight broader challenges in the robustness and interpretability
of neural speech systems.

Index Terms—Speech translation, targeted adversarial attack,
adversarial music generation.

I. INTRODUCTION

THE world’s languages have diverse origins, with speech
being the primary information exchange tool. An average

person speaks over 11,000 words daily [1]. However, com-
munication becomes ineffective when the parties involved do
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not share a common language. As the Internet and metaverse
evolve [2], cross-cultural interactions are becoming more fre-
quent, yet language barriers remain a significant challenge.
Fortunately, speech translation (ST) [3], [4], [5], [6], [7], [8], [9]
is emerging as a transformative technology. It converts spoken
language into text and speech in another language, effectively
bridging communication gaps across linguistic boundaries. Mul-
tilingual ST systems further extend this capability by supporting
multiple language pairs, enabling broader global interaction.
ST systems aim to preserve the semantic content of the source
speech and accurately reproduce its meaning and intent in the
target language.

Early ST focused on speech-to-text tasks using cascaded
architectures that combined Automatic Speech Recognition
(ASR) and Machine Translation (MT) modules [3], [4], but
they suffered from error propagation [10], [11]. Afterwards,
End-to-End methods integrated ASR and MT into a single neural
network to achieve direct speech-to-text translation [12] with the
advances in encoder-decoder architectures [13] and large-scale
datasets [14]. These speech-to-text models can be integrated
with text-to-speech modules for the whole speech-to-speech
translation. The latest generation of ST systems, such as the
Seamless model family [7], [15], showcase the transformative
impact of large language models (LLMs) on ST. These systems
leverage joint pre-training and large-scale alignment in semantic
space to support many languages, including low-resource ones,
achieving multilingual ST for both speech-to-text and speech-
to-speech translation. Such advancements represent a critical
step toward building intelligent, efficient, and accessible speech
translation technologies.

However, as with any emerging technology, ST systems are
not immune to vulnerabilities. As these systems become more
prevalent in our daily lives, understanding and addressing their
potential weaknesses becomes crucial for ensuring robust and
reliable communication. In parallel, the field of adversarial
attacks on speech systems has rapidly developed, addressing
security issues in areas such as Voice Conversion (VC) [16],
[17], [18], ASR [19], [20], [21], [22], [23], [24], [25], [26], and
Automatic Speaker Verification (ASV) [27], [28], [29]. Despite
the growing importance of ST models, security concerns have
not been sufficiently explored, particularly for leading models
like Seamless [30]. These models adopt an autoregressive decod-
ing paradigm similar to LLMs [7], [9], predicting the next token
based on previously generated tokens. This architectural shift
renders existing adversarial attacks developed for End-to-End

0162-8828 © 2026 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence and similar technologies.
Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Nanyang Technological University Library. Downloaded on July 13,2026 at 03:29:07 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0009-0005-3997-5264
https://orcid.org/0009-0007-0493-5013
https://orcid.org/0000-0002-0930-0283
https://orcid.org/0000-0001-5576-6108
https://orcid.org/0000-0003-4417-9316
https://orcid.org/0000-0001-6595-6650
https://orcid.org/0000-0003-0974-9299
https://orcid.org/0000-0002-4230-1077
mailto:hichangliu@mail.ustc.edu.cn
mailto:zhangwm@ustc.edu.cn
mailto:zhang_jie@cfar.a-star.edu.sg
https://adv-st.github.io
https://doi.org/10.1109/TPAMI.2026.3658817


6510 IEEE TRANSACTIONS ON PATTERN ANALYSIS AND MACHINE INTELLIGENCE, VOL. 48, NO. 6, JUNE 2026

Fig. 1. Two attack methods on the speech translation (ST) system: 1) adding
imperceptible perturbation to audio, and 2) generating adversarial music. Both
methods cause malicious translations “Are you insane?” across languages in this
case.

ASR models [21], [22], [23] ineffective when directly applied
to ST.

To address this gap, we investigate methods of compromis-
ing ST systems through imperceptible audio manipulations.
As shown in Fig. 1, our research explores two innovative tar-
getedadversarial attack approaches that expose potential vulner-
abilities in current ST models:

1) Injection of imperceptible perturbations into source audio:
We pioneer the application of existing perturbation-based ASR
attack techniques to the ST context, marking the first successful
deployment of this approach against ST models. Unlike ex-
isting adversarial methods targeting End-to-End models, our
core attack utilizes teacher-forcing goal supervision [31] for
autoregressive models following the LLM structure. To en-
hance adversarial impact on the model’s semantic understanding
and language generalizability, we introduce a Multi-language
Enhancement scheme. Finally, Target Cycle Optimization is
employed to increase the effectiveness of targeted semantic
attacks.

2) Generation of adversarial music: Interestingly, we observe
that ST models attempt to “translate” pure music into specific
sentences, which differs from human perception. Based on this,
we propose a novel technique for creating music designed to
trigger targeted mistranslations. By optimizing the diffusion-
based music generation process, we demonstrate the feasibility
of guiding ST system towards predetermined malicious out-
puts. This novel attack expands the attack surface to include
communication environments with background music, raising
concerns about the vulnerability of ST systems in real-world
scenarios.

Our experiments reveal that these two attacks are effective
across multiple languages and ST models, indicating a systemic
vulnerability in current state-of-the-art ST architectures. The
implications of this research extend beyond immediate security
concerns, shedding light on the interpretability and robustness
of neural speech processing systems. These findings underscore
the urgent need for developing more resilient ST models and
implementing robust defense mechanisms against such sophis-
ticated attacks.

In summary, our key contributions are as follows:

Fig. 2. A Standard E2E ST framework features a speech encoder and an
autoregressive text decoder that generate translated text in the target language
(French, in this case). An additional TTS module can be used to convert the
translated text into speech, providing full functionality for a ST system.

� To the best of our knowledge, this is the first attempt to
investigate adversarial attacks on ST models. Our work
pioneers the exploration of vulnerabilities in speech models
that utilize a novel paradigm combining LLM structures
with discrete token encoding and autoregressive prediction.

� We develop a targeted attack scheme by thoroughly analyz-
ing the structure and operational mode of the ST model. We
enhance the semantic disruption through Multi-language
Enhancement to improve generalization and further boost
attack performance using Target Cycle Optimization.

� We introduce an innovative adversarial music attack based
on a diffusion music generation model, enabling more
covert and naturalistic attacks. This is the first application
of music generation models in speech adversarial attack
research.

� We further enhance music attack to enable more practical
over-the-air attacks in the physical world. Experimental
results demonstrate that the proposed methods can effec-
tively carry out targeted attacks and achieve cross-lingual
semantic attack transfer.

II. RELATED WORK

A. Speech Translation Systems

The goal of speech translation (ST) is to convert speech from
one language to text and speech in another, enabling interlinguis-
tic information understanding. The early ST primarily relied on
cascaded systems, combining ASR and MT in sequence [3], [4],
[5]. Such modular approaches’ inherent error propagation sig-
nificantly constrained performance. To address this, End-to-End
(E2E) speech translation methods emerged, integrating ASR and
MT within a single neural network to directly translate speech
into target language text [12]. Advances in encoder-decoder
architectures [13] and the development of specialized E2E
datasets [14] have significantly enhanced the performance. The
Canary system introduced an innovative tokenizer design and
leveraged large-scale training, achieving groundbreaking results
in multilingual translation tasks. Furthermore, these standard
E2E speech-to-text translation models can be extended with
a TTS module to enable full speech-to-speech translation, as
shown in Fig. 2.

Despite these significant advances, challenges persist in
achieving robust multilingual semantic understanding. Research
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Fig. 3. Speech-to-any translation framework, where the features generated
during the decoding of the target language text (French, in this case) are
subsequently leveraged to predict audio features.

efforts continue to focus on developing more generalizable
translation systems to achieve truly seamless cross-lingual com-
munication. LLMs have transformed speech translation. Speech-
LLaMA [32] highlights the potential of transformer-based [31]
LLM architectures for speech understanding and translation,
while joint speech-text pre-training [33] significantly improves
performance across diverse applications. Comprehensive frame-
works like Seamless model family [7], [15], [30] supports nu-
merous languages through large-scale training and alignment
and achieves true speech-to-any translation, marking a milestone
in cross-lingual communication. As shown in Fig. 3, modern sys-
tems seamlessly handle both speech-to-text and direct speech-
to-speech translation, demonstrating exceptional versatility and
robustness.

B. Adversarial Attacks on Neural Machine Translation

While extensive research has explored adversarial attacks on
Neural Machine Translation (NMT), these studies have pre-
dominantly focused on text-based systems, modifying input
text through synonym substitution or character-level changes
to compromise translation quality. Works such as TWGA [34]
and TransFool [35] aim to make specific words disappear or
insert predefined keywords while maintaining fluency. Others
like WSLS [36] focus on degrading overall text translation
quality [37]. The scope of these attacks has broadened beyond
inference-time input manipulation to include data-centric at-
tacks like poisoning a minuscule amount of training data to
compromise the system [38], and optimization-based methods
to force the insertion of predefined keywords [39]. Furthermore,
security risks extend to emerging multilingual Large Language
Models (LLMs) used in translation, which exhibit fragility
against adversarial fine-tuning where attacks in one language
can cross-lingually generalize to others [40].

Our research, however, addresses the distinct challenge of
attacking ST systems. Different to text-based attacks operating
on discrete textual tokens, our methods function in the acoustic
domain, causing target models to understand adversarial audio
as target semantics in the semantic space, thereby influencing
the translation output. These two technical approaches are com-
pletely different. Adversarial attacks on NMT only focus on
discrete words rather than high-dimensional semantics, and do
not involve acoustic feature manipulation.

C. Adversarial Attacks on Speech Systems

Currently, adversarial attacks on speech systems primarily tar-
get Automatic Speech Recognition (ASR), Automatic Speaker
Verification (ASV), and Voice Conversion (VC).

Adversarial Attacks on ASR: Adversarial attacks on ASR
systems primarily craft waveforms that remain imperceptible to
human while successfully deceiving the ASR model [26]. ASR
attacks are primarily perturbation-based [20], [21], [22], [23],
[24], [25], [26]. ALIF [20] leverages the reciprocal process of
TTS and ASR models to add perturbations to original speech
in the linguistic embedding space. CommanderSong [21] de-
veloped targeted ASR attacks by adding perturbations to embed
hidden voice commands into pre-existing songs, enabling covert
control of devices through speech recognition systems. In con-
trast, SMACK [19] achieves attacks against ASR by modifying
speech attributes (such as prosody), which is a modification-
based approach that achieves better perceptual quality.

Adversarial Attacks on ASV: Adversarial attacks on ASV sys-
tems aim to manipulate voice inputs to bypass speaker authenti-
cation while remaining undetected. These attacks have evolved
from targeting simple binary systems to more complex x-vector
architectures, with increasing focus on practical deployment
scenarios such as over-the-air attacks [41], [42], [43]. More
recent approaches include transfer-based adversarial attacks and
speech synthesis spoofing attacks. A notable development is
the Adversarial Text-to-Speech Synthesis (AdvTTS) method,
which combines the strengths of transfer-based adversarial at-
tacks and speech synthesis spoofing attacks [44]. Relatedly, the
security conversation has extended to Voice Assistants (VAs),
where research demonstrates covert eavesdropping attacks like
VoiceEar [45] that maliciously activate VAs by replaying and
disturbing hardware-generated wake-up events.

Adversarial Attacks on VC: VC technology transforms the
speaker characteristics of an utterance without altering its lin-
guistic content, raising concerns about privacy and security. Re-
cent works have introduced adversarial attacks on VC systems to
prevent unauthorized voice conversion. For instance, adversarial
noise can be introduced into a speaker’s utterances, making
it difficult for VC models to clone the speaker’s voice [16].
AntiFake [17] protects against VC by applying adversarial
perturbations that disrupt modern synthesizers. Similarly, other
methods degrade VC performance while preserving original
voice characteristics [18].

D. Relationship to Prior Work

The most relevant prior approaches fall into two categories:
attacks on ASR and attacks on NMT. 1) Regarding ASR Attacks:
Existing ASR attacks are primarily perturbation-based. While
SMACK [19] attempted to achieve adversarial attacks by mod-
ifying speech attributes rather than adding perturbations, our
efforts to deploy this algorithm against ST systems failed due
to optimization non-convergence. This suggests that ST models’
deeper semantic understanding limits the effectiveness of attacks
relying solely on speech attribute modifications. To address
this, we pioneered the adaptation of existing perturbation-based
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Fig. 4. Three threat model scenarios discussed: S1: Cover-Related Attack, S2:
Cover-Independent Attack, S3: Over-the-Air Attack.

methods with modifications specifically designed for ST sys-
tems. 2) Regarding NMT Attacks: Attacks on NMT operate on
discrete textual tokens. Unlike these text-based methods [34],
[35], [36], [37], [38], our approach functions entirely in the
acoustic domain, manipulating acoustic features to cause the
target model to interpret the adversarial audio as the desired
target semantics within the semantic space, thus influencing
the final translation output. This difference is fundamental:
NMT attacks focus only on discrete words and lack the high-
dimensional semantic and acoustic feature manipulation central
to our technique.

Additionally, we propose a novel music generation approach
to better accommodate diverse scenario requirements. It is
worth emphasizing that although some existing music-based
approaches [21], [25] attack target models, they implement the
attack by adding perturbations to an existing music carrier. This
perturbation-based approach is fundamentally different from
our generated music attack, which creates the attack carrier
itself.

This paper is the first to investigate adversarial attacks on
speech translation (ST) models.

III. ATTACK OVERVIEW

A. Threat Model

In this paper, we examine an attacker’s attempt to create audio
Adversarial Examples (AEs) designed to deceive a ST model
M. The goal is to manipulate M into recognizing the AE as a
sentence with targeted semantics. Since the target model has a
large number of parameters and has acquired a relatively strong
understanding of semantics through large-scale pretraining [7],
attacking such a model is challenging. We assume that the
attacker has access to the model’s parameters and can obtain
gradients in our glass-box investigation.

In the threat model, the attack focuses on exploiting auto-
matic translation systems used by international video platforms
(e.g., YouTube) and in real-time multilingual settings, such as
international conferences. As illustrated in Fig. 4, we outline
three distinct attack scenarios, each with a unique approach to
achieving the desired malicious output:

S1: Cover-Related (Cover-Based Perturbation): In this sce-
nario, the attacker targets a specific piece of audio, such as audio
track of a segment of video or a spoken sentence in a recording,
and applies adversarial perturbations. These carefully crafted
changes to the audio force M to recognize it as a predefined,

malicious semantic. For instance, an attacker could replace a
segment of audio in a YouTube video with modified adversarial
audio. When the platform’s automatic translation subtitling fea-
ture processes the audio track, it may translate it into the target
language based on the attacker’s intended meaning, potentially
misleading viewers or injecting inappropriate content into the
subtitles, as shown in Fig. 1.

S2: Cover-Independent (Synthetic Audio): Here, the attacker
does not start with a specific audio recording but instead syn-
thesizes a piece of music engineered to carry specific semantic.
when the music is processed byM, it will be recognized as a spe-
cific meaning, even though it sounds like harmless background
audio to human listeners. This type of audio can be embedded in
various media, such as videos or podcasts, and disseminated into
international video platforms like YouTube. When the platform’s
translation model processes the embedded sound, it produces the
attacker’s intended semantic meaning in the target language.

S3: Over-the-Air Attack: In the third scenario, the attacker
further enhances the adversarial robustness of the crafted music
to withstand over-the-air distortions, such as playback over
speakers and capture by microphones in a conference envi-
ronment. The adversarial audio causes M to interpret it as a
specific inappropriate or misleading phrase even when captured
by microphones. This technique allows an attacker to influence
real-time translation systems used in multilingual conferences
and conversations. By playing this adversarial audio during ses-
sions, attackers can force translation systems to deliver mislead-
ing messages to attendees across multiple languages. This poses
a severe risk to the integrity of international communication
and could lead to misunderstandings or conflicts in high-stakes
settings.

B. Target Victim Model

In this paper, we consider two kinds of target models: Standard
End-to-End ST Model and Speech-to-any ST Model.

Standard E2E ST Model: As shown in Fig. 2, a basic End-to-
End speech translation system maps a speech signal in the source
languageLo, consisting ofN frames,x = x1:N , to the target text
z = z1:M , representing the linguistic information in the target
language. A Text-to-Speech (TTS) model can then be adopted
to further generate the target speech y = y1:T , consisting of T
frames in the target language Lt, which contains the semantic
information in the target text, thereby enabling a broader range
of application scenarios.

For example, the Canary model [9] employs a Speech Encoder
SE and a Text Decoder TD, which auto-regressively predicts
the next token zm by computing the probability distribution
over the token vocabulary V . SE processes the input speech
x = x1:N , extracting features necessary for the text decoder to
generate the corresponding text:

h = SE(x), (1)

while the text decoder uses the previously decoded tokens z∗<m

and speech features as input:

P (zm = z | h, z∗<m) = TD(h, z∗<m)z, z ∈ V, (2)

Authorized licensed use limited to: Nanyang Technological University Library. Downloaded on July 13,2026 at 03:29:07 UTC from IEEE Xplore.  Restrictions apply. 



LIU et al.: EXPLORING SECURITY VULNERABILITIES IN MULTILINGUAL SPEECH TRANSLATION SYSTEMS VIA DECEPTIVE INPUTS 6513

Fig. 5. Overview of our perturbation-based attack on ST.

where a greedy decoding process selects the most likely token:

z∗m = argmax
z

P (zm = z | h, z∗<m). (3)

The initial token sequence must include the Begin of Sentence
(BOS) token and the language token represented by the language
ID tgt_lang. Through iterative processes, we can obtain the
complete token prediction sequence.

Speech-to-Any Translation Model: In the Standard E2E ST
model, the conversion from source speech to target text is
performed in an End-to-End manner. Once the translated text
sequence is obtained, an additional independent speech syn-
thesis stage can be employed to further generate target speech,
enhancing convenience.

y = TTS(z), (4)

where z is the translated text sequence, and y is the synthesized
target speech. Differently, Speech-to-Any Translation model
uses text as an intermediate output. The features generated
during the decoding of the target language text are subsequently
utilized to predict audio features. In Seamless [7], these inter-
mediate features are employed to predict discrete audio units,
which are then converted into audio waveforms using a vocoder
(see Fig. 3).

This indicates that, to carry out adversarial attacks on ST and
introduce targeted semantic meaning, we can use the intermedi-
ate output text as the optimization objective.

IV. METHODOLOGY

A. Attack ST With Perturbation

Fig. 5 illustrates the main framework of perturbation-based
attack strategy, which uses a teacher forcing mechanism [31]
to align the text translation results from the autoregressive pre-
diction model with the target sentences. This alignment guides
the adversarial perturbations to shift towards approximating the
semantics of the target sentence.

Formalizing the adversarial objective: The goal of the attack
is to generate an adversarial perturbation δ that, when added to
the original speech signal xorig , causes the translation output
to match a specified target text tgt_text across multiple attack
languages Lattack. For a speech translation (ST) system with a
Speech Encoder SE and a Text Decoder TD, the loss function
can be formulated as:

L(δ) =
∑

l∈Lattack

Ml∑
m=1

CrossEntropy(

TD(SE(xorig + δ), z∗<m), tgt_textl[m]), (5)

Algorithm 1: Attack ST With Perturbation.
Require: Original speech xorig , target model

(SpeechEncoder SE and TextDecoder TD), target text
tgt_text, set of attack languages Lattack, perturbation
strength ε, maximum iterations max_iteration

1: Initialize adversarial perturbation δ randomly
2: iteration← 0
3: target_list← ∅
4: for tgt_lang ∈ Lattack

5: tgt_textl ← Translate(tgt_text, tgt_lang)
6: target_list.append(tgt_textl)
7: end for
8: translated_list← ∅
9: while translated_list �= target_list and

iteration ≤ max_iteration
10: δ ← ε · tanh(δ) // Limit the perturbation strength
11: δ ← bandpass[1k,4k](δ) // Avoid excessively high or

low frequencies
12: loss← 0
13: xadv ← xorig + δ
14: h← SE(xadv)
15: translated_list← ∅
16: for id = 0 to len(Lattack)− 1
17: tgt_lang ← Lattack[id]
18: tgt_textl ← target_list[id]
19: count = 0, z∗0 ← BOS, z∗1 ← token(tgt_lang)
20: while z∗m �= end_of_sentence
21: P (zm | h, z∗<m) = TD(h, z∗<m)
22: z∗m = argmaxz P (zm = z | h, z∗<m) (3)
23: loss += CrossEntropy(TD(h, z∗<m),

tgt_textl[count])(5)
24: count← count+ 1
25: end while
26: translated_list.append(z∗)
27: end for
28: Optimize δ with loss
29: iteration← iteration+ 1
30: end while

where xorig is the original speech input and δ is the adversarial
perturbation. tgt_textl denotes the target text in language l ∈
Lattack andMl is the length of the target text in language l. z∗<m

represents the sequence of predicted tokens before position m,
and CrossEntropy is the cross-entropy loss between the target
token and the predicted token.

The goal of the attack is to minimize this loss function L(δ)
with respect to the perturbation δ, such that the adversarial
input xadv = xorig + δ forces the model to produce the desired
translation across all targeted languages. It is worth noting that
the perturbation nextly undergoes two processing steps: (1)
Scaling, where δ ← ε · tanh(δ) is used to limit the perturba-
tion strength [46]. (2) Filtering, where δ ← bandpass[1 k,4k](δ)
applies a bandpass filter to the scaled perturbation, focusing on
the 1k-4 kHz range to avoid excessively high or low frequencies.
Detailed algorithm is provided in Algorithm 1.
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Fig. 6. Increasing the number of Seen languages brings the semantics cap-
tured by adversarial perturbations closer to the global semantic center. In the
accompanying visualization, the red dot represents the semantic center, while
the yellow and green dots denote the resulting target semantics under different
numbers of Seen languages.

Multi-language Enhancement: As described in Algorithm 1,
adversarial perturbation optimization can be enhanced by incor-
porating multiple target languages (tgt_lang). This approach
strengthens the semantic alignment between the perturbation
and the target sentence while improving the generalizability
of the attack to Unseen languages. As illustrated in Fig. 6,
optimizing perturbations using more languages helps align the
target semantics closer to the actual semantic center.

Target Cycle Optimization: For speech translation models
that rely on semantic understanding, we can further explore the
adaptability of the target text to the model before adversarial op-
timization. This involves identifying whether an alternative text
exists in the model’s semantic space that conveys the intended
meaning more effectively than the original target text. Different
models may exhibit semantic preferences due to imbalances in
their training dataset [47], [48], [49]. Therefore, we can first
optimize the target text to select a more suitable alternative for
the model. Seamless [30], being a model based on semantic
understanding, allows text inputs to be processed through a Text
Encoder that maps them into the semantic space. To find an
alternative target text, we employ a cycle translation method, as
illustrated in Fig. 7. We iteratively perform Text-to-Text Trans-
lation (T2TT) using the target model and record all intermediate
translations, focusing on those retranslated back to the original
language. By conducting this process across multiple target
languages, we identify the text that appears most frequently,
which is then selected as the new target text.

B. Attack ST With Adversarial Music

Using adversarial music presents a more covert and effective
method for attacks, as it eliminates the need to constrain the am-
plitude of the music, unlike perturbation-based attacks where the
perturbation magnitude ε must be controlled. In this section, we
introduce the proposed adversarial music generation approach
for attacking ST systems.

Diffusion-based Music Generation: Recent diffusion-based
music generation (DMG) techniques are inspired by diffusion-
based general audio generation (DGAG), such as Tango [50]
and AudioLDM [51], [52], which leverages the latent diffusion
model (LDM) [53] to reduce computational complexity while
maintaining the expressiveness of the diffusion model. As shown
in Fig. 8, the music generation process (reverse diffusion pro-
cess) requires three types of information: (1) Text information,

Fig. 7. Illustration of Target Cycle Optimization. In this case, during the cycle
translation targeting multiple languages, the phrase “Are you crazy?” is selected
as the updated sentence because it appears most frequently when counting all
the retranslated outputs (x to EN).

Fig. 8. Diffusion-based music generation pipeline, where text, chord, and beat
encoders guide MuNet in the reverse diffusion process (only the reverse process
is utilized in our method) to create music from random sampled initial noise.

which consists of a textual description of the music and is en-
coded by the text encoder to extract features; (2) Chord and beat
information, which are processed by the chord encoder and be
at encoder, respectively, to produce corresponding embeddings;
and (3) Initial noise ωT , which serves as the starting point for
the reverse diffusion process.

Forward Diffusion: In DMG [52], the latent audio prior ω0

is extracted using a variational autoencoder (VAE) on condition
C, which refers to a joint music and text condition. The VAE
is borrowed from the pre-trained model in AudioLDM [51] to
obtain the latent code of the audio. During the forward diffusion
process (Markovian Hierarchical VAE), the latent audio prior
ω0 is gradually transformed into standard Gaussian noise ωT ∼
N (0, I), as shown in (6). At each step of the forward process,
pre-scheduled Gaussian noise(0 < β1 < β2 < . . . < βT < 1) is
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Algorithm 2: Attack ST With Adversarial Music.
Require: Target model (SpeechEncoder SE, TextDecoder
TD), target text tgt_text, attack languages Lattack, max
iterations max_iteration, DMG (Chord Encoder CE
with θc, Beat Encoder BE with θb, Text Encoder TE with
embedding θt, Chord c, Beat b, Prompt Text τ ), initial
noise ωT , diffusion steps ds

1: Initialize ωT randomly, iteration← 0
2: target_list← ∅
3: for tgt_lang ∈ Lattack

4: tgt_textl ← Translate(tgt_text, tgt_lang)
5: target_list.append(tgt_textl)
6: end for
7: translated_list← ∅
8: whiletranslated_list �= target_list and

iteration ≤ max_iteration
9: ωds ← ωT

10: for t = ds− 1 to 0
11: ωt ← Reverse(CE(c),BE(b),TE(τ), ωt+1) (7)
12: end for
13: loss← 0
14: xadv ← ω0, h← SE(xadv)
15: translated_list← ∅
16: forid = 0 to len(Lattack)− 1
17: tgt_lang ← Lattack[id]
18: tgt_textl ← target_list[id]
19: count← 0, z∗0 ← BOS, z∗1 ← token(tgt_lang)
20: whilez∗m �= end_of_sentence
21: P (zm | h, z∗<m) = TD(h, z∗<m)
22: z∗m = argmaxz P (zm = z | h, z∗<m) (3)
23: loss += CrossEntropy(TD(h, z∗<m),

tgt_textl[count])(5)
24: count← count+ 1
25: end while
26: translated_list.append(z∗)
27: end for
28: loss += KL_Divergence(z′T , zT )
29: Optimize θc, θb, and ωT with loss
30: iteration← iteration+ 1
31: end while

is progressively added:

q (ωt|ωt−1) = N
(√

1− βtωt−1, βtI
)
. (6)

Reverse Diffusion: In the reverse diffusion process, which re-
constructs ω0 from Gaussian noise ωN ∼ N (0, I), MuNet [52]
is used to steer the generated music towards the given condition
C, which consists of musical attributes (beat b and chord c)
and text τ (C := {τ, b, c}). This is realized through the Music-
Domain-Knowledge-Informed UNet (MuNet) denoiser. After
the Chord Encoder CE and Beat Encoder BE encode the
chord and beat information, respectively, MuNet takes the chord
embedding, beat embedding, the encoded text from the Text
Encoder TE, and the output from the previous step ωt+1 to

Algorithm 3: SharpnessLoss.
Input: Logits logits, Targets targets, Sharpness coefficient
α

Output: Loss value loss
1: ce_loss = CrossEntropy(logits, targets)
2: sharpness_penalty = logits[targets]
3: loss = ce_loss− α ·mean(sharpness_penalty)
4: return loss

Fig. 9. Overview of our music-based attack on ST.

generate the current step’s output ωt:

ωt = MuNet (CE(chord),BE(beat),TE(text), ωt+1) . (7)

Fig. 9 presents the framework of our music-based attack scheme.
Similar to Section IV-A, our goal is to align the translation
results obtained by the autoregressive prediction model with the
target sentences. However, unlike the previous approach, here
we focus on optimizing the control inputs for music generation,
specifically the inputs to (7).

Attack with Diffusion-based Music Generation (DMG): Dur-
ing the audio generation phase, i.e., the denoising process of the
LDM, we set the initial noise zT as the optimization target. This
noise is optimized through gradient backpropagation to ensure
that the final denoised music contains adversarial elements. To
enhance the effectiveness of the adversarial attack, we also
include rhythm (beat and chord) in the optimization target set.
We optimize the parameters θc of the Chord Encoder CE and
θb of the Beat Encoder BE to refine the fundamental music
properties. The goal is to make the audio generated by the LDM
adversarial, ensuring it translates into specific semantic content.
Detailed algorithm is presented in Algorithm 2.

Since music is not part of the typical data distribution for
speech translation models, the model tends to interpret adver-
sarial music as target semantics with lower confidence during the
optimization process. This can compromise the stability of the
optimization and the cross-lingual generalization of adversarial
samples. To address this challenge, we employ SharpnessLoss
(see Algorithm 3) as a replacement for Cross-Entropy Loss in
this context. Specifically, we enhance the standard cross-entropy
loss by optimizing the logits of the translation results. The
objective is to ensure that each step of the translation process has
a high probability of generating the target text, thereby sharpen-
ing the predicted distribution at each step of the autoregressive
prediction process.

Enhance with Simulated Over-the-air Process: As outlined in
Section III-A, a more potent attack strategy involves transmitting
adversarial music through an over-the-air channel, as depicted
in Fig. 4. To ensure over-the-air robustness, we simulate air
transmission distortions and environmental noise by overlaying
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TABLE I
SETTINGS OF SEEN AND UNSEEN LANGUAGES

speech from the Librispeech dataset [54] and applying random
impulse responses from [55] for reverberation. Small random
noise is also added. Details are provided in Sec. SUPP-G in
supplementary Appendix.

V. EVALUATIONS

A. Experimental Setup

Target Models: To thoroughly investigate the vulnerability
of ST models to adversarial attacks, we selected two types
of models: Standard End-to-End ST Model and Speech-to-
any ST Model. Canary [9] and Seamless [7] were chosen
as the state-of-the-art representatives of each category. Addi-
tionally, as Seamless is currently one of the most advanced
speech translation models, we conducted extensive experi-
ments on its various versions (Large, Expressive, M4Tv2, and
Medium), which differ in model architecture and parameter
sizes.

Languages: We selected different target language sets as the
optimization targets during the attack and conducted tests across
multiple target languages. These target languages included both
Seen languages (encountered during adversarial optimization)
and Unseen languages, allowing for a comprehensive evaluation
of semantic attack effectiveness.

For Seamless [7], as shown in Table I, we selected En-
glish(EN), Mandarin(ZH), German(DE), French(FR), Ital-
ian(IT), and Spanish(ES) as the target test languages, since this
set represents the largest intersection of languages supported by
all Seamless models. This selection ensures consistency across
the different model versions. For the attacks, we tested four lan-
guage sets: EN, EN+ZH, EN+ZH+DE, and EN+ZH+DE+FR,
to evaluate how the number of Seen languages influence the
attack’s performance.

For Canary [9], which only supports English, French, Ger-
man, and Spanish, we set up four attack combinations: EN,
EN+FR, EN+FR+DE, and EN+FR+DE+ES. These four lan-
guages were also used as the target test languages.

Target semantics: We conduct experiments with 5 target
semantics: “You make me sick.”,“Shame on you.”, “Are you
insane?”, “Who do you think you’re talking to?”, and “Don’t
waste my time anymore.”, representing the malicious semantics
that attackers may inject in speech translation scenarios.

Carrier Speech Set: For the perturbation carriers in the
perturbation-based attack, we select one speech sample from two
distinct speakers for each of the following six languages: English

(from VCTK [56]), Mandarin (from AISHELL [57]), German,
French, Italian (from CommonVoice [58]), and Spanish (from
VoxPopuli [59]). Samples are available in the project homepage.
This setup yields 60 test cases for each attack configuration
(attack method, target language, target semantics).

Attack Method: We explore the vulnerability of speech trans-
lation models using two different strategies: Perturbation-based
Attack and Music-based Attack. For the perturbation-based
attack, as outlined in Section IV-A, we applied adversarial per-
turbations to the carrier speech through gradient optimization.
For the music-based attack, as described in Section IV-B, we
introduced a novel adversarial music optimization scheme that
leverages diffusion-based music generation. This approach is
more covert, because it imitates background music and environ-
mental noise that are not easily noticeable.

Evaluation Metrics: We used a variety of metrics to compre-
hensively evaluate the two perspectives of the attack: adversarial
audio quality and attack effectiveness.

To evaluate the quality of adversarial speech, we utilize
three objective metrics: Perceptual Evaluation of Speech Quality
(PESQ) [60], Speaker Vector Cosine Similarity (VSIM) [61],
and Speaker Vector Cosine Similarity specific to Seamless
(VSIM−E) [7], along with a subjective metric, Mean Opinion
Score(MOS). In detail, PESQ assesses speech quality (i.e.,
imperceptibility) by taking into account the nuances of the
human auditory system. VSIM measures speaker similarity to
evaluate fidelity, with higher values indicating greater similarity.
Following prior works [61], [62], we compute VSIM using
the speaker encoder from the Resemblyzer package [63]. For
VSIM-E, we use the speaker encoder of Seamless [7].

To evaluate the effectiveness of adversarial attack schemes,
i.e., the similarity between the model output and the attack target,
we employed two metrics. Traditional metrics like Word Error
Rate (WER) are insufficient here, as they penalize semanti-
cally similar but lexically different translations. For instance,
“shame on you” and “you should be ashamed of yourself”
would yield a high WER despite near-identical meanings. The
first metric is the semantic similarity between the translation
output and the target, measured by the embedding similarity
(ESIM) from a pre-trained BERT model [64]. This metric is
widely used in translation evaluations [15], [65]. The second
metric is NSCORE, which assesses the semantic entailment
relationship between the translation result and the target text,
following the approach in Natural Language Inference (NLI)
tasks [66], [67].

To establish appropriate semantic similarity thresholds for
measuring attack Success Rate (SR), we leveraged similarity
scores, which typically yield very low values between semanti-
cally unrelated sentences (examples shown in Table II. For each
target meaning, we used ChatGPT-4 to generate six semantically
equivalent but structurally diverse paraphrases (e.g., “shame
on you” vs. “you should be ashamed of yourself”). We then
calculated ESIM and NSCORE values between the original
text and these variations to obtain the lowest similarity scores,
denoted as Γe and Γn, which serve as thresholds to determine
semantic consistency between target semantic and model output.
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TABLE II
EXAMPLES OF ESIM SCORES BETWEEN SEMANTICALLY

RELATED(SUCCESSFUL) AND UNRELATED(UNSUCCESSFUL) TEXT PAIRS

Examples and prompts for paraphrase generation are shown in
Fig. 13 in Supplementary Resources.

B. Perturbation-Based Attack

In this section, we first conduct a detailed analysis of the
attack effectiveness of the generated perturbations, followed by
an evaluation of their perceptual quality.

1) Attack Effectiveness: We begin by assessing the attack’s
effectiveness on the default model, Seamless Large, before
extending our analysis to other models.

We begin with preliminary experiments in a single-language
attack scenario, specifically investigating the effectiveness of
targeted adversarial attacks in a translation task from language
A to language B. The experimental results, shown in Table III,
evaluate the impact of attacks under varying perturbation levels.
The results demonstrate that adversarial attacks can be effec-
tively applied to any target language. Notably, we observed that
the attack’s effectiveness is closely related to the target language
but shows minimal dependence on the source language. This
phenomenon arises because LLM models like Seamless employ
a paradigm that maps input languages into a language-agnostic
semantic space, eliminating the need to specify the source
language token during translation. Therefore, in subsequent ex-
periments, we focus on analyzing scenarios involving different
target languages.

2) Enhancement Based on More Seen Languages: As briefly
mentioned in Section IV-A, introducing more Seen languages
during the generation of adversarial perturbations enhances
cross-language generalization.

As shown in Table IV, increasing the number of Seen lan-
guages enhances the attack transferability to Unseen languages.
This indicates that multilingual translation models exhibit se-
mantic alignment across different languages, and optimizing
perturbations with more Seen languages results in perturbations
that more closely align with the target semantics, as shown in
Fig. 6. More results under different attack intensities refer to
Tabs. XVII, XVIII in supplementary Appendix.

In Fig. 10, we illustrate the data distributions of ESIM and
NSCORE, using Spanish as the target Unseen language, under
the scenario of increasing the number of Seen languages. Com-
bining the insights from Table IV and Fig. 10, we observe that
incorporating more attack languages improves the generalizabil-
ity of adversarial perturbations to Unseen languages.

3) Enhancement Based on Target Cycle Optimization: As
described in Section IV-A and Fig. 7, we can perform a Tar-
get Cycle Optimization(TCO) on the attack targets to generate
semantically similar targets that are easier to attack. We tested
this approach on the default target model, Seamless Large, and

Fig. 10. Standard violin plot showing the distribution of ESIM and NSCORE
scores for Spanish (Unseen) translation under varying numbers of at-
tack languages (ε = 0.1). Note: EN=English, ZH=Mandarin, DE=German,
FR=French, IT=Italian, ES=Spanish.

Fig. 11. The attack effectiveness of adversarial perturbations before and after
TCO enhancement. TCO significantly enhances attack effectiveness, particu-
larly for Unseen languages, i.e., Italian and Spanish.

the results are shown in Fig. 11. Under different perturbation
intensities, the effectiveness of adversarial attacks consistently
improves after TCO application. This improvement is particu-
larly notable in the transferability to Unseen languages, which
significantly outperforms the model before enhancement. This is
because the target text generated through TCO is more compati-
ble with different languages and is closer to the central semantics
for the target model. Updated target examples are provided in
supplementary Appendix Tab. XV.

4) Perceptual Evaluation: To more comprehensively ex-
plore the effects of perturbation attacks, we applied differ-
ent range constraints to the perturbations, as described in
Section IV-A. Larger perturbation ranges are easier to perceive
but tend to yield better attack results. In this study, we investi-
gated perturbation ranges set to ε = 0.5, 0.1, and 0.01. Table V
presents the perceptual metrics for adversarially perturbed audio
when the target model is Seamless Large. We optimized the
perturbations using different numbers of attack languages as
targets and compared the results with random perturbations of
the same magnitude applied to the original speech.
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TABLE III
EFFECTIVENESS OF ADVERSARIAL ATTACKS AT DIFFERENT PERTURBATION LEVELS IN SINGLE-LANGUAGE TRANSLATION SCENARIOS, MEASURED BY AVERAGE

ESIM, NSCORE AND SR. “SRC” DENOTES THE SOURCE LANGUAGE, WHILE “TGT” REFERS TO THE TARGET LANGUAGE.

TABLE IV
ATTACK EFFECTIVENESS OF ADVERSARIAL PERTURBATIONS (ε = 0.1),

MEASURED BY AVERAGE ESIM, NSCORE, AND SR. BLUE-HIGHLIGHTED

AREAS INDICATE TESTS CONDUCTED ON SEEN LANGUAGES.

TABLE V
PERCEPTION INFLUENCE OF ADVERSARIAL PERTURBATION. INDICATORS

MARKED WITH “∗” CORRESPOND TO RANDOM PERTURBATIONS.

The results show that adversarial perturbations exhibit better
perceptual quality than random perturbations of the same mag-
nitude, particularly in maintaining speaker timbre and acoustic
environment (VSIM-E). This is because our perturbations are

TABLE VI
GENERALIZABILITY EVALUATION OF ADVERSARIAL PERTURBATIONS ACROSS

MULTIPLE MODELS, WITH ENGLISH USED AS THE ATTACK AND TARGET

LANGUAGE

specifically designed to avoid high or low frequency bands, as
explained in Section IV-A. This approach significantly mini-
mizes the impact on the core content of the speech (PESQ)
and preserves speech style (VSIM, VSIM-E). A more detailed
analysis and discussion of the perceptual quality impact of
perturbations are provided in Appendix Sec. SUPP-D.

5) Generalizability: We evaluated the effectiveness of the
proposed method across different models. We conducted ex-
tensive tests on multiple models to assess the generalizability of
the adversarial approach. As illustrated in Table VI, all examples
and target semantics were tested with English serving as both the
attack and target language. Crucially, the translated semantics of
the audio (ESIM, NSCORE) post-attack closely align with the
target semantics while exhibiting a significant deviation from
the original semantics.

Additionally, to further investigate the generalization capabil-
ity of the proposed method, we introduced an additional model,
Canary [9], which is not part of the Seamless model family, for
testing. We conducted attacks on Canary using different numbers
of languages, detailed in Tab. XX in SUPP. The proposed method
demonstrates strong attack performance on the model outside the
Seamless model family. Furthermore, the enhancement effect
with more Seen languages remains consistent with the findings
of previous experiments. Combined with the results in Table VI,
these findings demonstrate that the proposed perturbation-base
attack method effectively performs attacks across different
models.

6) Voice Content Protection: The adversarial noise is not
only instrumental in achieving the desired target semantics
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TABLE VII
EVALUATION OF THE ORIGINAL SEMANTIC HIDING CAPABILITY FOR

ADVERSARIAL PERTURBATIONS AND RANDOM PERTURBATIONS ACROSS

MULTIPLE MODELS, USING ENGLISH AS BOTH THE ATTACK AND TARGET

LANGUAGE

control but also possesses the potential to severely disrupt the
comprehension of the original content, thereby serving as a
viable content protection measure. As illustrated in Table VI, the
translated semantics of the perturbed audio (quantified by ESIM
and NSCORE) closely align with the target semantics while
exhibiting a significant deviation from the original semantics.
Notably, even a very low perturbation magnitude (ε = 0.01)
leads to a significant degradation of the original semantics. This
evidence strongly indicates the feasibility of robust voice content
protection.

Furthermore, we investigated the impact of random pertur-
bations of equivalent magnitude on the original semantics. As
shown in Table VII, under the same magnitude constraint, the
adversarial perturbation causes the translated semantics to devi-
ate significantly further from the original semantics, effectively
achieving semantic hiding. Conversely, the semantic hiding ca-
pability of random perturbation is substantially weaker than that
of its adversarial counterpart, particularly at low perturbation
magnitudes (ε = 0.1 and ε = 0.01), where it causes negligible
interference to the original semantics.

C. Music-Based Attack

As described in Section IV-B, we also explored the method
of attacking using adversarial music.

The Seamless model family does not require source language
specification, as it maps input audio directly to a multilingual
semantic space via speech understanding. Similarly, preliminary
analysis of the Canary model indicates that the source language
has limited impact on translation outputs. Accordingly, we set
English as the default source language for all translation models
during evaluation.

1) Attack Effectiveness: To further investigate the impact of
adversarial music, we expanded the target semantics based on
the original set.1 Table VIII presents the attack performance
when targeting six different languages. The results demonstrate
effectiveness comparable to the perturbation outcomes reported
in Table III.

1The newly added target semantics are: “This is unbelievable.”, “I can’t stand
you.”, “This is ridiculous.”, “Stop bothering me.”, and “What’s wrong with
you?”

TABLE VIII
ATTACK ABILITY OF ADVERSARIAL MUSIC IN SINGLE-LANGUAGE

TRANSLATION SCENARIOS

TABLE IX
ATTACK ABILITY OF ADVERSARIAL MUSIC WITH SEAMLESS LARGE AS

TARGET MODEL. BLUE-HIGHLIGHTED AREAS INDICATE TESTS CONDUCTED

ON SEEN LANGUAGES.

The adversarial music generation process optimizes only the
initial latent code and rhythm encoding during the diffusion
process. To ensure experimental control, a fixed prompt was
used as the text-to-music input. An exploration of different music
generation prompts is detailed in Sec. SUPP-C.

2) Enhancement Based on More Seen Languages: Table IX
show the results of attacks using different Seen languages. We
observe that: (1) the generated adversarial music demonstrates
strong attack capabilities on seen languages; (2) as the number of
Seen languages increases, the adversarial music exhibits better
generalization across multilingual scenarios; (3) overall, the
adversarial music effectively attacks the target model.

3) Enhancement Based on Target Cycle Optimization: As
outlined in Fig. 7, Target Cycle Optimization (TCO) can be
applied to the attack targets, generating semantically similar
targets that are more susceptible to attack. Similar to the ex-
periments discussed in Section V-B3, we tested this approach
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TABLE X
EVALUATION OF THE IMPACT OF DIFFERENT AUDIO SIGNAL PROCESSING TECHNIQUES ON THE EFFECTIVENESS OF ADVERSARIAL PERTURBATIONS AND

ADVERSARIAL MUSIC

Fig. 12. The attack effectiveness of adversarial music is enhanced through
Target Cycle Optimization.

on the default target model, Seamless Large, and the results
are presented in Fig. 12. The application of TCO significantly
improves the effectiveness of adversarial attacks, as indicated
by higher semantic similarity between the translated results
and the target. The improvement is especially evident in the
transferability to Unseen languages, where attack performance
improve significantly after applying TCO. The enhanced tar-
gets generated through TCO are better aligned with various
languages and are closer to the central semantics in the target
model. Updated target examples are provided in Supplementary
Table XV.

4) Generalizability: We conducted additional experiments
on Canary [9], and the results are shown in Table XIII. Consistent
with the results in Table XII, this further demonstrates the
generalization capability of adversarial music. Furthermore, the
enhancement effect with more Seen languages remains consis-
tent with the findings of previous experiments.

5) Physical Test: As described in Section III-A, a more
severe attack method involves transmitting adversarial music
over the air, as illustrated in Fig. 4. To implement this, we
integrated simulated air-channel transmission distortions into
the adversarial perturbation optimization process. Details of
these distortions are provided in supplementary Sec. SUPP-G.

We evaluated adversarial music attacks on two models: Seam-
less Large and Canary. A consumer-grade speaker was used
for playback, while a consumer-grade microphone and a smart-
phone captured the audio to simulate typical over-the-air condi-
tions. The specifications of the devices are detailed in Fig. 17 in
Supplementary Resources.2

For each attack, six adversarial music samples were generated
and tested multiple times to ensure stability, resulting in 60
test samples per target language. The results, summarized in

2Experiments were conducted in a room measuring 4.37 m×2.35 m×2.95 m,
with the microphone and speaker placed 50 cm apart.

Table XIV, indicate that adversarial music achieves an attack
success rate of approximately 50% across various models and
devices in over-the-air attack scenarios. These findings suggest
that adversarial music could be exploited to inject malicious
semantics into real-time speech translation conferences or con-
versations, posing significant security risks.

D. User Study

In addition to the attack effectiveness and objective quality
evaluations, we also conducted subjective experimental assess-
ments on both adversarial perturbations and adversarial music.
In this test, 20 participants were invited to rate the quality of
speech overlaid with adversarial perturbations and the generated
adversarial music.3 To serve as a baseline, random white noise
matching the energy intensity of each adversarial perturbation
was generated. Similarly, white noise with equivalent energy
intensity was created for each piece of adversarial music. The
detailed scoring criteria and the statistical results for both pertur-
bations and music can be found in the Supplementary Resources,
specifically in Table XIX, Figs. 15 and 16.

As the perturbation strength increases, the quality scores
demonstrate a downward trend. However, adversarial perturba-
tions consistently demonstrate better perceptual quality com-
pared to random perturbations of the same strength, particularly
at higher perturbation levels. With the default ε = 0.1, our results
indicate that most adversarial perturbations do not significantly
affect the perception of speech content.

For the generated adversarial music, our evaluation shows
that adversarial music demonstrates better perceptual quality
compared to random perturbations of the same strength. Further-
more, the generated music receives high scores, demonstrating
the imperceptibility of our adversarial music approach.

VI. POSSIBLE DEFENSES

To evaluate potential countermeasures against the identified
security vulnerability, we conducted a series of defense ex-
periments targeting the proposed adversarial perturbations and
music-based attacks. Specifically, various audio signal process-
ing techniques were applied to introduce distortions, aiming
to disrupt the adversarial effectiveness of proposed attacks.
These techniques included filtering (6 kHz low-pass, denoted as
LPF), compression (64 kbps, MP3), noise addition (SNR 64 dB,
Noise), quantization (8-bit, Quant), and resampling (12 kHz,
Resample). The results are presented in Table X.

3Participants (aged 19–31) included university students, professors, and non-
academic professionals, spanning both computer science and non-computer-
related educational backgrounds.
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TABLE XI
EVALUATION OF THE IMPACT OF VARIOUS AUDIO SIGNAL PROCESSING

TECHNIQUES ON SPEECH PERCEPTUAL QUALITY

TABLE XII
GENERALIZABILITY EVALUATION OF ADVERSARIAL MUSIC ACROSS MULTIPLE

MODELS, WITH ENGLISH USED AS THE ATTACK AND TARGET LANGUAGE

TABLE XIII
ATTACK ABILITY OF ADVERSARIAL MUSIC WITH CANARY AS TARGET MODEL.

BLUE-HIGHLIGHTED AREAS INDICATE TESTS CONDUCTED ON SEEN
LANGUAGES

The experimental results indicate that adversarial perturba-
tions and adversarial music exhibit a certain degree of robustness
to audio processing. However, certain techniques, particularly
quantization and resampling, can significantly impact the at-
tack effectiveness. This finding suggests that, in the absence
of cost concerns, resisting adversarial audio attacks is feasible.
However, based on the results from perturbation removal exper-
iments, while these processing techniques mitigate the intensity
of adversarial attacks, they do not fully restore the semantic
integrity of the original speech. Moreover, these methods may
interfere with the semantic information of the original audio,
thereby reducing its usability.

Furthermore, we analyzed the impact of pre-processing on
speech quality. As shown in Table XI, by observing the similarity
between the pure adversarial speech (processing is None) and
the adversarial speech after various processing techniques, and
the original speech, we find that processing further degrades

TABLE XIV
ATTACK ABILITY OF ADVERSARIAL MUSIC IN OVER-THE-AIR

ENGLISH-TARGETED TRANSLATION SCENARIOS

speech quality, especially Quant and Resample. A similar phe-
nomenon is observed when examining the similarity between
the processed speech and the adversarial speech.

VII. CONCLUSION

In this paper, we explored the vulnerability of ST systems
to targeted adversarial attacks and proposed two strategies: a
perturbation-based attack and an innovative music-generation-
based approach. We introduced several methods to enhance
adversarial attacks on ST models, including Multi-language
Enhancement and Target Cycle Optimization. Extensive experi-
ments were conducted using various source and target language
pairs, demonstrating the susceptibility of current ST systems to
adversarial attacks. We hope our research raises awareness of
the security challenges in ST systems and contributes to efforts
to strengthen their robustness.

VIII. ETHICAL CONSIDERATIONS

This research investigates adversarial attacks on speech trans-
lation systems, specifically identifying vulnerabilities in state-
of-the-art models. While we believe our work contributes pos-
itively to enhancing system security, we strictly adhered to key
ethical principles to minimize potential risks:
� Public Systems: Our study focused exclusively on publicly

available models, with the goal of informing the academic
community and developers about potential security threats.

� User Impact and Privacy: For experiments involving sub-
jective audio quality evaluations, participants were fully
informed about the study’s purpose and the security risks
associated with adversarial attacks. Crucially, no personal
data was collected, thereby ensuring participants’ privacy
and anonymity.
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� Responsible Disclosure: While we highlight the risks of
adversarial attacks, we do not endorse or encourage their
use for malicious purposes. The insights derived from this
research are solely intended to help improve the security
and robustness of speech translation systems, ensuring their
safe deployment in real-world applications.

Through this work, we aim to make a positive contribution to
the field of speech translation security, assisting developers in
building more resilient systems capable of withstanding adver-
sarial manipulations.
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