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Abstract—Federated learning (FL) is a prevalent distributed
machine learning framework that allows multiple clients to train
one model by uploading gradients without sharing data, enabling
cooperative learning while preserving the training data privacy.
Nevertheless, recent research has revealed that shared gradients
can still expose clients’ private training data. These attacks, how-
ever, often become ineffective in two practical scenarios: (1) gradi-
ents are computed on high-resolution data; (2) labels are duplicated
within the attacked batch. In this work, we introduce an advanced
Gradient Leakage Attack against Duplicate labels (GLAD), which
can effectively recover high-resolution training data from gradients
while considering duplicate labels, making it applicable in more
realistic FL scenarios. The key technique of GLAD is to formalize the
relationships between model outputs, gradients, model parameters,
and training data labels. Based on these relationships, GLAD further
reconstructs the model outputs and inverts the reconstructed model
outputs back to the corresponding model inputs. Our method
can achieve state-of-the-art recovery accuracy while ensuring effi-
ciency. Extensive experimental results demonstrate that GLAD can
reconstruct images of 224 X 224 pixels with a batch size of 256 with
duplicate labels.

Index Terms—Federated learning, gradient leakage attack,
model inversion attack.

1. INTRODUCTION

S A promising distributed machine learning paradigm,
A Federated Learning (FL) [1] typically consists of a server
and multiple clients. The clients keep their private training data
locally and only send model parameters or gradients to the server.
The server then updates the global model with the aggregated
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Fig. 1. Visualization of existing GLAs (IG [9] and FGLA [16]) on high-
resolution data with duplicate labels in a batch. Data in the yellow boxes share
the same label.

contributions. Since the client data is always retained locally, FL
is considered to well preserve the privacy of client data [2]. This
has led to its growing popularity in various domains, including
healthcare [3], finance [4], Internet of Things [5], and natural
language processing [6].

However, recent studies have demonstrated that FL is vulner-
able to gradient leakage attacks (GLAs) [7], [8], [9], [10], [11].
By exploiting shared gradients, GLAs can reconstruct sensitive
training samples, thus undermining the fundamental privacy
assurances of FL. Broadly, GLAs can be classified into two
main categories [12]: (1) optimization-based attacks [7], [8],
[9], [13], [14]. This strategy performs optimization to find the
data and label whose gradient has the minimal distance from the
observed one. (2) Analytics-based attacks [10], [11], [15], [16].
This strategy directly reconstructs the data from the gradient
through a series of analytical equations.

Nevertheless, these two types of GLAs may struggle to work
in realistic FL settings. First, most existing optimization-based
attacks are limited to small-batch or low-resolution data. For
example, the DLG [7] is only effective for images with a batch
size smaller than 8 and a low resolution of 32x32 pixels.
However, high-resolution data, more commonly used in FL
systems, poses greater optimization challenges as highlighted by
DLG [7], particularly due to the increased number of variables
involved in optimizing either high-resolution or large batch size
scenarios. Fig. 1 shows the ineffectiveness of the “Inverting
Gradient” (IG) attack [9] in a simple FL setting containing
high-resolution training data.

Second, analytics-based attacks are often only effective when
targeting a single sample [10], [13] or models consisting of only
fully connected layers (FCL) [15], [17]. These methods become
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infeasible to directly derive the analytical equations when more
complex layers are in the target model, which is common for FL
tasks.

Third, most existing GLAs rely on an unrealistic assumption
that each label in the attacked batch must be unique. Recent
studies [10], [16] highlight that label duplication poses se-
vere challenges to data reconstruction [10], [11], [18], [19].
Specifically, for optimization-based methods, Qian et al. [18]
demonstrate that duplicate labels significantly complicate the
optimization process, resulting in a decline in the quality of
the reconstructed results. Similarly, for analytics-based attacks,
Fowl et al. [11] and Yang et al. [16] emphasize that analytics-
based attacks become ineffective once duplicate labels occur.
Fig. 1 illustrates the ineffectiveness of “Fast Gradient Leakage
Attack” (FGLA) [16] on samples with duplicate labels.

To address the above challenges, we introduce GLAD, an
advanced gradient leakage attack that effectively reconstructs
high-resolution data of large batch sizes without assuming a
specific label distribution. The key idea of GLAD is to decompose
the GLA into two tasks: model outputs reconstruction and model
inversion. This is different from all prior works which perform
input reconstruction directly. Specifically, GLAD consists of two
steps. (1) We perform an in-depth analysis of the gradients and
propose two key propositions. The first proposition formalizes
an exact relationship between the model outputs, gradients, and
model weights. The second proposition offers an approximate
relationship between the individual model output of the batch
data, batch size, number of duplicate labels, and gradient of
biases in FCL. Based on these theoretical evidences, we establish
equations for every value in the model outputs and propose
a customized adversarial optimization objective to reconstruct
the model output of each sample. (2) We introduce a novel
model inversion attack (MIA), which inverts the extracted model
outputs to the model inputs. Our method is the first to bridge two
distinct classes of attacks: GLA and MIA.

GLAD can effectively reconstruct the model outputs from the
gradient in a general FL setting, which cannot be achieved in
prior works. By accurately reconstructing every value in the
model output for each sample, GLAD addresses the challenge of
duplicate labels. In addition, GLAD optimizes the model outputs
with a smaller optimization space proportional to the batch size
and number of classes, enhancing efficiency and addressing the
challenge of high-resolution data reconstruction.

Our main contributions are:

® We propose GLAD, an advanced and practical gradient

leakage attack against FL.. GLAD addresses the challenge
of reconstructing high-resolution data, and is the first to
handle the label duplication setting.

® We propose two propositions for disclosing the relation-

ships between model outputs, model parameters, gradient,
batch size, and number of duplicate labels, etc, thus facili-
tating the application of MIAs for GLAs.

® Extensive experiments show that GLAD outperforms SOTA

methods, exhibiting strong robustness to label distri-
butions, batch sizes, resolutions, popular defenses, and
datasets. GLAD can reconstruct data of 224x224 pixels
in a batch size of 256 in just ﬁ of the time required by

TABLE I
KEY NOTATIONS LIST

Notation Description

S The honest-but-curious sever

D; Private / Training data sets of client ¢

x Target data / Input data to be reconstructed
The label corresponding to

M(W,b) The global model / The model to be attacked

(W,b) Parameters of the global model

(VW,Vb) The gradients of training data
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The gradients of training data of client ¢

The auxiliary data set

The gradients of 5¢" layer in global model

The 5" row of the gradient matrix for the it" layer
in the global model

The dummy inputs / Data

The dummy label

The loss function used to train global model

The model outputs for target data

The dummy model outputs for target data

Batch size

The number of neurons in the input layer

The number of classification classes

The optimization objective for the dummy model out-
puts related to the model’s weights and its gradients
The optimization objective for the dummy model
outputs related to the model’s bias and its gradients
The optimization objective for the dummy model
outputs related to the model loss

The total optimization objectives for the dummy
model outputs consisting of L, £y, and L4

The data generator by inputting feature maps

The occurrence number of label j in the y

optimization-based methods, thereby enhancing the effi-
ciency and accuracy of GLAs. GLAD proves that gradients
can still leak data in more complex FL settings.
Roadmap: In Section II, we introduce some preliminary
knowledge essential to this work, including federated learning,
existing attacks and the motivation of this work. Section III
delves into the details of the proposed method. In Section IV, we
provide experimental evidence and analysis. Section V discusses
the limitations, possible extensions and a defense solution. Fi-
nally, we conclude in Section VI.

II. BACKGROUND

In this section, we present the background of federated learn-
ing, a distributed learning framework aimed at collaborative
model training with an emphasis on data privacy. We outline
the core components and iterative process of FL and present
related challenges. We then review existing GLAs that exploit
shared gradients to reconstruct private data. Finally, we highlight
the limitations of these approaches, which motivate our proposed
method. Key notations used in our paper are presented in Table I
for reference.

A. Federated Learning

FL is first proposed by Google in 2016 [1] to enable collabo-
rative model training across decentralized mobile devices. The
core goal of FL is to secure information during data exchange
while protecting endpoint data privacy [20], [21], [22]. As a
distributed learning framework, FL typically involves IV clients
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and a central server S. Each client has a dataset D;, which
contains n data pairs {(x1,y1), (€2,Y2), ..., (n,yn)}. Each
learning round generally has four steps: @ The server distributes
the latest global model M to the clients; @ Each client 4
inputs its data batch (x,y) into the global model M(W b)
and computes the corresponding gradient (VW (;), Vb(;)). ®
All the clients send their gradients back to the server; @
The parameter server performs gradient aggregation and up-
dates the global model by (W (t+1 pt+1)y = (W) p*)) —
nzﬁil(vw(i), Vb(;)). This iterative process continues until
the global model converges.

B. Gradient Leakage Attacks

Despite the natural advantages of FL in protecting data pri-
vacy, a series of challenges are emerging as its application
domains continue to expand, including communication effi-
ciency [23], model personalization [24], and adversarial at-
tacks [25]. A major concern in FL is the privacy risk from data
leakage [7], where attackers can potentially infer sensitive data
by analyzing the shared gradient. Such gradient leakage attacks
(GLAs) have been widely studied, and existing attack techniques
can be classified into two categories [26].

Optimization-based methods: Optimization-based methods
leverage some optimization solutions to identify the data whose
gradient is as close as possible to the observed gradient. Zhu
et al. [7] first proposed the “Deep Leakage from Gradients”
(DLG) method, which reconstructs the data from gradients
using the L-BFGS loss function [27]. DLG can work well on
low-resolution images of 32x 32 pixels and batch sizes of up to
8. Subsequently, Zhao et al. [13] improve DLG by revealing the
ground-truth label through FCL gradient signs. However, this
method is limited to reconstructing a single sample. Geiping
etal. [9] propose the “Inverting Gradient” (IG) by using cosine
similarity as a distance metric and total variation regularization
for image reconstruction. Although IG successfully recovers
sample images from the ImageNet dataset resized to 32 x 32 pix-
els, it requires up to 2000 iterations, taking approximately two
hours for a single image reconstruction. Yin et al. [28] further
improve DLG using multiple optimization terms, including the
standard image priors [29] that penalize the total variance and
lo norm as well as strong priors batch norm. However, this
reliance on BN statistics limits its applicability. Addressing this,
Fan et al. [30] propose FEDLEAK, which employs partial
gradient matching and regularization to enable reconstruction
without relying on unrealistic BN statistics. Shifting focus to
generative priors, Jeon et al. [8] optimize low-dimensional
features and a generator to utilize a pre-trained generative model
to invert the gradient. Based on this, GGL [14] only optimizes
low-dimensional features to invert the gradient. Recent studies
introduce diffusion models to gradient inversion tasks. Gu et
al. [31] propose GGDM, which uses shared gradients to guide
the diffusion sampling process. Similarly, Wu et al. [32] develop
DGGI, which combines diffusion priors with consistency reg-
ularization for data reconstruction. Although diffusion models
enable their successful reconstruction on high-resolution data
(e.g., 224 x224), they are constrained by relatively small batch
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sizes, with Gu et al. [31] restricted to a batch size of 8 and Wu
et al. [32] to a batch size of 48.

Hatamizadeh et al. [33] design a gradient inversion attack
for vision transformers. Yang et al. [34] investigate a new
initialization for better quality under compressed gradient, but
it is only limited to the batch size of 1 and resolution of 32x
32 pixels. Yue et al. [35] explore a GLA at a semantic level
and measure the corresponding image privacy leakage. Wu et
al. [36] train a model to learn the mapping between the gradient
and corresponding inputs. Liang et al. [37] introduce EGIA,
highlighting threats from external adversaries in the communi-
cation channel.

Analytics-based methods: Analytics-based methods aim to
compute private data directly using analytical equations as-
sociated with the gradient. Phong et al. [15] introduce an
equation that utilizes the ratio of the gradient of the weight to the
gradient of the bias in the FCL for data reconstruction. While in-
novative, this method is limited to the scenario of a single sample
and a single FCL. Fan et al. [17] extend this approach to handle
multi-layer perceptrons. Hitaj et al. [38] propose DMU-GAN,
which reconstructs data points representing the generalized
characteristics of each class. Zhu et al. [10] proposed R-GAP,
which provides a closed-form recursive procedure to recover
data from gradients. However, this method is limited to specific
scenarios: a batch size of 1, binary classification, and simple
model architectures. Fowl et al. [11] retrieve portions of data
of batch size 64 by modifying the model structure, but it can be
easily detected. Boenisch et al. [39] propose the “trap weights”
to augment the number of neurons in the model, enhancing
the possibility of directly computing training data from the
gradient. “Cocktail Party Attack” (CPA) [40] treats the gradient
inversion as a Blind Source Separation (BSS) problem, and uses
independent component analysis to address this BSS problem.
A more recent work FGLA [16] uses an analytical method to
separate the feature maps of original data from gradients and
feed it into a pre-trained generator, enabling rapid reconstruction
of a data batch. Furthermore, Zhao et al. [41] presented an
“Attacker’s Cookbook™ for training downstream models using
leaked data by the above attacks. This work underscores that
privacy breaches extend beyond visual inspection to practical
data utility.

C. Motivation

Table II briefly summarizes existing GLAs from different
perspectives. We observe that these attacks are restricted to
unrealistic settings. Specifically, a practical FL system typically
involves large-scale data (refer to high-resolution images of large
batch size in this paper) and has data of the same labels in each
batch. However, most of these attacks can only be applied to
reconstruct small-scale training data and batch sizes. They also
assume that data in each batch has no duplicated labels, which
normally does not hold. More importantly, they can be easily
mitigated with simple defense mechanisms, such as masking
the gradient with noise, or compressing the gradient.

Our goal is to design an advanced gradient leakage attack,
which is effective against high-resolution data of large batch size
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TABLE I
A COMPARISON OF GLAD WITH EXISTING METHODS BASED ON CRITERIA:
BATCH SIZE, IMAGE RESOLUTION, THE NUMBER OF CLASSES C,
RECONSTRUCTION SPEED, STRICT DEFENSE, AND DUPLICATE LABELS

Max Batch Size Fast Strict Duplicate
Method x Image Resolution >2 Speed Defense! Lals)el
(7] 8x(32%32) o O O ©
(8] 48 x (64 x64) o O O ©
[9] 100x (32%32) o O O ©
[13] 1x(32x32) o O @) ©
[14] 1x(224x224) ® O O ©
31] 8% (256x256) o O O ©
[32] 48x(224%224) o O O ©
[34] 1x(32x32) o O O ©
[35] 128x(128x128) @ O @) O
[10] 1x(32x32) O o O @)
[11] 64%(224x224) o o O @)
[15] 1x(32x32) o o O @)
[16] 256x(224%x224) @ o O @)
[17] 8x(32%32) o o O O
Ours (C+1)x(336x336) @ o ] ®

! Strict defense refers to a highly compressed gradient with a compression
ratio of 99.9%, and a noisy gradient with o = 0.01.

2 @: able; O: unable; ©: partly unable (duplicate labels complicate the
optimization process, resulting in a decline in the quality of reconstruction
result and even partial failure of reconstruction).

and accounts for the repetition of labels. Furthermore, our attack
aims to remain robust in the face of popular defense strategies,
such as noise addition and gradient compression, ensuring it is
not easily neutralized.

III. METHODOLOGY

Motivated by the above observations, we introduce GLAD, a
new gradient leakage attack against practical FL systems. We
first present our threat model. Then we give the overview of
GLAD, followed by the details of its two stages. Along with the
descriptions, we provide a theoretical analysis elucidating the
conditions and principles under which GLAD works.

A. Threat Model

We consider an FL system consisting of a parameter server S
and multiple clients. We assume that the parameter server S is
an honest but curious adversary, and it aims to reconstruct the
client’s data from the uploaded gradient while following the FL
system protocol. The target model in our attack is the convolu-
tional neural network with the FCL as the final layer. This setting
is widely adopted for image classification and widely assumed as
the target model in most existing methods [7], [9], [11], [16]. S
has access to the gradients uploaded by the clients, the structure
and parameters of the global model M (W b). Following prior
works [14], [16], we assume S has access to an auxiliary dataset
D 4wz, Which can be easily obtained from open-source websites.

B. Overview

Fig. 2 illustrates the workflow of GLAD, and Algorithm 1
outlines the corresponding pseudocode. Our method comprises
two main steps: 1) Model outputs reconstruction: we derive
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Algorithm 1: Private Data Leakage From the Captured
Gradients.

Input: (W, b): the global model parameters, (VW , Vb):
gradients calculated by training data, D, the auxiliary
dataset to train the generator, and y: training data label.

Output: dummy training data '

1: procedure GLAD(W,b), (VW ,Vb), y, Dyuy

2: 4’1+ N(0,1)

3: for i < 1to Epochs do

4: L085! 01

al£1z)(g,i) + a2£b('g,i) + 053£loss (y/i)

5 y;-i—l A y; - nvy’, ‘Cossiotal

6: end for

7: f=01Yy,y)/09) - VW,

8: G < Train a generator by inputting feature maps and
outputting corresponding images using model
parameters (W, b) and auxiliary dataset D ...

9: '+ G(f")

10:  return x’

11:  end procedure

Global Model

loss

Cross-Entropy Loss

H
I3
z o)
Featuremap f | "FcL| | % é
y --N-
______ ® Match ) Match ) %
]
5 |
' K i = Leotar (")
! ’ S n
i - » |
eyt I E d B I g
Pon i e R e §'< >'E‘_
— i i = £ S i : )3
T NG HUREE BN
- i 1 S= N , & - .
[ m— §oit (e — OF Pl };}"‘, ¥ §
|
x' L g ;

Fig.2.  General overview of the proposed method GLAD. GLAD comprises two
steps. (1) Decomposition of model outputs through the optimization; (2) Model
inversion, which includes the decomposition of the feature maps corresponding
to each sample in the batch based on the model outputs obtained in (1) through
the analytic equation, and direct generation of the original batch based on the
decomposed feature maps.

three innovative equations to formalize the relationship between
the model outputs, gradients, model parameters, and labels
explicitly decoupling them from the model inputs. We then
employ these equations in an optimization technique to recon-
struct the model outputs. 2) Inversion from model outputs to
inputs: we propose a model inversion technique that inverts the
obtained model outputs back to the model inputs. This step first
uses the decomposed model outputs to invert to feature maps
and then directly generates the original data through a trained
generator.

C. Model Outputs Reconstruction

To understand the computational aspects of the proposed
method, we first formalize the standard data processing flow
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within a Convolutional Neural Network (CNN). Upon receiv-
ing the global model, a client inputs a private data batch
= RBxClLannelXHeighthidth into a CNN. The data x is
first processed by a convolutional layer, producing feature
maps f € RP*H_ f is then processed by a final FCL (also
L' layer) via § = f- W + by, thus yielding model out-
puts § € REXC. Then, the model outputs ¢ and the ground-
truth labels y € RB*! are fed into the loss function to com-
pute the [oss. Finally, the client computes the gradients
(VW ,Vb) via backpropagation based on loss. Here, -, B,
H, and C' denote the matrix multiplication, batch size, the
number of neurons in the input layer, and classification classes,
respectively.

In optimization-based attacks [7], [9], [28], data reconstruc-
tion can be formalized as an optimization problem:

$*, y* = arg H,un diS(Vgl($/, y,)a Vgl(il?, y)) + Reg(w/)v
'y’
(1)

where x,y are the private training data and its labels respec-
tively, «’, 9y’ are the dummy inputs and dummy label respec-
tively, dis(-,-) is the function to measure the distance of the
dummy and the actual gradient, 0 is the parameters of the
global model including weights W and bias b, I(-, -) is the loss
function used to calculate the gradient, and Reg(-) is a regular
term for «’. However, the performance of these attacks degrades
sharply with increasing batch size or image resolution [7], due
to a multiplicative increase in the number of variables to be
optimized. To address this challenge, we propose an innovative
method that optimizes model outputs by analytically decoupling
the relationship between gradients and model inputs, focusing
solely on the relationship between gradients and model out-
puts. Consequently, our method searches the model outputs
with a time complexity of O(B - ('), which is independent
of the resolution of the input data and requires searching for
far fewer variables compared to optimizing model inputs with
a time complexity of O(B - Channel - Height - Width). For
example, for an ImageNet subset (10 classes) with a batch
size of 8, a channel number of 3, and an image resolution of
224 x 224, the optimization-based methods need to optimize
8 x 3 x 224 x 224 = 1, 204, 224 variables, while our method
needs to optimize only 8 x 10 = 80 variables. In this case, the
traditional optimization-based methods need to solve 15,052
times more variables than our method. This extensive computa-
tional demand can render the optimization-based attack imprac-
tical in many scenarios. Extracting the model outputs directly
from the gradient is not straightforward, however; it requires
establishing a direct relationship between the gradient and the
model outputs while eliminating the relationship between the
gradient and the unknown inputs. The following describes our
proposed technique to achieve the goal of reconstructing the
model outputs.

Firstly, we propose Proposition 1 to establish a generalized
mathematical framework that connects the parameters of FCL,
the gradient of the FCL, the model outputs, and the partial deriva-
tive of the loss between the model outputs and the ground-truth
labels with respect to the model outputs.

5879

Proposition 1:

VW, W = w'(ﬁ—bm )
Y
where W, indicates the weights of FCL (also L" layer in
global model), by, indicates the bias of FCL, ¢ denotes the model
outputs for private data, y denotes the training data label, and
I(+,-) denotes the loss function used to train the global model.
Proof: The forward propagation of FCL can be written as

9 = f - W + by, thus we can have:
09

= 3
aw, = 3)
based on the chain rule of derivation, we can reach:
og,y) 0Jg
V . = - . , 4
Wi -Wp 99 oW, Wy 4)

we substitute ngL in (4) with its expression from (3) as follows:

_ol(g,y) 99 _ 0@, y)
VW, W= o5 oW, W= o5 f-wg
_dlg,y) .
= op (g —0br) )
O

Given that VW , W1, and by, are accessible to the attacker
and y is proven to be perfectly reconstructed even with label
duplication [42], Proposition 1 facilitates the computation of
the model outputs ¢. It can be observed that Proposition 1
establishes C' x C' equations through the matrix VW - W
of size C' x C' in the left side of the Proposition 1. Then, to
fully utilize the data information embedded in the gradient of
the bias and to augment our method with additional equations,
we formulate the second system of equations as follows:

_0(g,y) 995  OUG.y)

Vb - D = 2 6
" oy ob7, 2] ©

where I € RE* I, =1 for i € [1,B], and j € [1,C] is the
index of the classification categories. Since Vby, is available to
the attacker and y can be almost reconstructed perfectly by the
attacker, we can obtain the model outputs through (6), which
provides C' equations.

Given there are no appropriate mathematical techniques to
analytically deduce model outputs ¢ directly through the equa-
tions provided by Proposition 1 and (6), we have to employ an
optimization technique to search for model outputs ¢. In the op-
timization to search model outputs, we initialize the § randomly,
which we call dummy model outputs 4’ and then continuously
adjust and optimize it until it satisfies the established equations.
Accordingly, we define the optimization objective £, of model
outputs as:

Propositionl:L,,

oY)
oy’

£1 (’g/) = VWL . WL (Zf/ — bL)
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Fig. 3. Left: PSNR values vs. £1(g’) for right data and PSNR values vs.
9") for twin data. Right: PSNR vs. [(§', y) for right data and PSNR vs.
l('g” y) for twin data.

Eq-(6):Ly

oLy, y)
oy

2
+ az ||Vbr — HH @)

However, the model outputs is not always reconstructed per-
fectly through the optimization objective in (7). Proposition 1
and (6) provide a total of C' x C' 4 C equations, and the model
outputs g we need to searchis B x C'variables. Thus the client’s
batch size B directly determines the feasibility of recovering g
through the above equations as the number of classes C' for a
selected target model is given. When B > C' + 1, the established
system of equations is underdetermined with the number of
variables greater than the number of equations. Consequently,
recovering a unique ¥ is impossible. Conversely, for B < C, the
system of equations is determined, allowing for the recovery of
9. Soweassume B <= C' + 1 in the attacked system. Although
our attack requires the number of classes to be higher than the
batch size, it can tackle any batch size and can reconstruct every
sample in the batch. Our attack is also the first to be able to
handle label duplication. The setting with the batch size B is
less than the number of classes is entirely practical and common
in FL systems with a large variety of classification categories.
But, there may be multiple solutions in the situation of B < C
due to the non-monotonicity of 9l(§, y) /09 [10], of which only
one is the right solution, and the remaining solutions are referred
to in prior work R-GAP [10] as the twin solutions. Therefore, for
cases where B < (, we need to observe the difference between
the right solution and the twin solutions and use this difference
to guide the optimization toward the right solution.

To investigate the difference between the right data with
higher PSNR values (a metric assessing the similarity between
the reconstructed data and the actual data) and the twin data
with lower PSNR values, we conduct experiments and collect
100 batches of right data and 100 batches of twin data. The left of
Fig. 3 shows PSNR values vs. £ (computed through (7)) of twin
data and right data. Unexpectedly, the twin data instead exhibit
lower £, values. Considering that the reconstructed results
depend solely on the reconstructed dummy model outputs, our
intuition suggests that the reconstructed dummy model outputs
4" of twin data are not close to the actual model outputs but
are close to the ground-truth labels y, which results in a much
smaller {(§”,y) of twin data than that of right data. So the
gradient of the twin data is much smaller than that of the right
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data. Thus the gradient as well as 9l(g, y)/0¢y involved in £
computation for the twin data is smaller, allowing it to achieve a
lower £; despite not matching the actual data. To verify our
intuition, we compute [(g’,y) for 100 batches of right data
and [(§",y) for 100 batches of twin data and show results in
the right of Fig. 3. These results prove our intuition. Therefore,
we can guide the optimization direction towards the right data
by constraining the loss between the dummy model outputs
4" and the training data label y. Following these observations,
we propose the Proposition 2 for approximating the loss of the
attacked batch to guide the optimization of the dummy model
outputs.
Proposition 2:

1 B
=1

where y indicates the ground-truth label, y(i) indicates the
ground-truth label for the i*" sample in a batch, Vb, represents
the gradient of the bias term in the FCL, and A; indicates the
occurrence number of label j in the y.

Proof: Due to the common use of the cross-entropy loss
function in image classification tasks, we use the cross-entropy
loss function as the loss function to train the global model, so
the loss function can be defined as (9):

Vb + Ay, /B), ®)

eyu y(4))

l N Z ey(t 0’ ©)

where ¢ indicates the model outputs, which is also the outputs
of the FCL and §j; ;) indicates the logit value for 4P class when
it" sample in a batch is given as input to the model. We can
write the gradient value Vb7 w.r.t. the bias connected to the j*

outputs representing the j*" class confidence in the outputs layer

as following (10):
: _ 99,5 R
Vby, = Vi) ) Vg -1
ey
= -2+ 10
BZE 1€y(”) 1o
when the j in (10) equal to y(k*), then we have (11):
R Z eyu y(*) an
Lo *B L edan’
where k* € [1, B] denotes the index of a specific sample within

a batch. In the initialization or pre-training phase of model
training, all logit values in the model outputs 9 are similar, due to
the model’s lack of discriminative ability over the input samples.
This phenomenon can be expressed as:

9(i,j) = G(k, 1),

where i, k € [1, B] indicate the index of the sample within the
input batch, and j, ¢ € [1, C] indicate the index of the classes.
Based on this observation and the (11), we can further formulate

12)
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TABLE III
AVERAGE L2 ERRORS OF APPROXIMATION AT THE MODELS WITH DIFFERENT
BATCH SIZE B

Batch size | 8 16 32 64 128 256
Lioss ‘ 0.5764  0.71750  0.84480 0.93210 0.95530  0.96800

the following equation:

eIy eyu y(k*) Kt Ay (k)
25:1 eV ~B Z L eden L B
(13)
Then, we replace % in (9) with the expression from
(13), as follows:
eyu y(i)
(g,y)= — = ln
(9,) Z ST

~ 1 Y (i) )‘yu)
~ B;m (VbL +3 > (14)
]
Beyond the theoretical proof of Proposition 2 described
above, we also conduct experiments to further validate the
approximation error. To achieve this, we calculate the aver-
age L2 approximation error across batch sizes of 8, 16, 32,
64, 128, and 256 over 100 batches, as defined L;,ss in (15).
The experimental results presented in Table III show that the
approximation error in Proposition 2 is small, confirming the
reliability of our approximation. Additionally, we observed that
the approximation error increases with the batch size, as larger
batch sizes make it more challenging to estimate the L2 loss
of an attacked batch. However, even at a batch size of 256,
the approximation error remains minimal, indicating that the
approximation remains valid even for larger batch sizes.
Proposition 2 regularizes the system of equations established
in Proposition 1 and (6). Despite introducing only a single scalar
constraint, it effectively disambiguates the solution space, guid-
ing the optimization toward the ground-truth solution. Based on
Proposition 2, we propose the following optimization objective:

B 2
1§y) _lzln vy 4 tu)
’ B =1 g 1
(15)

After integrating L;,ss into (7), we define the total loss of
reconstructing model outputs of GLAD as (16).

Etotal(y ) - a1£11;( ) + 012[:(7( ) + 043£loss ('gl)a

Rationale Analysis: The formulations of L,,, Ly, and L,
provide the theoretical rationale for how GLAD resolves the
challenges of reconstructing high-resolution and duplicate-label
data. (i) Decoupling resolution complexity: GLAD shifts the
optimization target from the model inputs pixel space to the
model outputs logits space. This reduces the number of optimiza-
tion variables from O(B x Channel x Height x Width) to
O(B x ('), thereby decoupling the computational complexity
from the image resolution. (ii) Disentangling duplicate-label

»Closs (Ql) =

)

(16)
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data: Unlike analytics-based methods that rely on aggregated
gradients (averaged: linear combinations), £,, imposes con-
straints on every individual element of the model outputs logits
matrix. This mechanism forces the optimization to recover a
unique, sample-specific logits vector for each sample, even
for those sharing the same label, thus effectively disentangling
duplicate-label samples.

D. Inversion From Model Outputs to Inputs

Following our method for reconstructing model outputs, we
propose an MIA method to revert the obtained model outputs to
their corresponding model inputs. MIAs [43] aim to reconstruct
original input data or extract sensitive information from the
model outputs. These attacks leverage the tendency of deep
learning models to retain some information about the input data
from their outputs. They typically employ optimization tech-
niques to search for the data that can minimize the loss between
its model outputs and the target outputs [38]. Additionally, gen-
erative models, such as generative adversarial networks [44], are
also used to map the model outputs back to the input space [45].
MIAs have proven effective in data reconstruction and sensitive
attribute inference [46].

Our MIA primarily consists of two steps: 1) the analytical
derivation of feature maps; and 2) the direct generation via a gen-
erator. Specifically, recent analytics-based methods [10], [11],
[16] explore the extraction of the feature maps and demonstrate
that the feature maps input to the last FCL can be approximated
by (17).

i~ VWYY vy, (17)

where i € [1, B] is the index of the sample within the input
batch, VW%O) is the row of the gradient matrix for the FCL’s

weights corresponding to the index y(i), and ng(z) is the
row of the gradient matrix for the FCL’s bias corresponding
to the index y(i). However, such a decomposition may not
be applicable when dealing with data with the same labels,
since the derived feature maps are not for a single sample,
but are linear combination of multiple samples with the same
labels [10], [11], [19]. For example, if the sample x; and x; in a
batch have the same label y (i) = y(j), they would incorrectly
receive the same feature map f; = f;, a result that is logically
implausible as each sample should yield a distinct feature map.
Fig. 4 visualizes the causes and results of the failure of the
analysis-based methods in reconstructing data with identical
labels. Based on this observation, we propose a novel analytical
equation in the second line of (18) to compute feature maps
using decomposed model outputs.

_olyy) 9y _ 0ly.y)
oy oW 0y

~/ -1
— f = <M> VW, (18)

VW,

-f

oy

Since 9’ can be obtained by optimizing with the objective in (7),
and y and VW[, is available to the attacker, we can compute
the dummy feature maps f’ directly through (18). Considering
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that matrix 9l(¢,y)/09y may not be invertible, we employ
the “Moore-Penrose inverse” method [47], a widely recognized
method for computing generalized inverses [48], to obtain its
pseudo-inverse. After obtaining the feature maps, we feed the
feature maps into the generator to invert the feature maps to
the input space. The structure of the generator is described in
prior work [16]. This generator is readily accessible to a general
attacker. The generator is trained by inputting feature maps ob-
tained by inputting data from an auxiliary dataset into the target
model, and it generates these. The distribution of the auxiliary
dataset need not mirror that of the actual dataset. For further
discussion on how the auxiliary dataset impacts reconstruction
results, see Section IV.

Notably, once model outputs are leaked via the gradient, at-
tackers can use any established MIAs [43], [49], [50], in addition
to our proposed technique, to invert these outputs back to their
inputs. Consequently, our method bridges the gap between the
distinct domains of GLAs and MIAs, thus enabling attackers
to employ any MIAs to deduce accurate model inputs. This
enhancement broadens attackers’ capabilities and lowers the
barrier to executing gradient leakage attacks.

IV. EXPERIMENTS

In this section, we first explain the selection of SOTA baselines
and describe the experimental settings. Subsequently, we com-
pare our method against these baselines across various experi-
mental conditions, including different proportions of duplicate
labels, batch sizes, image resolutions, datasets, and defense
mechanisms. Finally, we conduct a series of ablation studies
to further explore the proposed method.

A. Configurations

Baselines: We choose four established prior methods as our
baselines: the seminal work on gradient inversion of DLG [7],
the robust attack of IG [9] with a strong performance on large
batch sizes, the generative attack of GGL [14] with a strong
performance for high-resolution data and the more recent work
FGLA [16] with current SOTA gradient inversion attack. These
methods are chosen because they are compatible with our threat
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model and each has its official open-source code repository,
thus avoiding potential comparison errors due to inaccurate
replication.

Experimental Setup: We choose three classic datasets as target
datasets: ImageNet [51], CIFAR-100 [52], and CelebA [53]
with the ImageNet dataset serving as auxiliary dataset. We
use the pre-trained ResNet50 network provided by PyTorch
as the default global model for image classification in FL.
We employ the Adam optimizer [54] using a learning rate of
0.001 to optimize the dummy outputs with a total of 20000
iterations and set cvy = 10000, ao = 1, and a3 = 100, which
are adjusted based on experimental experience. We measure the
similarity between the original and reconstructed data by three
commonly-used metrics: peak signal-to-noise ratio (PSNRT),
structural similarity (SSIMT), and perceptual image similarity
score (LPIPS]) [55]. Here, the 1 denotes that higher values
indicate better reconstruction performance, and the | denotes
that lower values indicate better performance. Unless stated
otherwise, we take a batch size of 8, a resolution of 224 x224
pixels, an attacked dataset ImageNet, and a random assignment
of label distributions within the batch as the default experimental
settings. All experiments are conducted on a server equipped
with two NVIDIA RTX 4090 GPUs.

B. Comparison With the SOTA Methods

1) Comparison Under Different Duplicate Label Propor-
tions: We compare GLAD with the baselines introduced above
with increasing proportions of duplicate labels. Fig. 5(a) il-
lustrates that the performance of baselines deteriorates as the
duplicate label proportion increases and these methods fail to
reconstruct data when the duplicate label proportion is high.
The decline for FGLA can be attributed to the inability to
reconstruct data with duplicate labels, as discussed in Section I1I.
Moreover, the entanglement in the gradient rows of the data
with the same labels complicates the optimization process of
DLG, IG, and GGL, leading to a degradation in the quality of
the reconstructed results. This phenomenon is also discussed
in the prior work [18]. In contrast, GLAD demonstrates robust
performance even with high duplicate label proportions. We
provide a reconstruction example of GLAD and the SOTA base-
lines in Fig. 6. From Fig. 6 we can see that GLAD effectively
reconstructs data that closely resembles the original data in terms
of evaluation metrics and visual appearance. It is also clear that
DLG, IG, and GGL take at least 270 times longer than GLAD,
but do not produce as good reconstruction results as GLAD. Such
methods optimize dummy inputs through gradient matching,
which involves inputting dummy data into the model to obtain
the dummy gradient and align it with the true gradient. That
process is time-consuming. Interestingly, we find that feature
entanglement of data with the same labels within the same rows
of the gradient matrix leads to “feature misalignment” of data
with the same labels in the reconstruction results. For instance,
as depicted in Fig. 6, the IG incorrectly places the parrot’s neck
from the first image into the second one, reconstructs the tail
of the parrot of the second image in the first reconstructed
image, and swaps the bottom right corners of the fourth and fifth
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Fig. 5. Figure (a): average reconstructed image quality measured by PSNR vs. duplicate labels proportion. Figure (b): average reconstructed image quality

measured by PSNR vs. batch size. Figure (c): average reconstructed image quality measured by PSNR vs. image resolution. These results are averaged results on
the same 100 batches. GLAD outperforms the baseline methods in settings with different duplicate label proportions, batch sizes, and image resolutions.

Ongmal batch 224x224 pixels, ground-truth

TABLE IV
THE RECONSTRUCTION RESULTS MEASURED BY PSNR AND EXECUTION TIME
ON IMAGENET, CIFAR-100, AND CELEBA DATASET

DLG(NeurIPS’19) PSNRT:10.58, SSIMT: 0.06, LPIPS!:1.21, Timel:4

PSNRT:12.50, SSIMT: 0.41, LPIPSI:0.66, Timel:7451.25(s)

IG(NeurIPS™20)

p

“GGL(CVPR’22)

F |

4 _}
PSNRT:8.59, SSIMT: 0.23, LPIPS!:0.64, Timel:4778.84(s)

.

FGLA(TDSC 24) PSNRT:15.55, SSIMT: 0.48, LPIPSl 0.70, Timel:1.93(s)

ZRODEENE

PSNRT:19.44, SSIMT: 0.55, LPIPS!:0.56, Timel:14.35(s)

GLAD(Ours)

Fig. 6. A visualization of the comparison between our method and the SOTA
GLA methods.

images. By contrast, the reconstructions of the sixth, seventh,
and eighth images, each with distinct labels, did not exhibit
this issue. Despite the employment of the pre-trained generator
BigGAN [56], GGL reconstructs high-definition images but
does not resemble the target batch. FGLA takes the shortest time
to reconstruct the data, but cannot distinguish between data with
the same label.

2) Comparison Under Different Batch Sizes: To assess the
effect of batch size on GLAD and baselines, we conduct experi-
ments with increasing batch size from 8 to 256 and measure the
image reconstruction quality using PSNR. As is evident from
Fig. 5(b), GLAD maintains the highest values of PNSR above
18 across all batch sizes. While the reconstruction pipeline of
the FGLA seems independent of the batch size, an increase in
duplicate labels within larger batches results in a decline in
the PSNR of the reconstruction. The PSNR value for the IG

| | PSNR? |
Method | Tleration | "yageNet | CIFAR-100 | CelebA | Time(s)
DLG [7] 10000 | 11.53908 10.62043 1143062 | 49455.25
IG [9] 20000 | 1521782 14.92683 1551359 | 7495.02
GGL [14] 1000 | 1078704 10.47981 1070272 | 2265.90
FGLA [16] None | 1843037 17.24805 1859564 | 1.84
GLAD (Ours) | 20000 | 19.24153 | 2174278 | 19.41555 1423

gradually decreases from about 15 at a batch size of 8 to about
10 at a batch size of 256, and the GGL method exhibits a similar
trend but with overall lower PSNR values. The DLG has the
lowest PSNR value at all batch sizes, at about 10 or less. It is
worth noting that GLAD performs better at a batch size of 256
than the baselines even at smaller batch sizes (e.g., 8). A visual
example in Fig. 7 demonstrates that GLAD is still effective even
at a batch size of 256.

3) Comparison Under Different Resolutions: Then, we eval-
uate the proposed method against the baselines on images with
larger resolutions and quantify the reconstruction results us-
ing PSNR. Fig. 5(c) indicates that GLAD consistently achieves
the highest PSNR values at both resolutions of 224 x224 and
336x336, demonstrating its SOTA reconstruction capabilities.
The other SOTA baselines (IG, GGL, and DLG) exhibit rela-
tively low PSNR values, with DLG being the least effective. The
decrease in the quality of reconstruction results for the original
336x336 pixels data can be attributed to the increased com-
plexity and greater challenge posed by images of this resolution
on the generator’s reconstruction capability. Fig. 8 illustrates the
visual reconstruction results at different resolutions, demonstrat-
ing that our method effectively maintains its ability to reconstruct
visual appearance even at higher resolutions, thus showcasing
its robustness against resolution.

4) Comparison Under Different Datasets: To compare the
generalizability of our method and the baselines, we validate our
method and the baselines on ImageNet, CIFAR-100, and CelebA
(face classification task with 10177 categories). Table IV proves
that GLAD consistently achieves the highest PSNR values on
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Fig. 9. The statistical metric and visualization of reconstruction results on the
CIFAR-100 and CelebA datasets.

all datasets in a relatively short time. In contrast, IG, GGL, and
DLG have run times hundreds of times longer than GLAD, but
do not have matching reconstruction results.

We also provide a visual example of the reconstruction results
on CIFAR-100 and CelebA in Fig. 9. These results clearly
demonstrate the superior performance of our method across var-
ious datasets, emphasizing the robustness and generalizability of
GLAD. Despite the blurry reconstructed results on the CelebA

Left: Ground-truth batch of images with 256 x 3 x 224 x 224 varibles. Right: Visual reconstructed results.

facial dataset, some attributes of the attacked images are still
exposed, such as background, hair color, skin tone, and facial
contours. It’s essential to note that in the real-world FL system,
the adversary might not always have precise knowledge about
the client’s dataset. Therefore, ensuring that GLA attacks remain
robust when the auxiliary dataset differs from the target dataset
is crucial.

Following our presentation on reconstruction results, we now
discuss how the auxiliary dataset impacts the attack perfor-
mance. We intuit that both the similarity between the auxiliary
dataset and the target dataset, as well as the complexity of
the auxiliary dataset, can influence the results of the attack.
In our experiments, we use ImageNet as the auxiliary dataset
and validate the proposed method on ImageNet, CelebA and
CIFAR-100. The similarity between ImageNet and CIFAR-100
is higher compared to that with CelebA, and the reconstruction
performance of the proposed method on CIFAR-100 outper-
forms that on CelebA. Therefore, it can be inferred that a
higher similarity between the auxiliary dataset and the target
dataset leads to improved attack performance. However, the
lack of effective methodologies to quantify dataset similarity
poses challenges in accurately assessing its impact on attack
results. Nonetheless, attackers can fine-tune the auxiliary dataset
based on the outcomes of the reconstruction to optimize the
attack’s efficacy. For instance, if attacking CelebA with Im-
ageNet yields reconstructions that capture facial contours but
lack detail, incorporating more facial images into the auxiliary
dataset would enhance the reconstruction quality. Second, the
complexity of the auxiliary dataset is higher than that of the
attacked dataset is beneficial to the attack. For example, using
ImageNet as an auxiliary dataset to attack CIFAR-100 allows
the generator to learn more complex details, hence improving
the attack effectiveness.

5) Comparison Under Different Possible Defense Mech-
anisms: We assess the effectiveness of our GLAD and
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TABLE V
THE COMPARISON OF OUR GLAD AND THE SOTA BASELINES UNDER THREE
RELATIVELY STRICT DEFENSE MECHANISMS
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TABLE VI
THE Lo ERROR BETWEEN THE OPTIMIZED DUMMY MODEL OUTPUTS AND THE
ACTUAL MODEL OUTPUTS AT DIFFERENT BATCH SIZES

Noisy gradient [19] Gradient Compression [7]

Method PSNRT  SSIMf LPIPS, PSNRT SSIMt  LPIPS,
DLG [7] 1190780 0.09130 111990  11.19410 0.07190  1.23530
1G [9] 1425990 044350  0.57790  12.45969 0.44249  0.80062
GGL [14] 1126461 032251 056769  10.55477 027966  0.60754
FGLA [16] 1884118 048547 055527 10.45432 026430  0.88357
GLAD (Ours)  18.90560 0.52940 051770  16.28875 0.48409  0.60309
Original GL FGLA GLAD(Ours)
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Fig. 10.  Visual comparison of GLAD and SOTA baselines under the popular
defense of additive noise with & = 0.01 and gradient compression ratio with
99.9%. Our GLAD was the only method whose results resemble the original data
even under gradient compression of compression ratio 99.9%.

baselines against two relatively strict defense mechanisms, sim-
ilar to the ones used in the prior study [14], which include (1)
Noisy gradient, where Gaussian noise N'(0, 02) is added to the
gradients [19]; and (2) Gradient Compression, where gradients
with smaller magnitudes are set to zero [7]. Specifically, we
add noise with o = 0.01 to the gradient [19] and apply gradient
compression [7] at a ratio of 99.9%. The comparison in Table V
shows that our method performs well even under these three
strict defense mechanisms, particularly in defending against
gradient compression, while gradient compression is frequently
employed in FL systems to reduce bandwidth [57]. This is
because both defense methods only produce changes to some
parts of the gradient. For example, additive Gaussian noise
adds Gaussian noise 0 to a portion of the gradient, and gra-
dient compression retains gradients with large absolute values.
GLAD leverages these unchanged gradients to accurately recon-
struct the model outputs, thereby revealing the original private
data.

The visual comparisons in Fig. 10 demonstrate that adding
noise to gradients marginally impacts the effectiveness of both
FGLA and GLAD. However, gradient compression, a technique
often employed to reduce bandwidth in FL, significantly im-
pedes FGLA'’s ability to recover the original data. In contrast,
GLAD maintains its ability to reconstruct data closely resem-
bling the original, even under severe gradient compression
with a ratio of 99.9%. While the GGL method, utilizing the
larger capacity generator BigGAN [56], produces high-quality
reconstructions, these do not accurately represent the original
data. Although DLG and IG reveal some information about the
original data, they face difficulties in achieving accurate visual
reconstructions.

Batch size | 8 16 32 64 128 256

9" — glI> | 0.00008 0.00020 0.00070 0.00130 0.00320 0.00360

¢ Bl Vil

Original data 224 x224 pixels, ground-truth

ard AR kis

' PSNR=20.51, SSIM=0.61, LPIPS=0.47, Time=24.01(s)

Ald AR

¥ PSNR=20.53, SSIM=0.66, LPIPS=0.45, Time=0.82 (s)

=

Fig. 11.  The comparison between the reconstruction by the optimized model
outputs and those by the actual model outputs.

TABLE VII
COMPARISON OF AVERAGE OUTCOMES ACROSS 100 BATCHES FOR DIFFERENT
OPTIMIZATION OBJECTIVES COMBINATIONS

Optimization objectives | PSNRT SSIM?T LPIPS|
Lo 14.55934 0.38931 0.71797
Low+Lioss 19.16308 0.50066 0.57047
Lo+Ls 14.55934 0.38931 0.71797
Low+Lp+Lioss 19.24153 0.50948 0.55870

C. Ablation Study

1) Evaluation of the Ability to Leak the Model Outputs: As
discussed and analyzed in Section III, inverting the training loss
function for model outputs disaggregation is the most important
part of our method. To assess the difference between the opti-
mized model outputs and the actual model outputs, we conduct
experiments and compute the Lo distance between the dummy
model outputs and the actual model outputs at batch sizes of §,
16, 32, 64, 128, and 256. The experimental results in Table VI
show that our method can accurately disaggregate the model
outputs. Visual comparisons in Fig. 11 illustrate that images re-
constructed from dummy model outputs closely resemble those
from actual model outputs. This further demonstrates that our
method can accurately capture the model outputs and accurately
reconstruct the private data.

2) Dissecting the Contributions of Optimization Objectives
in Model Outputs Recovery: Next, we conduct an ablation study
to dissect the individual contributions of the three optimiza-
tion objectives. Given L,, provides the maximum number of
equations, we regard L,, as the primary component of our
optimization framework. To assess the feasibility of relying
solely on L,,, and discern the auxiliary roles of £, and L,
for the optimization, we execute experiments with different
optimization objective combinations as shown in Table VII,
while keeping other settings consistent. A comparison of the first
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binations.

A visual reconstruction example of different optimization item com-

and fourth rows in Table VII shows that £,, alone is insufficient
for model output recovery. Furthermore, a comparison between
the first and third rows, and the second and fourth rows, suggests
that £, seemingly plays a relatively insignificant role. This is
because, in the ImageNet dataset with C' = 1000, the num-
ber of equations provided by £,, (C' x C') vastly overshadows
those from £, (C). However, £, manifests its utility when
the magnitude of C' decreases. Specifically, when the batch
sizeincreases toC x C+1< BxC <Cx (C+1)+1,L,
plays a decisive role in ensuring reconstruction success. Finally,
Table VII demonstrates that £;,ss regularizes £, and L; and
distinguishes between right data and twin data, thereby steering
the optimization towards the right solution. Empirically, we
observed that £;,ss achieved a nearly perfect success rate in
distinguishing the right solution from twin solutions, with no
failure cases observed. Visual comparisons of reconstruction
results under different objective combinations are provided in
Fig. 12.

3) Evaluation With the Different Initialization Methods for
the Dummy Model Outputs: Existing optimization-based meth-
ods often fail due to inappropriate dummy data initializa-
tion [10], [34]. So, a natural question arises: is our method
also sensitive to the initialization of the dummy model out-
puts? To explore this, we employed six different initialization
methods for the dummy model outputs: uniform distribution
within the range [0, 1] implemented using the torch.rand(),
standard normal distribution implemented using torch.randn(),
zero matrix initialization implemented using torch.zeros(), one
matrix initialization implemented using torch.ones(), as well
as initialization with model outputs for natural images and
initialization with model outputs for the reconstruction results
of FGLA [16]. Fig. 13 shows how the L;,,; varies with the
number of optimization iterations and one visual example for
each initialization method. It is clear from the right of Fig. 13
that despite using different initialization methods, all of them
eventually converge to the same minimum value, therefore our
method is not sensitive to initialization. Moreover, using the zero
matrix initialization or using the result of FGLA reconstruction
as the initialization allows the optimization process to start
closer to the final minimum point. This means that with these
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Fig. 13. The effect of different initialization methods on the optimization

convergence speed and one reconstruction example with these initialization
methods.

initialization methods, fewer iterations and time for optimization
are required. Regardless of the initialization method used, Our
method consistently produces good reconstructions, showcasing
its robustness to different initialization methods.

V. DISCUSSION
A. Limitations and Future Work

The proposed method does not work when the batch size B is
larger than C' 4 1 since there are more variables in model outputs
(B x () than the number of equations (C' x (C + 1) + 1) pro-
vided by optimization objectives. This limitation on batch size
is also a common limitation for most existing GLAs and ne-
cessitates further investigation. Moreover, the proposed method
depends on the size of the feature maps. It is hard to execute
the GLAD if the feature maps are small. Despite the potential
for the adversary to modify the model to increase the size of
feature maps, we continue to encourage further research in this
direction.

B. Extensions

Our method disaggregates the model outputs through op-
timization. Once these outputs are obtained, our method can
employ any MIA in a white-box scenario to further improve
performance. Moreover, the obtained model outputs can be
further used to decompose the feature maps and the decomposed
feature maps can also be used to infer the attribute of private
data. Finally, our work can also be extended to language models,
which often end up with the FCL.

C. Possible Defense

Many modern defense techniques employ gradient clipping
and compression to defend against gradient leakage [58], [59].
Following this direction, we evaluate a defense mechanism
that combines gradient clipping [60] and noise addition [7].
This approach implements the principles of differential pri-
vacy (DP) to effectively resist GLAD. We conduct experiments
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TABLE VIII
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UNDER VARYING MAGNITUDES OF GRADIENT CLIPPING AND NOISE

o2 € PSNR T Acc 1 € PSNR T Acc T € PSNR 1 Acc t € PSNR 1 Acc t
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