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Abstract—The rapid growth of Large Language Models (LLMs)
has highlighted the pressing need for reliable mechanisms to verify
content ownership and ensure traceability. Watermarking offers
a promising path forward, but it remains limited by privacy
concerns in sensitive scenarios, as traditional approaches often
require direct access to a model’s parameters or its training
data. In this work, we propose a secure multi-party compu-
tation (MPC)-based private LLMs watermarking framework,
PRIVMARK, to address the concerns. Concretely, we investigate
PostMark (EMNLP’2024), one of the state-of-the-art LLMs
Watermarking methods, and formulate its basic operations. Then,
we construct efficient protocols for these operations using the
MPC primitives in a black-box manner. In this way, PRIVMARK
enables multiple parties to collaboratively watermark an LLM’s
output without exposing the model’s weights to any single
computing party. We implement PRIVMARK using SecretFlow-
SPU (USENIX ATC’2023) and evaluate its performance using
the ABY3 (CCS’2018) backend. The experimental results show
that PRIVMARK achieves semantically identical results compared
to the plaintext baseline without MPC and is resistant against
paraphrasing and removing attacks with reasonable efficiency.

Index Terms—Privacy, Security, Large Language Models,
Watermarking, Secure Multi-Party Computation

I. INTRODUCTION

Large Language Models (LLMs) such as ChatGPTT [1] have
demonstrated remarkable capabilities in applications ranging
from content creation to conversational agents. As these models
become more powerful and integrated into commercial and
critical systems, questions of authorship, intellectual property,
and misuse become increasingly salient [2]. Malicious actors
can exploit these models to generate misinformation, plagia-
rized content, or other harmful text, making it difficult to trace
the origin of the generated output. Consequently, developing
reliable techniques to identify machine-generated text and
verify model ownership is a critical area of research. Digital
watermarking [3], [4] offers a compelling solution to these
challenges. By subtly embedding a secret signal, a watermark,
into the generated text, model owners can later prove their
ownership or identify the source of a particular piece of content.
Watermarking techniques fall into two categories: modifying
training/architecture (e.g., fine-tuning to embed a detectable
dialect [5]) or applying watermarks during/after generation.
Commonly, inference-time methods partition vocabulary into
green and red lists, steering generation toward green tokens to
induce detectable bias [6], [7]. Post-generation watermarking
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schemes, such as the PostMark [8], are particularly attractive
as they do not require costly retraining and can be applied to
pre-trained LLMs directly.

However, privacy remains a barrier, as the LLM, data,
and keys are often sensitive. For example, in collaborative
settings where companies co-own models without sharing data,
traditional methods requiring centralized access are not viable.
Our Contributions. To bridge this gap, we propose the first,
to our best knowledge, private LLM watermarking framework,
PRIVMARK, by integrating Secure Multiparty Computation
(MPC) [9], [10] primitives into LLMs watermarking progress
to protect privacy. MPC is a cryptographic technology that
enables multiple parties to jointly compute a function over
their private inputs without revealing those inputs to one
another. Concretely, we secret-share the private LLM weights,
watermarking parameters, and user data among different non-
colluding computing parties. By making use of advanced
three-party (3PC) primitives in the Arithmetic Black Box
(ABB) model [11], we construct efficient 3PC protocols for
watermark insertion and detection. Our PRIVMARK represents
a significant step towards enabling secure and accountable
LLMs. In summary, our contributions are threefold:

o We conduct a systematic investigation and comparison of
existing LLM watermarking approaches. For generality, we
employ PostMark [8], one state-of-the-art technique, as the
representative watermarking method.

o« We decompose PostMark into fundamental operations to
develop efficient, secure protocols leveraging 3PC primitives
within the ABB model.

« We implement our protocol in SecretFlow-SPU via
ABY3 [12]. Evaluations confirm feasibility, privacy preserva-
tion, and utility. PRIVMARK achieves comparable robustness
against paraphrasing and removal attacks §V-C with reason-
able overhead.

Organization. In §II, we summarize related works. Then, we
introduce PostMark and 3PC in §III. The concrete design of
PRIVMARK is shown in §IV. Finally, we show experimental
evaluations in §V and conclude this work in §VI.

II. RELATED WORK

We summarize recent watermarking approaches and MPC-
based private inference frameworks for LLMs.



A. Watermarking of Large Language Models

The proliferation of powerful LLMs has spurred research into
techniques for identifying machine-generated text, which can be
applied during training or post-generation [13]. Training-time
methods embed a signal by modifying the model’s architecture
or fine-tuning process, but this is often computationally
expensive and impractical for proprietary, pre-trained models.
Post-generation (or black-box) watermarking methods are more
flexible, as they operate on the model’s output probabilities
without requiring access to its internal weights. Also, this
method is more efficient [13]. As shown in Table I, we give
a holistic comparison of representative methods in terms of
fidelity, robustness, efficiency, and undetectability, which are
the most important properties of Watermarking methods.

TABLE I: Comparison of LLM watermarking Methods.

Method Fidelity Robustness Efficiency Undetectability
Unicode [14] *okk * *kk
Preserves semantics Very Weak Extremely High | Machine-detectable
Yang et al. [15] Jkk *k *k ok k
2 3 High Fidelity Moderate-to-High Moderate Imperceptible
Jk ok J ok ok *k ok k
DeepTextMark [16] High Fidelity High Good Imperceptible
*k ke * ok k
PostMark [8] Medium Very High Lower Imperceptible
Jk ok Jkk *k *kk
REMARK-LLM [17] High Fidelity High Moderate Imperceptible

From our analysis, three methods emerged as strong can-
didates with high resilience to paraphrasing attacks: Deep-
TextMark [16], PostMark [8], and REMARK-LLM [17].
However, the PostMark algorithm [8] is a prominent example
of a robust black-box technique. It works by using a secret
table to pseudo-randomly select words to insert into the text
of the embedded watermark. This makes PostMark an ideal
candidate for pioneering the integration of watermarking into
a privacy-preserving scenario.

B. MPC-based Private LLMs Inference

Secure Multi-Party Computation (MPC) provides a crypto-
graphic foundation for parties to jointly compute a function
on their private data [9], [10]. Recently, the focus has shifted
towards the unique challenges posed by large-scale Trans-
former architectures. Several works have proposed MPC-based
solutions for secure Transformer inference [18]-[23] in two
or three-party. These advancements have concentrated almost
exclusively on the core task of secure inference.

III. BACKGROUND

In this section, we introduce PostMark WaterMarking and
replicated secret sharing-based three-party computation (3PC).

A. Revisiting PostMark

PostMark [8] is a post-generation watermarking algorithm
designed for black-box LLMs. The algorithm consists of two
main procedures: insertion and detection.

Insertion. As shown in Figure 1 (a), PostMark embeds
watermarks with EMBEDDER by leveraging semantic similarity
between the input text and a set of carefully selected watermark
words. The process begins by generating a semantic embedding
of the original text using a pretrained embedding model
(such as OpenAl’s text-embedding-3-large). This embedding

' "We are not! Like men in the
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Fig. 1: PostMark(a)watermarking insertion (a) and detection (b).

is compared to a secret word embedding table, SECTABLE!,
which contains embeddings randomly assigned to a curated
vocabulary of content words. And after, the top-k similar words
from SECTABLE are selected to serve as watermark candidates.
An instruction-following language model (INSERTER), such
as GPT-4o, is then prompted to rewrite the original text while
incorporating the selected watermark words in a natural and
fluent way, preserving the original semantics.
Detection. For detection (Figure 1 (b)), the system re-embeds
the suspect text, reconstructs the list of candidate watermark
words based on similarity to a candidate list, and checks how
many of those words appear in the text. If the overlap exceeds
a certain threshold, the text is considered watermarked.
PostMark is designed to be robust against paraphrasing
attacks, since it conditions the watermark on the text’s semantic
embedding, which remains relatively stable under paraphrasing.

B. Secure Multiparty Computation & Threat Model

1) MPC Preliminaries: PRIVMARK is built upon replicated
secret sharing-based three-party computation (3PC) [24]. A
secret value x is split into three shares, (21,22, x3), such that
T = x1 +x2+x3 in ring Zge. These shares are then distributed
among three computing parties as: P; holds (z1, z2), P> holds
(CUQ,.Z'?,), and P3 holds (1‘3,1'1).

This structure allows parties to perform computations on the
shares directly. Linear operations, such as addition, can be
performed locally by each party on their respective shares
without any communication. Non-linear operations, such
as multiplication, require dedicated and efficient interactive
protocols where parties exchange messages to compute shares
of the product. Existing works [12], [20], [25] have proposed
efficient protocols for widely used arithmetic and boolean
functions (including comparison, selection, etc) and even secure

IThis table is built from external files: a vocabulary V and a set of
embeddings D, we detail this in §IV-B



inference of neural networks. We use them in the ABB model
to construct PRIVMARK.

2) Threat Model: We follow the standard honest-but-
curious security and build PRIVMARK upon ABY3 protocol.
Under this model, all computing parties are expected to honestly
follow the protocol’s instructions, but they may attempt to learn
additional information about other parties’ private data from
the messages they receive during the computation. Our security
guarantees hold as long as at most one of the three parties is
corrupted by the passive adversary.

IV. DESIGN OF PRIVMARK
A. Overview of Our Design

To achieve secure watermarking, PRIVMARK uses three non-
colluding computing parties to execute ABY3 [24] to insert
and detect the watermarking. PRIVMARK is designed to follow
the same workflow as PostMark, but with a focus on privacy
preservation. The workflow is illustrated in Figure 2:

o For secure evaluations of EMBEDDER and INSERTER, we
utilize ABY3-based secure inference solution [20] to achieve
secure embedding and LLM-based rewriting.

o For other operations of PostMark, we invoke the 3PC
primitives provided by SecretFlow-SPU [25].

The solution can be understood as a workflow involving
the client, the LLM provider, and three computing parties that
jointly process the watermarking tasks.

Scenario. Consider a company that develops innovative product
designs and relies on an external LLM provider to assist in
drafting technical reports and marketing documents. These
documents are part of the company’s intellectual property (IP)
and must be protected against unauthorized redistribution or
misuse. With PRIVMARK, the company can ensure that all
LLM outputs contain invisible watermarks. Even if competitors
or external parties obtain the generated documents, the water-
mark allows the company to prove ownership and trace the
origin of the content. Importantly, with MPC, the watermarking
process does not expose the company’s sensitive data nor the
parameters of the LLMs and watermarking algorithms.

Insertion Workflow. The watermark insertion proceeds as
follows: 1) Client request: The client sends a query to
the LLM provider. 2) LLM output: The LLM provider
generates an answer ¢, which serves as input to PRIVMARK.
3) Initialization: Three computing parties start the secure
computation and jointly generate the SECTABLE. 4) Secure
embedding: Using the EMBEDDER, the three parties securely
embed t as (e;). 5) First similarity search: The parties
compute cosine similarity between (e;) and SECTABLE, then
select the top-k’ candidate words. 6) Watermark selection:
Watermark words are securely selected. Using INSERTER,
they are injected into ¢ via prompt modification. 7) Delivery:
The final watermarked text is returned to the user. Figure 2 (a)
and Algorithm 1 show details.

Detection Workflow. The watermark verification process
follows these steps: 1) Client submission: The user provides
PRIVMARK with a candidate text and the list of watermark
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Fig. 2: Illustration of PrivMark insertion (a) and detection (b).

words. 2) Secure embedding: The three computing parties
embed both the candidate text and watermark word list using
the EMBEDDER. 3) Similarity computation: For each word,
the three parties compute the cosine similarity securely. 4)
Watermark identification: The system counts how many
words match the watermark pattern. 5) Threshold decision:
Based on a detection threshold, PRIVM ARK determines whether
the candidate text is watermarked. 6) Result delivery: The
decision (watermarked / not watermarked) is returned to the
user. All details are shown in Figure 2 (b) and Algorithm 3.

B. Watermark Insertion

Embedder. The EMBEDDER accounts for converting both
individual words and entire documents into a high-dimensional
numerical representation. In PRIVMARK, we employ the open-
sourced intfloat/e5-base [26] for the compilation with SPU.
SecTable: PostMark’s central concept is to have an LLM
subtly embed a pre-selected list of watermark words into text.
This is done without significantly altering the text’s quality
or meaning. The watermark words themselves are chosen by
comparing the text’s embedding with a SECTABLE, which is
a word embedding table, using cosine similarity. SECTABLE’S
creation involves two key steps, explained further below.

o Step 1: Vocabulary Selection V
The initial step is to establish a suitable vocabulary, V.
This process begins with the WikiText-103 corpus [27]
as a foundational vocabulary source. To ensure that the
watermarking process does not introduce nonsensical or
out-of-place words, a filtering procedure is applied. This
refinement involves the removal of: function words, proper
nouns, infrequent and rare words. For our experiments §V,
we used V' provided by PostMark [8].

o Step 2: Mapping Vocabulary to Embeddings
The second step focuses on mapping the words in V' to their
corresponding embeddings in a secure manner. To prevent
adversarial recovery of the embedding table, SECTABLE




is constructed by randomly assigning each word in the

vocabulary to an embedding during a prepossessing step.

This resulting map effectively serves as a cryptographic key.

The procedure is as follows:

1) A set of embeddings, D, is generated by applying
an EMBEDDER to a collection of random documents.
For our experiments §V, we used a D created with
wikitext—-103-raw—v1 [27] and intfloat/e5-base [26],
but in practice, these can be random 250-word excerpts
from a large dataset like the RedPajama dataset as shown
in PostMark [8].

2) Each word in the vocabulary V' is then randomly mapped
to a unique document embedding from the set D. This
mapping constitutes the final SECTABLE.

Remark 1: For security, we partition data across the three
computing parties: one party stores the embedding set D and
another stores the vocabulary V. The parties then jointly and se-
curely compute SECTABLE using ABY3 so that neither D nor
V' is revealed in the clear. Secure construction of SECTABLE
is essential because the table constitutes the scheme’s trust
anchor and effectively serves as the cryptographic key for the
watermarking mechanism; any leakage during its generation
would compromise the protection.

It is also important to mention that the party who holds
the vocabulary V' must be trustworthy because, it stores the
watermarking words to insert. A malicious party may generate
a vocabulary V' that is unusable for the watermarking solution.

Remark 2: Also, a more straightforward approach might be

to use the EMBEDDER’s inherent word embeddings directly.
However, this method is eschewed because it is vulnerable to
attacks and has been shown to be less effective. The reduced
effectiveness is partly due to the high probability of many
potential watermark words already existing in the input text
prior to the watermarking process.
Words Selection. Then, we compare (SECTABLE) and the
embedding text (e;) with the function cosine similarity 1 (1.9).
It is a metric used to quantify the semantic similarity between
the texts embeddings in this example. The resulting score ranges
from -1 (semantically opposite) to 1 (semantically identical),
with scores closer to 1 indicating a higher degree of similarity.
The formula of cosine similarity is :

A-B " A;B;
CosSim(A,B) = = 2zt

HANIBI 3o, ARV, B
Afterwards, we need to select the topk with &’ most similar
words, where we choose the & results with the highest score
based on the SECTABLE, we pick the top-k’ words. Next, we
embed the top k> words and compute their cosine similarity
with the original text embedding (e;). Finally, we select the
Top-k with k results to get our watermark words to insert.
Inserter: The INSERTER’s purpose is to link words from the
watermark list into the original text by rewriting it, through
another LLM. This can be completed by an existing secure
inference solution like PUMA [20]. Putting it all together, we
give protocol Ilyrarkin for watermark insertion in algorithm 1.

ey

Algorithm 1 Protocol ITy,, k1, for Watermark Insertion

Require: Party P; holds plaintext ¢, wordlist and LLM
parameters. Party P holds embeddingList and embedded
parameters. Public insertion ratio r = 12% as [8].

Ensure: P; receives watermarked text ¢’

1: n < CountWords(t)

: k <+ NbWatermarkWords(|r - n|)

: k' < NblnsertedWords(3 - k) as [8].

: // Creation of the SECTABLE

: (SECTABLE) < Ilcsper(wordList, embeddingList)

: // Embed plaintext t with EMBEDDER

(et) < Igmpea(t, EMBEDDER.params)

: // Words Selection

. (sims) < Tcoginesim({€t), (SECTABLE))

: <Wcandidales> — HTopK(<Sims>7 k/)

: (simsFiltered) < HCosineSim(<et>a <Wcandidates>)

: (Whiterea) < Iopk ((simsFiltered), k).

: // INSERTER

14: P + “Insert words: Whjereq into the text: ¢”

15: (t') < Ippgen (P, 1)

16: me — Save(Wﬁ]tmd)

17: return Reveal ¢’

o= - T I NI

— e e
W NN = O

> Save watermark words

Algorithm 2 Protocol Ilcsger Creation of SECTABLE

Require: Party P, holds the vocabulary V. Party P, holds
the set of embeddings D.
Ensure: Secure embedding table (SECTABLE), and host
mappings word2idx, idx2word.
1: // On Host (e.g., Party P;’s machine)
2: word2idx, idx2word < CreateMappings(V)
local word-to-index mappings
: M+ |V] > Get vocabulary size
: // The following operations are performed in 3PC
N + |D| > Get the total number of embeddings from P
: seed + randomSeed and key +— PRNGKey(seed).
. perm < RandomPermutation(key, N) > Generate a
secure permutation of indices [0,..., N — 1]
: chosen_indices < perm[: M| > Select the first M indices.
9: (SECTABLE) + D]chosen_indices] > Create the secure
table by selecting the corresponding embeddings
10: return (SECTABLE), word2idx, idx2word

> Create

oo

C. Watermark Detection

Following PostMark [8], we need to compute the presence
score in watermark detection:

wew s.t. Jw et sim(w,w) > O4m
Ll Wow) = 0l

W]

where w is the list of watermark words.



Algorithm 3 Protocol IIp.; Watermark Detection

Require: Party P; holds candidate text ' and watermark word
list Ly, party P> holds embedded parameters. Similarity
threshold 6,;,,, = 0.85 and detection threshold 64.; = 45%
are constants following [8].

Ensure: Boolean indicating if a watermark is detected

1: Let Wignq + extract words from ¢’

<Ecand> < HEmbed(Wcand7 EMBEDDER.params)

(Bwm) < Hembed(Lwm, EMBEDDER .params)

(c) <0

for each word embedding e,, € E,,,,, do
for each word embedding €/, € E.qp,q do

<C> <C> + (<HCOSineSim(ew7 82,,)> > aszm)
end for

end for

() = (&)/|Lwml.

: return (b) = (p) > Oget

R A A o

._
4

> Calculate the presence score

—_

V. EXPERIMENTS
A. Experimental Setup

Implementation. PRIVMARK is implemented via SecretFlow-
SPU [25] on a 48-CPU server (AMD EPYC 7443P, 256GB
RAM) running Ubuntu 22.04 LTS (Linux 5.15.0-82-generic).
We use a CPU-only implementation due to the experimental
nature of GPU-supported SPU. We evaluate GPT-2 base
against a plaintext CPU baseline across three network settings:
Localhost = (26Gbps, 0.05ms), LAN = (1.5Gbps, 1.5ms), and
WAN = (400Mbps, 10ms).

Models & Datasets. We use intfloat/e5-base [26]
as our embedding model and variants of GPT-2 [28] as the
INSERTER. Since we use a different embedding model from
PostMark [8], we construct our own vocabulary embedding set
D from the WikiText-103 corpus [27].

Availability. We provide a reproducible implementation in
https://github.com/CPS4Al/OpenPrivMark.

B. Performance of Secure Watermarking

We evaluate the performance of PRIVMARK'’s insertion and
detection phases in respective § V-B1 and § V-B2.

1) Performance of Secure Insertion: We benchmarked
operations (Embed, Cosine, Topk, Insert) on GPT-2 (50
tokens) across Localhost, LAN, and WAN (Table II). IIyiarkin
overhead exceeds plaintext significantly. LAN overhead is
modest (1.6x for Embed, 1.2x for Insert) vs. Localhost.
However, WAN latency dramatically spikes costs: Embed,
Cosine, and Topk slow by 16.5x , 35x , and 123x ,
respectively. This demonstrates that network latency is a critical
factor that magnifies the overhead of secure protocols.

We also measure the overhead of PRIVMARK in Table II.
Similarly to time profiling, the Insert operation accounts
for more than 90% of the communication overhead.

2) Performance of Secure Detection: We benchmark the
performance of IIp., in Table III. It shows that IIpe, incurs
approximately 145x overhead compared to the 1.17s plaintext
baseline. This slowdown aligns with § V-B1, as detection

-

o v B oW

TABLE II: Performance of Protocol IIyf,kin of PRIVMARK
with GPT-2 base across different networks. All times are in
seconds. The Insert in WAN was not completed in 1 hour.

. HMarkIn
Operation  CPU () —7 07— TAN (5) WAN () Comm. (MB)
Embed 1191 2376 3795 3934 2085
Cosine 0.038 0047  0.060 1.775 0.221
Topk 0.006 0008 0012 0.986 0.429
Insert 57704 1267 1551 > 1 hour 71431

TABLE III: Performance of Protocol Ilpe; of PRIVMARK
under different networks.

Operation CPU(s) Lo(s) LAN() WAN(s) Comm. (MB)
Ipet 1.17 172 321.6 4037 26795

[Candidate Words]

Top 6: ['lawyer', 'decade', 'lyrical', 'room', 'print',

— 'stance']

Filtered Top 2: ['lyrical', 'lawyer']

[PrivMark / Plaintext Insertion Output]

'Insert the following words: [lyrical', 'lawyer'] into the

text:

are not! Like men in the story of the Good Samaritan, they

pass by on the other side..."'

first sentence of the sentence is a reference to the fact

that the Good Samaritan is a man. The second sentence is

— a reference to the fact that the Good Samaritan is a
woman.

Fig. 3: Example of insertion outputs of PRIVMARK. Plaintext
baseline produces the same output.
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relies on expensive MPC embedding and similarity calculations,
alongside network latency.

C. Evaluation of Effectiveness and Robustness

Example of Insertion Outputs. To empirically show that
our PRIVMARK is numerically precise in the watermarking
insertion, we first give a representative example to compare
our generated outputs to the plaintext CPU baseline. Figure 3
shows semantically identical results, confirming correct logic
execution under privacy constraints.

Experimental Evaluation. We evaluate end-to-end effective-
ness and robustness using 70 multi-domain examples (e.g.,
technology, history, astronomy) generated by Gemini 2.5 Pro
[29]. The detailed examples are illustrated in our repository.
The measure methodology involved a true positive test to
measure robustness against attacks and a false positive test to
measure accuracy: i) True Positive Test: Checks the original
text, paraphrased versions, and partial removal versions. ii)
False Positive Test: Checks for watermark signals in unrelated,
cross-domain texts.

Table IV shows 100% detection in original text, 91.2%
robustness to paraphrasing, and 79.4% to removal, with a 13.2%
false positive rate. By design, Plaintext (without MPC) and
PRIVMARK report identical metrics, as PRIVMARK executes
the same logic via MPC without degrading detectability or
robustness.

VI. CONCLUSION

We propose PRIVMARK, the first framework that integrates
secure multi-party computation (MPC) with large language


https://github.com/CPS4AI/OpenPrivMark

TABLE IV: Detection rates under different attacks.

Test Scenarios Plaintext PRIVMARK
Original (True Positive) 100.0% 100.0%
Paraphrase Attack 91.2% 91.2%
Removal Attack 79.4% 79.4%
Unrelated Text (False Positive) 13.2% 13.2%

model (LLM) watermarking. Our work addresses the critical
need for content traceability and ownership verification in
privacy-sensitive scenarios where models, data, and water-
marking keys cannot be exposed. This work serves as a
foundational step, demonstrating the feasibility of MPC-
based LLM watermarking. The proposed solution utilizes
mature cryptographic components and older LLMs, leaving
scalability to modern large-scale models for future exploration.
Supporting contemporary LLMs requires decomposing modern
architectures into MPC-compatible operations, a task facilitated
by open-source implementations. Future work can focus on
optimizing cryptographic protocols, improving efficiency, and
exploring scalability to very large models and settings with
many participating parties to enable private, robust, and scalable
watermarking for modern LLMs.
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