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Abstract—Bit-flip attacks (BFAs) represent a serious threat to
Deep Neural Networks (DNNs), where flipping a small number
of bits in the model parameters or binary code can significantly
degrade the model accuracy or mislead the model prediction
in a desired way. Existing defenses exclusively concentrate on
specific attacks and platforms, while lacking effectiveness for
other scenarios. We propose ObfusBFA, an efficient and holistic
methodology to mitigate BFAs targeting both the high-level
model weights and low-level codebase (executables or shared
libraries). The key idea of ObfusBFA is to introduce random
dummy operations during the model inference, which effectively
transforms the delicate attacks into random bit flips, making
it much harder for attackers to pinpoint and exploit vulnerable
bits. We design novel algorithms to identify critical bits and insert
obfuscation operations. We evaluate ObfusBFA against different
types of attacks, including the adaptive scenarios where the
attacker increases the flip bit budget to attempt to circumvent
our defense. The results show that ObfusBFA can consistently
preserve the model accuracy across various datasets and DNN
architectures while significantly reducing the attack success rates.
Additionally, it introduces minimal latency and storage overhead,
making it a practical solution for real-world applications.

I. INTRODUCTION

The rapid growth of deep learning technology has driven
the widespread deployment of Deep Neural Network (DNN)
models across a variety of scenarios, from autonomous driv-
ing [43] to embedded devices [50]. However, the proliferation
of DNNs has exposed new security vulnerabilities. Past studies
have shown that modern hardware platforms are susceptible to
Bit Flip Attacks (BFAs) [32], which corrupt the critical data
or code of the applications, significantly compromising their
integrity. Such attacks could be executed through different
fault injection techniques, such as row hammering [35], [48],
undervolting [39], and laser beaming [2]. In the domain of
deep learning, researchers apply BFAs to flip a small number
of critical bits in the DNN applications [48], [36], which can
severely degrade the model’s overall accuracy, or mispredic-
tion for certain input. Such attacks can lead to catastrophic
consequences, especially in safety-critical scenarios.

Existing BFAs against DNN applications can be classified
into two categories: (1) Model-level attacks [4], [36], [37],
[48], [38], [1]: the attacker compromises some critical model
parameters. Even flipping a tiny number of parameter bits
can drastically alter the model behaviors, resulting in a sharp
drop in accuracy or misprediction in the attacker’s desired
manner. (2) Code-level attacks [26], [6]: the attacker targets

the functional code of the deep learning framework, including
the executables generated by the compilers, or the underly-
ing computation libraries. By flipping critical bits in these
foundational components, the attacker can hijack the control
flow of the inference execution, leading to large performance
degradation or even system failure.

In spite of existing efforts to mitigate BFAs, it is still chal-
lenging to design a holistic solution to provide comprehensive
protection over various threat scenarios. As BFAs are com-
monly realized via exploiting certain hardware vulnerabilities,
a straightforward strategy is to fundamentally mitigate those
threats [16], [11], [8], [21], [33], [9], [19]. While effective,
these solutions often require specialized hardware upgrades,
which can introduce compatibility issues in existing systems
and limit their broader adoption. Besides, they lack general-
ization across different computing platforms and scenarios.

Due to the above limitations, researchers have been actively
seeking for new solutions dedicated to the protection of DNN
models against BFAs. Existing approaches can be classified
into two categories. (1) Redesigning the DNN model for better
robustness. This is normally achieved via model architecture
modifications or retraining. Typical examples include the dy-
namic multi-exit architecture [45], weight reconstruction [25],
quantization [13], [40], obfuscations of channels [34], [10]
or bits [29]. (2) Runtime integrity checking. This strategy
continuously monitors the DNN inference, detects and corrects
potential errors caused by flipped bits. Some works introduce
checksum [24], [7], hash functions [17], [18], or checker
DNNs [28] for integrity verification. Other studies focus on
the detection of critical bits as BFA targets [14], [31], [30].

Unfortunately, these approaches still exhibit several draw-
backs in practice. (1) High access requirement to the
DNN models. Some solutions require significant changes
over the model parameters or network designs [45], [25],
[13], [40], [34], [10], [29], which are often difficult for pre-
deployed models or legacy systems. Some solutions require
the access to the original training data [7], which may not
be always feasible. (2) Non-negligible runtime overhead.
Runtime integrity checking incurs additional latency for the
inference execution, making it impractical for applications
with strong real-time requirements [28], [31]. For example,
on the CIFAR-10 dataset, DeepDyve [28] incurs a 9.1%
computational overhead, while NeuroPots [31] adds a 9.7%
time overhead. (3) Degradation of model functionality. So-



lutions that modify model parameters often compromise model
performance while providing protection [31], [3], [45], [13],
[40]. As reported in prior work [7], [45], BIN [40] reduces
model accuracy by approximately 4.1%, RA-BNN [40] by
2.9%, NeuroPots [31] by 1.4%, and Aegis [45] by 1.2%. (4)
Lack of generalization. More importantly, these solutions
only target one specific attack exclusively. The majority of the
works focus on the bit flips in model parameters [45], [25],
[13], [40], [34], [10], [29], [24], [17], [18], [14], [31], [30]. To
our best knowledge, there is only one work targeting the DNN
executable-level threat [7], and no existing defense against bit
flips in the computation libraries. However, its effectiveness
is inconsistent across datasets and models—for example, on
CIFAR-10, the attack still achieves a 24.8% success rate.
Furthermore, since this approach relies on detecting anomalies
in gradients, it is prone to false alarms when facing out-of-
distribution inputs or adversarial examples.

Driven by the above limitations, we propose ObfusBFA, a
novel and holistic methodology to mitigate different levels of
BFAs efficiently. Its key insight is based on our observation
that all BFAs rely on precise identification of vulnerable bits,
which constitute a very small percentage (less than 0.01%) of
the total bits (Section III-B). In contrast, flipping random bits
can rarely impact the model inference [10]. Inspired by this,
ObfusBFA aims to degrade any carefully-orchestrated BFA
into random flips, rendering the attack ineffective. This
is achieved by introducing obfuscation (i.e., random dummy
operations) into the application architecture at different lev-
els, including the model parameters, executables, and deep
learning libraries. Such obfuscation has minimal impact on
the inference results or speed, but alters the memory address
offsets of vulnerable bits, thereby invalidating the attacker’s
ability to target specific bits. Note that model-level obfuscation
has been applied to mitigate side-channel attacks [23], [51].
We repurpose this concept and extend it to multiple system
layers for integrity protection against BFAs.

ObfusBFA is designed as an end-to-end protection frame-
work to automatically provide comprehensive protection over
a given DNN application (Figure 1). And ObfusBFA offers
several key advantages compared to existing methods. First,
it provides protection against both model-level and code-level
BFAs on either quantized or floating-point models. Second,
injecting dummy operations has zero impact on the model pre-
diction accuracy, and minimally affects the inference latency
and resource usage, making ObfusBFA a utility-preserving and
lightweight solution. Third, ObfusBFA does not require model
retraining or access to training data, rendering it more practical
for real-world deployment.

II. BACKGROUND
A. Bit-Flip Attacks against DNN Models

Bit-Flip Attacks (BFAs) are hardware fault injection attacks
that corrupt memory by flipping bits, often via Rowham-
mer [20]. In deep learning, they target critical data to com-
promise predictions, typically in two forms: (1) Untargeted
BFAs, which degrade overall accuracy, and (2) Targeted BFAs,

which manipulate outputs for specific inputs (e.g., a chosen
class or trigger) while leaving others unaffected. Both rely on
bit-search algorithms to identify vulnerable locations, which
are then flipped. BFAs operate at two levels:

o Model-level Attacks. The most common strategy flips bits
in model parameters[4], [36], [37], [48], [38], [1]. TBT[37]
targets critical neurons in the final layer and embeds a back-
door via bit flips. ProFlip [4] uses JSMA to identify vulnerable
bits across layers. TA-LBF [1] formulates the search as a
binary integer programming problem solved with ADMM.

o Code-level Attacks. A newer class flips bits in executa-
bles or computation libraries. Compilers (e.g., TVM [5],
Glow [41]) translate models into binaries, which often rely on
libraries like BLAS for GEMM operations. Flipping vulner-
able bits in executables or libraries can hijack control flow.
Chen et al.[6] showed flips in the .text section of exe-
cutables can sharply reduce accuracy. Li et al.[26] proposed
FrameFlip, where a single flipped bit in a jump opcode within
OpenBLAS corrupts all dependent DNN applications.

III. OVERVIEW
A. Threat Model

In line with prior works [31], [48], [36], [26], we adopt
the conventional threat model of BFAs. The attacker is an
unprivileged user who shares the same physical machine as the
victim’s DNN application. Note that this co-location condition
is a requirement for launching BFAs, not for our defense.
Through techniques like Rowhammer, the attacker can flip the
victim’s data and code in the DRAM.

As a defense-focused work, we strategically consider a

strong attacker, who has common knowledge about the vic-
tim’s DNN application. (1) As the victim may employ some
popular open-source DNN models, the attacker knows the
DNN architecture, model weights, gradients and training data.
This allows him to precisely target the flip bits within the
original DNN model. (2) The victim may also use common
deep learning frameworks to support the model inference.
Therefore, the attacker knows the framework, dynamic li-
braries linked to the model, deep learning compilers and
compilation settings. (3) The victim employs our ObfusBFA to
transform the original DNN model and code executables. The
attacker knows the detailed mechanism of ObfusBFA, but not
the random numbers generated on-the-fly by the victim. The
attacker also does not have access to the transformed DNN
model or code executables.
Defense Scope. Consistent with the scope of most defense-
oriented studies, we assume the attacker is non-privileged.
An adversary with full system privileges—capable of directly
reading or writing process memory—would not need to rely
on hardware-induced faults such as RowHammer, since they
could trivially modify memory contents. In such cases, BFAs
are meaningless, and corresponding defenses unnecessary.

We focus on BFAs that rely on precise bit-level manipu-
lations. These attacks fundamentally depend on the attacker’s
ability to identify and flip critical bits at certain physical
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Fig. 1. Overview of ObfusBFA.

memory locations. Attacks that flip arbitrary random bits in
weights or biases without modeling the underlying hardware
feasibility fall outside the classical definition of BFAs and thus
beyond the intended defense scope of existing BFA studies.

B. Design Insight

The design of our ObfusBFA is grounded in the following
observation: random bit-flips have minimal impact on the
model inference process, which is universal for different
levels of the DNN system. Specifically, Cheng et al. [10]
showed that randomly flipping bits in DNN’s model weights
have negligible effects on its prediction results, even when
more bits are changed. We extend this conclusion to the code
level by flipping each of all conditional jumps to its opposite
control flow in a compiled OpenBLAS library. Out of 154,554
conditional jumps under the —02 optimization flag, only 85
jumps cause a drop in model accuracy when running ResNet-
50 on the ImageNet dataset, while another 148 jumps lead to
crashes or timeouts. The remaining 99.8% of jumps, despite
being flipped, run without errors or performance drops. These
results suggest that both DNN model weights and codebases
are naturally resilient to random bit-flips in most cases.

This inspires the design of ObfusBFA: by introducing ob-
fuscation into the model’s inference (i.e., randomizing the
memory address offsets for vulnerable bits), we can transform
an organized BFA into random bit-flips, which can effectively
alleviate the attacker’s impact on the model results. Following
this unified principle, ObfusBFA delivers protection over DNN
applications against BFAs at both model and code levels.

ObfusBFA is designed to be attack-agnostic: it does not
depend on attack-specific heuristics. Instead, it targets the at-
tacker’s fundamental assumption: the stable mapping between
model elements and physical memory addresses, and breaks
it by inserting randomized obfuscation primitives and peri-
odically re-templating the layout. Any bit-searching scheme
(gradient-based, reinforcement learning, heuristic search, etc.)
that relies on consistent address/offset mappings will face
the same barrier: critical-bit addresses are randomized and
therefore an attacker’s discovered offsets become unreliable.

IV. METHODOLOGY

A. Overall Workflow

Figure 1 shows the pipeline of ObfusBFA. It consists of
three logical components: Vulnerability Searcher, Obfuscation
Pattern Generator, and Obfuscation Pattern Enforcer.

o Vulnerability Searcher. This module scans the target ap-
plication, and records the locations of all identified vulnerable
bits. For different levels of BFAs, we design the corresponding
algorithms to scan the target operation set (i.e., model weights
for model-level BFAs, binaries for code-level BFAs) and
identify bits that can significantly impact the model inference
when flipped. Vulnerable bits that only cause a crash are not
considered critical. The locations (offsets) of these vulnerable
bits are recorded in a list.

« Obfuscation Pattern Generator. Based on these vulnerable
bit locations, this module aims to produce the randomized
memory address offsets of the target application. The detailed
process is outlined in Algorithm 1. Specifically, after Vulner-
ability Searcher obtains the addresses of all vulnerable bits
(Line 3), Obfuscation Pattern Generator processes the target
system and inserts a random number of dummy operations
before the critical elements (e.g., operations in the code, layers
in the model architecture).

Algorithm 1 Obfuscation Pattern Generation

1: Input: ElemSet, Prob > Target set, Obfuscation Probability
2: Output: ObsPat > Obfuscation pattern
3: ObsSuccess +— 0, VLoc « getVulAddr(ElemSet)

4: while ObsSuccess = 0 do

5 for Elem € ElemSet do

6 if getRand < Prob or Elem € VLoc then

7: (DummyOp, InsLoc) < InsDummy(Op)

8: ObsPat.append(DummyOp, InsLoc)
9
0
1

VLocNew < getVulAddr(ObsPat, ElemSet)
if NoCommonAddr between VLoc and VLocNew then

1
11: ObsSuccess « 1

There are two points that need to be emphasized. First, an
adaptive attacker may try to flip the bits not in the vulnerable
list, attempting to bypass our defense. Such attack will be
much less effective as those bits have minor impact on the
model behaviors. Nevertheless, we also offer protection for
all the other bits not in the list. Note that we cannot enforce
the same degree of obfuscation as for the critical bits, which
can terribly affect the model performance. Instead, we insert
dummy operations following a preset probability, which is
typically lower to reduce the overhead. This random insertion
mechanism can help further reduce the effectiveness of po-
tential attacks targeting the bits not classified as vulnerable,
making them impractical.

Second, for the generated obfuscation pattern, we run
Vulnerable Searcher again to check new vulnerable bits (Line
9). If there is no overlap between the new and original lists
of vulnerable bit addresses, the obfuscation is successful. This
ensures no vulnerable bits have relocated to new addresses that
are also vulnerable. Otherwise, we run Obfuscation Pattern
Generator again until the condition is met.

« Obfuscation Pattern Enforcer. At runtime, this module ap-
plies the generated obfuscation pattern to the model inference.
Due to the insertion of dummy operations, the obfuscated op-
eration set has a different memory layout from the unprotected
one. However, this will not affect the model functionality,



as the inserted dummy operations have no impact on the
target operation set. With the randomized memory addresses
for critical operations, the attacker cannot identify the actual
memory offsets of the vulnerable bits, effectively transforming
any sophisticated BFA into an ineffective random BFA.
End-to-end Protection. Given a DNN system, we execute the
above three components to generate the obfuscated versions
of the model architecture, executable and libraries, and then
launch them for robust inference. Note that a sophisticated
attacker may try to reverse engineer the obfuscated code,
and then adaptively identify new vulnerable bits for flipping.
To mitigate this threat, we can periodically run the entire
pipeline to generate and launch new obfuscated executables
and libraries, e.g., every 10 minutes. Considering the long
time for the attacker to flip bits (e.g., multiple hours with
Rowhammer), this update frequency is sufficiently secure
to mitigate the adaptive BFAs. As our defense pipeline is
computationally lightweight and typically completes within
a few seconds, the update has negligible impact on the
overall performance. We can further launch multiple inference
instances, and alternatively update them to reduce the impact
on service availability.

Below we present the detailed mechanisms of each compo-
nent for different levels of BFAs.

B. Vulnerability Searcher

We design new algorithms to search vulnerable bits in
different levels of BFAs, respectively.

1) Model-level BFAs.: We employ a gradient-based ranking
algorithm to identify a set of vulnerable bits in the model
weights. For the weights in the i-th layer, given the loss
function £ and the weight matrix W, we select the top-
k weights from both the convolutional layers and the linear
layers based on the magnitude of their gradients for the testing
dataset. For convolution layers and linear layers from 1 to z in
the model, the process of selecting the top-k most vulnerable
weights can be expressed as:
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The locations of these top-k weights form the list of vulnerable
locations. Since DNN models are loaded into memory in a
sequential page-by-page manner, where each page has a fixed
size and stores the weights contiguously, we can map the
vulnerable weights directly to their index in memory from the
beginning of the model. This indexing allows us to efficiently
reference and protect specific weights during our defense
implementation. It is important to note that this module is also
applicable to real-world quantized models. During backpropa-
gation, each layer can be temporarily dequantized to compute
the gradients and then re-quantized afterward. This solution
has been widely adopted in prior BFA studies [4], [36], [37],
[48], [38], [1].

2) Code-level BFAs.: We aim to search for the critical
jump instructions in executables and shared libraries. We focus
on jump opcodes as they are highly susceptible to BFAs
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and flipping a single bit can invert their semantic condition
(e.g., changing jump-if-equal to jump-if-not-equal), effectively
reversing the control flow. Hence, they are the main target
of existing code-based attack [26]. The existence of other
vulnerable instructions and their sensitivity to bit flips is
not explored. To address this uncertainty, ObfusBFA also
obfuscates the addresses of non-critical elements not in the
vulnerable list, as described in Section IV-A.

Specifically, we iterate through all opcodes in the binary
files. If the current opcode is a conditional jump, we flip
the conditional jump to its semantic opposite and generate
a new library file. In the x86 instruction set, each conditional
jump has a short jump and near jump version, which have
different ranges and opcodes. For example, je has the short
jump opcode 0x74 and the near jump opcode 0x0F84. The
algorithm considers both cases. We then use the instrumented
binary to run inference and test accuracy. If the accuracy drops,
the branch is considered vulnerable, and the corresponding bit
address is recorded.

C. Obfuscation Pattern Generator

We develop new obfuscation solutions to randomize the
memory offsets of the identified critical operations.

1) Model-level BFAs.: We introduce two strategies to ob-
fuscate the model address layouts.
o Inserting Dummy Layers. This strategy involves inserting
an additional computational layer immediately after the acti-
vation function ¢ of a given layer. The insertion of a dummy
layer L; should not affect the output of the original layer.

For linear layers, the dummy layer L; is an identity matrix
of the same dimensions as the input to the layer. For convolu-
tional layers, where the input and output have ¢ channels and
kernel size of (ki, k3), the dummy layer is initialized as:

7 (@bdim) _ 1 fa=b=1landd=m
‘ 10 otherwise

where a,b are the indices of the row and column, d is the
index of the input channel, and m is the index of the filter.
We choose a kernel size of k; = ky; = 1, which minimizes
the extra computation introduced by the dummy layer.

o Inserting Dummy Neurons. Another obfuscation strategy
is the insertion of dummy neurons into existing layers. These
dummy neurons ensure that the prediction behavior of the
original DNN remains unchanged after their addition.

To insert n dummy neurons into a current computation layer
with weights Wi(b’a), assuming the next computation layer has

weights W) then given the input Xj, the forward process

i+1
is formulated as:
WEE - (WP %) = Wi (Wi ) @)

To ensure the injected neurons are non-functional (i.e.,
“dummy”), their weights are set to vectors of all zeros with
biases of zero. Since adding dummy neurons alters the di-
mensions of the current layer, the subsequent layer must also
have the corresponding dummy neurons added to maintain



the dimensional consistency. Specifically, for a convolution
layer, we add n extra filters to the current layer, increasing
the number of output channels by n. As a result, the number
of input channels of the next convolution layer must also
be increased by n, with the additional channels initialized
to zeros. Similarly, for each linear layer, we increase the
number of output features by n, and adjust the number of
input features of the next linear layer by n, with the added
parameters initialized to zeros.

ObfusBFA can be extended to defend modern large language
models (LLMs) against BFAs. LLMs differ significantly from
CNNs in both computational graph and memory organization,
posing new challenges for maintaining obfuscation effective-
ness while controlling overhead. To accommodate these dif-
ferences, we adapt ObfusBFA to selectively inject obfuscation
operations into the feed-forward MLP modules of transformer-
based architectures. Specifically, dummy neurons are inserted
within the linear layers of the MLP blocks but excluded from
attention modules to prevent interference with the key—value
(KV) cache reuse and sharing mechanisms critical to efficient
autoregressive decoding. This selective design ensures that the
obfuscation perturbs the model’s internal dataflow sufficiently
to disrupt attacker bit-localization while preserving overall
throughput and memory access efficiency. For earlier LLM
architectures with sequential MLP layers, ObfusBFA can be
directly applied without modification. In contrast, for modern
architectures such as Qwen and LLaMA that feature parallel
MLP branches (e.g., gated or SwiGLU variants), the dummy
neurons are inserted symmetrically into both parallel linear
branches as well as the subsequent merging linear layer
following element-wise multiplication. This ensures that the
obfuscation pattern remains consistent and uniformly dis-
tributed across computation paths, preventing the attacker from
isolating specific critical bits in one branch.

2) Code-level BFAs.: To add obfuscation at the code level,
our strategy is to insert dummy operations (e.g., DummyOP)
before the critical instructions. The NOP (No Operation)
instruction in x86 architecture is a one-byte instruction that
takes up space in the instruction stream but performs no useful
operation. It does not modify any machine state except for
advancing the EIP (Extended Instruction Pointer) register. As
a result, after we determine that a specific location requires
obfuscation, a random number of NOP instructions are inserted
before the current opcode, thereby altering the memory layout
without changing the functionality.

To implement this memory address randomization effi-
ciently, we develop an LLVM-based backend obfuscation pass.
While it is theoretically possible to insert NOP at any compi-
lation stage, it is challenging to do so in earlier stages (e.g., at
the intermediate representation (IR) level or in source code).
Since the attack targets the memory image, corresponding
to the final binary, it is important to ensure precise control
over the location of inserted NOP instructions in the binary.
However, locating the exact binary position for vulnerability
obfuscation from the IR level is difficult due to the abstraction
gap between the IR and the final binary. Inserting NOP

instructions at the source code level also presents challenges.
Even if the mapping between the source code and binary is
known, compiler optimizations can relocate or even remove
the inserted code, making it difficult to control where the NOP
instructions will eventually appear in the binary.

To overcome these challenges, we insert NOP instructions at
the lower-level representation, specifically after the compiler
performs all optimizations and just before the target code is
emitted . This step corresponds to the addPreEmitPass?2
in LLVM, ensuring that the inserted NOP instructions appear
precisely where required in the final binary.

D. Obfuscation Pattern Enforcer

1) Model-level BFAs: At runtime, we load the target model
and apply the obfuscation patterns to disrupt the memory
layout. Since the obfuscation involves only simple operations,
e.g., padding zeros to the weights or inserting non-functional
neurons, it is computationally efficient and incurs minimal
overhead. As a result, the transformation is applied almost
instantaneously, leaving very little time for an attacker to
exploit the model via Rowhammer or other bit-flip techniques
before the obfuscation is completed.

Moreover, due to the design of the obfuscation strategies,
the obfuscated model maintains identical functionality to the
original model. This ensures that the obfuscation process does
not introduce any unintended changes to the model’s behavior,
preserving its accuracy and performance while simultaneously
protecting it against memory-based attacks. Additionally, the
memory layout of the model is randomized with each load,
making it even more challenging for an attacker to predict
the specific bit locations they need to target. This randomness
further strengthens the defense.

2) Code-level BFAs: Once the instrumented library or ex-
ecutable with the altered memory layout is generated, we
load them for runtime model inference. In Linux environ-
ments, when a program is loaded and executed, the dynamic
linker (Id-linux.so) first searches the libraries listed in the
LD_PRELOAD environment variable for any undefined ref-
erences before searching other libraries. Therefore, we set
LD_PRELOAD to our obfuscated versions, which can intercept
and redirect function calls to utilize the new libraries. For code
executables, we modify the compilation process, e.g., instruct
TVM to generate LLVM bitcode, enabling our custom LLVM
backend pass to apply the obfuscation techniques.

We can frequently regenerate libraries and executables to
enhance protection. The compilation cost can be very small
with the following optimization. Since the functions prone to
BFAs are concentrated in a small subset of source files (8 in
OpenBLAS), we only need to recompile these files instead
of the entire project. To further reduce the compilation time,
we pre-generate LLLVM intermediate representation (IR) and
perform binary generation from this IR, as the obfuscation is
applied in the backend, specifically in the IR-to-binary transla-
tion process. Our tests show that the compilation process takes
around 0.683 seconds, and generating the dynamic library adds



just 0.103 seconds. This enables frequent, low-cost binary
updates, maximizing the runtime protection against BFAs.

V. SECURITY ANALYSIS
A. Discussion of Potential Threats

We provide analysis about the security robustness of
ObfusBFA from different perspectives.
« De-obfuscating ObfusBFA. We acknowledge that an at-
tacker who can repeatedly observe randomized executions or
gather high-quality side-channel traces may attempt statistical
denoising to reduce randomness. However, the denoised result
would at best reveal the pre-obfuscation layout, which is
already known by the attacker in our threat model. Because the
obfuscation patterns in ObfusBFA are periodically refreshed
with unpredictable randomness, any previously gathered in-
formation becomes obsolete, significantly increasing the cost
and difficulty of long-term exploitation.

o Targeting a different set of bits. Theoretically, Vulnera-
bility Searcher can identify majority of vulnerable bits, and
attacker’s identified bits are highly likely to fall within this set.
Even if the attacker selects a different set of bits to bypass the
defense (with less attack effectiveness), our design (Algorithm
1) ensures obfuscation is applied probabilistically throughout
the entire codebase or model weights. It will largely alter the
memory offsets to thwart the attack.

« Recovery of critical bits. While inserting dummy opera-
tions or NOPs may slightly modify the side-channel signature
during execution, it does not offer a practical pathway for
attackers to recover exact locations of critical weights or bits
for the following reasons. (1) Existing side-channel attacks
on ML accelerators operate at coarse architectural granularity
(e.g., layer or kernel level) and lack the precision to infer
bit-level information required for BFAs [49]. (2) In the threat
model of BFAs, the attack is assumed to already know precise
bit locations in the victim model before obfuscation. Since
ObfusBFA inserts only a small fraction of dummy operations
without altering the original memory layout, no additional
information about sensitive bit positions is revealed. Even
if attackers could approximate hotspot regions through side-
channel observations, mapping them to exact bits remains
infeasible due to the physical constraints of RowHammer and
memory addressing. (3) ObfusBFA periodically randomizes
obfuscation patterns, invalidating any previously collected
traces. Our reproduced model extraction attack [47] further
confirms that side-channel traces contain negligible infor-
mation about bit locations (achieving only 0.7% recovery
accuracy), validating ObfusBFA does not increase leakage.

B. Limitation

We mainly perform empirical analysis and experimental
evaluations about the security of ObfusBFA. Deriving a theo-
retical bound on all possible risks is an interesting but highly
challenging problem, as it requires a complete characterization
of all possible hardware fault mechanisms, binary layouts,
and memory-access behaviors, many of which are inher-
ently platform-dependent and stochastic. Such formalization

is therefore beyond the scope of current BFA literature, where
existing state-of-the-art defenses (e.g., BitShield [7], LIMA
[14], NeuroPots [31]) rely on empirical robustness evaluation
rather than provable guarantees. While a closed-form theo-
retical bound is impractical given hardware nondeterminism,
our extensive adaptive evaluations serve as a strong empirical
upper bound on potential risks in realistic scenarios.

VI. EVALUATION
A. Experimental Setup

Attacks under Evaluation. For code-level BFAs, we assess
the effectiveness of ObfusBFA against two state-of-the-art,
untargeted attacks, which are the only known attacks of their
kind to date. (1) FrameFlip [26] targets the BLAS library
by flipping conditional jumps in LLVM bitcode via an XOR
operation at the IR level. We used PyTorch version 2.3.0
with OpenBLAS version 0.3.20. To better reflect real-world
threats, we tested our defense on a C++-based inference
infrastructure, as used in [26], to demonstrate its applicability
beyond Python-based frameworks. (2) The attack in [6] targets
the TVM compiler by manipulating vulnerable bits in DL
executables to degrade overall model accuracy. We adopt the
TVM version 0.18.dev0, and choose the —O3 optimization
flag. We also include adaptive versions of both attacks to
evaluate ObfusBFA’s robustness under adversarial awareness.

For model-level BFAs, we evaluate ObfusBFA against one

untargeted attack [36], and three targeted attacks for CV
models: T-BFA [38], TBT [37], TA-LBF [1], and OneFlip [27].
We also evaluate one BFA targeting large language models
(LLM) [46]. As with the code-level setting, we also consider
adaptive variants of these attacks.
Datasets and Models. Following common selections in ex-
isting attacks [26], [6], [4] and defenses [34], [31], [45],
we evaluate ObfusBFA on three datasets: CIFAR-10 [22],
German Traffic Sign Recognition Benchmark (GTSRB) [15],
and ImageNet ILSVRC-2012 subset [42]. Since experiments
conducted on CPUs can be time-consuming, we use a subset
of the testing dataset for evaluation.

We choose popular network architectures that are widely
used for image classification tasks, including VGG-16 [44],
ResNet-20, ResNet-32, ResNet-34, and ResNet50 [12].
Baselines. For code-level BFAs, we compare our ObfusBFA
with the only known defense BitShield [7]. For model-
level BFAs, we compare ObfusBFA against several state-of-
the-art defenses targeting both untargeted and targeted bit-
flip attacks on model weights. Specifically, for untargeted
BFAs, we choose DeepShuffle [34], NeuroPots [31], Hammer-
Dodger [10], and RREC [29]. For targeted BFAs, we choose
BIN [13], RA-BNN [40], and Aegis [45].

B. Results for Code-level BFAs

Model Utility Evaluation. A key metric for evaluating any de-
fense is its ability to preserve the model’s utility, particularly in
terms of accuracy (Acc). Tables I and II report the accuracy re-
sults after applying ObfusBFA across different DL frameworks
(C++-based and PyTorch-based) with the TVM compiler.



TABLE I
MODEL UTILITY EVALUATION (DL INFRA.)

DL Framework Dataset-Model Base Acc  AAcc (%)
CIFAR10-ResNet20 97.00 0

C++ (01-03) GTSRB-VGG16 95.31 0
ImageNet-ResNet50 91.67 0

CIFAR10-ResNet20 81.25 0

PyTorch (01-03)  GTSRB-VGG16 93.81 0
ImageNet-ResNet50 87.50 0

Since we observe no accuracy difference across optimization
levels (O1-03), we merge the results for simplicity in Table I.

The “Base  Acc” TABLE II
column shows the MODEL UTILITY EVALUATION (DL
COMPILER TVM

model’s accuracy )

. Dataset-Model Base Acc (%) AAcc (%)
without ObfusBFA,

. . . CIFAR10-ResNet20 80.50 0

while the “AAcc GTSRB-VGG16 98.50 0
column represents ImageNet-ResNet50 85.00 0

the change in accuracy after applying ObfusBFA. The “Flag”
column indicates the optimization flag used during library
compilation. The results demonstrate that ObfusBFA does not
degrade model performance, with no observable accuracy
loss across all datasets and models tested.

Mitigating Untargeted Attacks. For untargeted BFAs, we
measure the average accuracy drop across the identified vul-
nerable bit set. Tables III, IV, and V report the number of
identified vulnerable bits (#Vuln. Bits), the original model
accuracy (before the attack), and the accuracy both without and
with the defense applied to the vulnerable bit set. These tables
demonstrate that 0bfusBFA successfully restores the model to
its original accuracy for both C++-based and PyTorch-based
DL infrastructures under the FrameFlip attack, and for the
TVM compiler under the attack in [6].

TABLE IIT
MITIGATING UNTARGETED ATTACKS (C++ INFRA.)
#Vuln Acc (%)
Flag  Model Bits Base w/o. Def  w. Def
ResNet20 80  97.00 33.90 97.00
o1 VGG16 61 9531 18.00 95.31
ResNet50 81 91.67 29.10 91.67
ResNet20 85 97.00 36.50 97.00
02 VGGIl6 64 9531 22.50 95.31
ResNet50 85 91.67 31.20 91.67
ResNet20 85 97.00 36.20 97.00
03 VGG16 63 9531 23.50 95.31
ResNet50 85 91.67 31.60 91.67
TABLE IV
MITIGATING UNTARGETED ATTACKS (PYTORCH INFRA.)
#Vuln Acc (%)
Flag  Model Bits Base w/o. Def  w. Def
ResNet20 34 81.25 23.67 81.25
ol VGGI6 30 9531 6.88 9531
ResNet50 28  87.50 5.58 87.50
ResNet20 34 81.25 25.14 81.25
02 VGG16 34 9531 11.81 95.31
ResNet50 29  87.50 6.25 87.50
ResNet20 34 81.25 25.18 81.25
03 VGG16 31 9531 8.06 95.31
ResNet50 28  87.50 7.14 87.50

Adaptive Attacks. We consider an adaptive attacker aware
of our defense mechanism but not the on-the-fly obfuscated
parameters. Since ObfusBFA introduces randomness into the

TABLE V
MITIGATING UNTARGETED ATTACKS (TVM COMPILER)
#Vuln. Acc (%)
Model Bits Base  wlo. Def.  w. Def.
ResNet20 94 80.50 1798  80.50
VGG16 112 9850 1683 98.50
ResNet50 72 85.00 2125 85.00

memory layout obfuscation, the attacker’s only viable option
to circumvent it is to flip more bits. To this end, he flips
not only the bits in the identified vulnerable bit list but also
adjacent bits around each vulnerable bit address addr. Given
that code alignment is typically enforced by compilers (e.g.,
aligning instructions to 16-byte boundaries for efficient CPU
instruction fetching), ObfusBFA may cause 16n-byte latencies
in subsequent function. Therefore, the attacker can flip all bits
in the following range for each vulnerable bit address addr:

[addr — x1 + x5 - al, addr + x1 + x2 - al] 3)

where al represents the alignment size set during compilation,
and x1 and z9 are parameters that control the flipping range.
The larger value results in a broader range of bit flips.

We conducted such adaptive attack on all three dataset-
model configurations using the compile flags —-01, -02, and
—-03 on the C++ deep learning framework and the DL compiler
TVM. For each vulnerable location addr, we set the alignment
size al to 16, and evaluate x5 in the range [0, 1, 2] for
each evaluation, while x; takes values from the set {5, 10,
15, 20, 25, 30, 35, 40, 45} at each time. We observed an
increase in the percentage of program timeouts or crashes,
but no accuracy drop was detected across any experimental
setting. These results demonstrate that even when an attacker
is aware of our defense mechanism, he is unable to bypass
it. The adoption of randomized memory address obfuscation
turns carefully targeted bit flips into random flips, neutralizing
the attacker’s adaptive strategy and preserving model accuracy.
Overhead. A key objective of 0bfusBFA is to minimize over-
head. We evaluate time, storage, and memory costs, averaged
over 10 inference runs. Tables VI shows the results. Across
models and frameworks, ObfusBFA incurs negligible over-
head: time overhead is mostly small (some even benefit from
micro-optimizations), storage growth is marginal (<0.37%),
and memory fluctuations remain minor (up to 1.69%). Overall,
ObfusBFA preserves performance with minimal resource costs,
ensuring practicality for deployment.

We also consider the latency as the number of protected bits
grows. While protecting a larger number of critical weights
may require additional attempts to determine valid dummy
placements, the overhead of Obfuscation Pattern Generator
remains negligible. The generator uses purely random sam-
pling with lightweight validity checks, avoiding any iterative
optimization process. In our implementation, generating a
valid obfuscation pattern typically takes only within a seconds,
and this cost occurs once per deployment rather than per
inference. As shown in Figure 2, the generation time remains
stable as the number of protected bits increases, indicating
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Fig. 2. Obfuscation pattern generation latency.
minimal scalability concerns. Furthermore, the generation pro-
cess can be parallelized or performed offline, making the
overall overhead negligible in practical deployments.

TABLE VI
TIME AND STORAGE OVERHEAD FOR C++ INFRA.

Insert  ATime AStorage AMemory

Flag Model  Count  (ms/%) (KB/%) (KB/%)
ResNet20 63636 +2(3.04%)  +47(0.37%) -13(-0.46%)

o1 VGG16 34664 -1(-1.08%)  +27(0.22%) +4(1.00%)
ResNet50 37085  +14(1.31%)  +27(0.22%) +195(1.00%)
ResNet20 55667 -8(-13.2%)  +39(0.29%) +30(1.05%)

02 VGG16 4939 -4(-3.13%) +4(0.03%) -7(-1.67%)
ResNet50 33494 -42(-3.90%)  +23(0.17%)  -1,132(-6.01%)
ResNet20 56393 -8(-12.8%)  +39(0.26%) +67(2.36%)

03 VGG16 5867 -2(-1.26%) +4(0.03%) +7(1.69%)
ResNet50 5272 +51(5.02%) +4(0.03%) -153(-0.80%)

Comparison. We compare ObfusBFA with BitShield [7], the
only existing defense at the DNN executable level. We use the
ResNet50 model on ImageNet for the BFA against the TVM
compiler. Both defenses maintain the model’s original accu-
racy (AAcc = 0%). However, BitShield introduces a notable
8.22% runtime overhead, while ObfusBFA incurs a slight per-
formance improvement of -0.55%, possibly due to compiler-
level code alignment optimizations introduced by obfuscation.
In terms of mitigation effectiveness, ObfusBFA completely
thwarts the attack with a 100% mitigation rate, while BitShield
achieves 97.9%. These highlight that 0bfusBFA not only offers
superior protection but also improves efficiency in certain
cases.

Fine-grained Overhead and Cache Analysis. To further
analyze the performance impact of ObfusBFA at a finer gran-
ularity, we quantify per-neuron overhead and cache behavior
under varying protection densities.

First, we measure the per-neuron and per-parameter over-
head by normalizing the number of inserted obfuscation ele-
ments per layer to the total parameter count and computing
their corresponding latency contribution during inference. As
summarized in Table VII, the insertion density remains be-
low 0.5% even for the smallest models, indicating that the
additional operations constitute only a negligible fraction of
total parameters. Empirically, this translates to less than 1%
latency overhead per inference on average, confirming that
the lightweight obfuscation density used in our experiments

imposes minimal per-neuron cost.
TABLE VII
PER-NEURON INSERTION DENSITY AND ESTIMATED OVERHEAD.

Dataset-Model Parameter amount (bit)  Density (%)
CIFAR10-ResNet20 8,725,504 0.5
GTSRB-VGG16 477,536,096 0.2
ImageNet-ResNet50 817,840,576 0.1

Second, to investigate potential cache-level implications,
we profile the cache behavior of ObfusBFA using perf on
Linux. We monitor hardware events such as cache-misses

under different protection densities. The results, illustrated in
Figure 3, show that the current protection density achieves
strong security coverage with minimal cache-side impact.
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Fig. 3. Cache miss rate.

To mitigate this overhead, two practical optimizations can

be adopted: (i) aligning dummy insertions with cache-line
boundaries to reduce fragmentation; (ii) grouping insertions
within local memory regions to preserve cache locality and
minimize access overhead.
Generality across Different Code-level Attack Scenarios.
To demonstrate the generality of ObfusBFA beyond the TVM
and OpenBLAS setups, we extend our experiments to two
additional configurations: (1) statically linked OpenBLAS in-
tegrated directly into the victim application, thus eliminating
dynamic linking; (2) an alternative math library, FBGEMM,
commonly used in deep learning inference workloads.

The results, summarized in Table VIII, show that ObfusBFA
consistently reduce the success rate of functional bit-flips by
more than 90% across both libraries, confirming its portabil-
ity and robustness against diverse backend implementations.
These findings validate that the obfuscation and runtime
protection mechanisms offered by ObfusBFA are not tied to
a specific software stack but can be effectively applied to

different code-level execution environments.

TABLE VIII
CROSS-LIBRARY EVALUATION OF ObfusBFA.

#Vuln Acc (%)
Library Model Bits Base w/o. Def  w. Def
OpenBLAS ~ ResNet20 77 97.00 31.66  97.00
(Static)  VGG16 61 9531 1891 9531
ResNet20 81 9633 2134 96.33
FBGEMM  yGai6 59 93.86 1732 93.86

C. Results for Model-level BFAs

Model Utility Evaluation. We applied ObfusBFA to model-
level BFAs and evaluated its impact on model functionality,
specifically in terms of accuracy. The results, shown in the
Table IX, indicate that ObfusBFA barely degrades the perfor-
mance of the original model.

TABLE IX
MODEL UTILITY EVALUATION AFTER APPLYING ObfusBFA.
Dataset-Model Base Acc (%) AAcc (%)
CIFAR10-ResNet20 85.36 +0.01
CIFAR10-ResNet32 84.38 +0.01
CIFAR10-ResNet34 85.70 0
ImageNet-ResNet50 75.84 0
GTSRB-VGG16 84.26 -0.02

Mitigating Untargeted Attacks. We assess the effectiveness
of ObfusBFA in mitigating the untargeted BFA [36]. The
results in Table X show a significant accuracy drop for
models without 0bfusBFA’s protection (the w/o. Def. column).



Notably, the ImageNet-ResNet50 model’s accuracy is reduced
to nearly zero. However, after applying ObfusBFA (the w.
Def. column), all models demonstrate resilience, maintaining
accuracy levels close to their original accuracy (Base in
the table). These results confirm that ObfusBFA effectively
mitigates untargeted attacks across a range of models.

TABLE X
MITIGATING UNTARGETED ATTACKS.
#Flipped Acc (%)
Model Bits Base w/o. Def.  w. Def.
ResNet20 30 8536 11.46 82.53
ResNet32 14 8438 11.81 82.00
ResNet34 30 85.70 19.84 83.63
ResNet50 10 75.84 0.10 75.85
VGG16 30 84.26 18.14 84.39

Mitigating Targeted Attacks. Targeted attacks differ from
untargeted BFAs in that they seek to induce specific misclas-
sifications without significantly impacting the overall model
performance. To assess the effectiveness of ObfusBFA in
defending against targeted BFAs, we measure the attack suc-
cess rate (ASR), which indicates the percentage of successful
misclassifications made by the attacker.

Table XI presents the ASR before (w/o. Def.) and after
applying ObfusBFA (w. Def.), along with the number of
flipped bits during the attacks. ObfusBFA significantly reduces
the ASR across all three types of targeted attacks.

We further validate the scalability and universality of

ObfusBFA in protecting LLMs against BFAs. We evaluate
ObfusBFA on three representative LLMs of varying scales:
Qwen 1.5-1.8B, Qwen 1.5-4B, and LLaMA2-7B, against a
state-of-the-art BFA targeting decoder-based LLMs, BitHy-
dra [46]. The experimental results, summarized in Table XI,
show that ObfusBFA successfully mitigates the attack’s impact
on all three LLMs, restoring the attack success rate to zeros.
These findings confirm that ObfusBFA generalizes effectively
across model families and remains robust even under new
attack objectives specific to LLMs.
Adaptive Attacks. We consider a sophisticated attacker
aware of ObfusBFA’s obfuscation techniques (dummy lay-
ers/neurons) but unaware of exact locations. To bypass
ObfusBFA, the attacker flips additional bits around each vul-
nerable address addr in the range [addr — z, addr + z].

Tables XII and XIII show that ObfusBFA remains robust:
for untargeted attacks, accuracy is largely preserved, and for
targeted attacks, the attack success rate (ASR) stays very low.
The defense’s effectiveness arises from most parameters hav-
ing negligible impact when flipped and the random placement
of dummy operations, making brute-force flipping ineffective.
Targeted attacks require precise bit selection, which is thwarted
by ObfusBFA ’s randomization.

Moreover, a stronger attacker attempting to distinguish
dummy from real operations is impractical. 0bfusBFA obfus-
cates both model and code levels, so observed side-channel
variations cannot be attributed to a specific level (i.e, dummy
layer, neuron, or operation). Any observed changes could
equally stem from obfuscation in either source. Additionally,

TABLE XI
MITIGATING TARGETED ATTACKS.

#Flipped ASR (%)
Attack Model Bits w/o. Def.  w. Def.
ResNet20 6 99.84 8.16
ResNet32 3 99.67 214
T-BFA ResNet34 20 99.83 10.43
ResNet50 7 99.99 0.11
VGG16 20 100 1.81
ResNet20 97 93.99 222
ResNet32 147 76.78 8.11
TBT ResNet34 130 77.49 6.04
ResNet50 131 100 0
VGG16 126 98.69 4.89
ResNet20 9.19 100 1.5
ResNet32 10.92 100 1.9
TA-LBF  ResNet34 19.45 100 1.5
ResNet50 12.76 100 0
VGG16 18.42 100 2.7
ResNet20 1 100 0
OneFlip ResNet32 1 100 0
VGG16 1 100 0
Qwenl.5-1.8B 4 100 0
BitHydra Qwenl.5-4B 12 100 0
Llama-2-7b 30 97.1 0
TABLE XII
EVALUATION FOR UNTARGETED ADAPTIVE ATTACK
Acc (%)
Model =3 =5 z=7 = z=11
ResNet20  76.11 80.20 82.14 82.14 82.14
ResNet32  75.05 76.62 7624 7597 75.64
ResNet34 8529 8241 81.73 8332 83.13
ResNet50 7436  75.84 7583 75.83 75.87
VGG16 82.74 80.55 80.21 82.58 82.59

periodic refresh of random patterns renders any inferred layout
quickly obsolete, making side-channel attacks ineffective.

Overhead. The time and memory overhead incurred by
ObfusBFA is shown in Figure 4, where “insert probability”
denotes the likelihood of inserting dummy layers and neurons.
We measure the percentage increase in both the time and
memory required to run the CIFAR-10 test dataset using
ResNet20, compared to an unobfuscated model. The reported
values are averaged over 100 runs across all images in the

TABLE XIII
EVALUATION FOR TARGETED ADAPTIVE ATTACK
ASR (%)

Attack Model z=3 x=5 x=7 x=9 z=11
ResNet20 0 0 0 0 0

ResNet32 1.83 1.83 1.83 1.83 1.83

T-BFA ResNet34 229 229 229 229 229
ResNet50 0.11 0.11 0.11 0.11 0.11

VGG16 1.55 155 155 1.55 1.55

ResNet20 2.21 222 221 221 221

ResNet32 8.14 813 8.15 8.12 8.18

TBT ResNet34 6.04 6.04 6.04 6.04 6.04
ResNet50 0 0 0 0 0

VGG16 489 489 489 4.89 4.89

ResNet20 1.5 099 198 198 1.98

ResNet32 1.9 0.5 099 0.99 0.99

TA-LBF ResNet34 1.5 149 297 198 1.98
ResNet50 0 0 0 0 0

VGG16 298 298 198 198 1.98
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test dataset. While ObfusBFA incurs some time and memory
overhead, it remains relatively low and acceptable. Notably,
our experiments suggest that an insert probability below 0.3
is sufficient in most cases, effectively minimizing the overhead
without compromising the defense effectiveness.
Comparison. First, we evaluate ObfusBFA against four untar-
geted defense schemes. The evaluation is performed using the
ResNet20 model on CIFAR-10, and the results are presented
in Table XIV. Since the source code for some of these schemes
is unavailable, we rely on the data reported in their respective
papers. The “-” symbol in the table indicates that a result
was not reported in the corresponding paper. We observe that
ObfusBFA vastly outperforms all other methods in terms of
resilience against untargeted BFAs.

TABLE XIV
COMPARISON WITH UNTARGETED DEFENSE SCHEMES
AAcc ATime ARounds Mitigation
Defense (%) (%) (%) Rate(%)
DeepShuffle - 2.5 571 -
Neuropots -1 9.7 - 93.3
HammerDodger - 0.8 - -
RREC +0.03 58 1,452 -
ObfusBFA +0.01 6.6 160,831 100
Next, we compare TABLE XV
ObfusBFA with COMPARISON WITH TARGETED DEFENSE
SCHEMES
three targeted
defense schemes. We ASR (%)
adopt the ResNet32 Defense A Acc (%) “1pT TA.LBF
model on CIFAR- BIN 526 948 100
10. The results RA-BNN -171 745 100
are  presented  in Aegis 126199 63
ObfusBFA +0.01  8.11 1.9

Table XV, reporting
the AAcc (%) (the
change in accuracy after applying the defense) and ASR
(%) (the percentage of successful attacks in both TBT
and TA-LBF attack scenarios). We observe that ObfusBFA
achieves the best performance, with a minimal accuracy drop
(+0.01%) and significantly lower ASR in both TBT (8.11%)
and TA-LBF (1.9%) scenarios. This indicates that ObfusBFA
effectively reduces the success rate of targeted BFAs while
better preserving accuracy than other defenses.

Resilience against Large-scale BFAs. To further evaluate
the robustness of ObfusBFA under more aggressive attack
scenarios, we include larger-scale BFAs. While the previous
evaluation already covers configurations with over 100 flipped
bits (e.g., Table V and Table XI), we now increase the attack
magnitude to 150—160 bits using the untarget and target attack
(T-BFA) attack. The new results are summarized in Tables X VI

and XVII. Across various DNNs, including ResNet and VGG
families, ObfusBFA maintains strong protection. This effi-
ciency arises because the obfuscation operations inserted by
ObfusBFA disrupt subsequent memory mappings and data
offsets, breaking the linear relationship between the number
of protected bits and latency overhead. Consequently, the
protection cost does not grow proportionally with the number
of flipped bits.

TABLE XVI
MITIGATING LARGE-SCALE UNTARGETED ATTACKS.

#Flipped ~ ATime Acc (%)
Model Bits (%) Base w/o. Def.  w. Def.
ResNet20 113 58 8536 10.54 80.32
ResNet50 156 72 7584 0.10 69.45
VGG16 149 6.6 84.26 6.69 80.11
TABLE XVII

MITIGATING LARGE-SCALE TARGETED ATTACKS.

#Flipped ~ ATime ASR (%)
Model Bits (%) wlo. Def. w. Def.
ResNet20 146 5.2 100 8.22
ResNet50 158 5.5 100 0.11
VGG16 162 7.3 100 1.90

It is worth noting that large-scale bit-flip attacks are of-
ten impractical on real hardware. It has been demonstrated
that state-of-the-art RowHammer-based BFAs (e.g., Deep-
Hammer [48]) are unlikely to succeed if the targeted bits
in the model are simply numerous. Therefore, ObfusBFA
remains sufficiently robust and efficient under realistic large-
scale attack settings.

VII. CONCLUSION

We introduce ObfusBFA, an efficient and effective approach
to mitigating the growing threat of BFAs targeting both
model and code levels of DNN applications. By leveraging
a novel obfuscation strategy that inserts randomized dummy
operations, ObfusBFA effectively complicates the attacker’s
ability to locate and manipulate vulnerable bits, turning or-
chestrated attacks into random bit flips. Our evaluation shows
ObfusBFA’s robustness against both untargeted and targeted
BFAs across a range of datasets and architectures. It also
brings minimal computational and storage overhead, making
it a practical solution for real-world applications.
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