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Abstract—The widespread adoption of deep learning models
exposes a common security threat: model stealing via side-
channel attacks. An attacker can exploit unintended communi-
cation channels to recover model parameters or functionalities.
Advanced side-channel analysis techniques based on machine
learning further exacerbate such risks with higher attack efficacy
and automation. Existing defense solutions fail to balance the
effectiveness and overhead, and generalize to different platforms.

We introduce AdvProtego, a novel unified framework to
protect deep learning models against various forms of side-
channel attacks. Drawing inspiration from adversarial attacks in
machine learning, AdvProtego crafts delicate noise to obfuscate
side-channel information with minimal performance overhead.
However, it is challenging to apply this idea for mitigating model
stealing, due to the complexity of defense goal specification and
noise control. AdvProtego overcomes these challenges with a
modular three-tier design: (1) At the frontend, it repurposes
Neural Architecture Search and adapted adversarial attack tech-
niques to identify optimal perturbations that effectively degrade
attacker’s recovery capability. (2) At the middleware, it translates
the perturbations into executable commands, ensuring compat-
ibility with diverse platforms. (3) At the backend, fine-grained
noise generation units are implemented to inject crafted noise
into side channels precisely. Extensive evaluations across diverse
devices and scenarios show the superiority of AdvProtego over
existing solutions in effectiveness, robustness, and transferability.

I. INTRODUCTION

The widespread adoption of deep learning models in critical
applications underscores their transformative potential as well
as the growing concerns about security vulnerabilities. Among
these threats, model stealing attacks have received significant
attention. The adversary’s objective is to steal sensitive in-
formation (e.g., network architectures, configurations, param-
eters) about the victim model, thereby jeopardizing the con-
fidentiality and intellectual property of deep learning assets.
Prior works have shown that side-channel attacks (SCAs) can
be adopted to achieve model stealing. SCAs exploit unintended
information leaks from the underlying computing platforms,
such as power consumption [44], cache access timing [26],
and electromagnetic emanations [20], to extract critical model
attributes. Their effectiveness has been further amplified by
the integration of machine learning (ML) techniques into side-
channel analysis, enabling the processing of noisy signals with
high accuracy, robustness, and automation [46], [18], [26],
[20], [31]. The rapid evolution of such attacks underscores
the urgent need for innovative and effective defenses.

There are two possible directions to mitigate the above
threat. First, we could fundamentally eliminate potential side-
channel leakage at the source using strategies like constant ex-
ecution [3], [2], [19], [11], side-channel obfuscation [33], [23],
[48], [7], and domain isolation [25], [43], [17], [39], [32], [52].
While effective against conventional SCAs, these approaches
face notable limitations in the context of modern SCAs target-
ing deep learning models. On the one hand, such attacks often
exploit higher-order statistical features powered by machine
learning algorithms, which can substantially undermine the
effectiveness of obfuscation-based mechanisms. On the other
hand, constant execution and domain isolation methods incur
noticeable performance and resource impacts, which are par-
ticularly prohibitive for computation- and resource-intensive
deep learning applications. Second, we can redesign the model
architecture with obfuscation to prevent model information
leakage [51], [24], [27]. However, these defenses typically
require extensive model redesign or retraining, making them
both time- and cost-inefficient. Moreover, they are impractical
in scenarios where the defender lacks the expertise or privi-
leges to modify the deployed models.

To address the above limitations, this paper presents
AdvProtego, a novel unified framework to mitigate model
stealing attacks via different sorts of side channels. The basic
idea is to leverage the adversarial attack technique in machine
learning to obfuscate side-channel leakage. Adversarial attack
is a prominent threat to machine learning models [41], where
the attacker injects carefully-crafted imperceptible perturba-
tions into the input to mislead the victim model. In our context,
since the attacker exploits machine learning to analyze side-
channel signals and steal the model, the defender can also add
such perturbations into the runtime execution to deceive the
attacker into recovering wrong information.

Some preliminary studies have investigated the feasibility
of adopting adversarial attacks for side-channel mitigation.
For instance, a poster in CCS’2019 [35] proposed to add ad-
versarial perturbations to power side-channel traces to protect
cryptographic applications. Another workshop paper [22] used
adversarial techniques to mitigate application fingerprinting
through hardware performance counter side channels. How-
ever, significant gaps remain when applying this idea to
safeguard deep learning models. First, different from cryptog-
raphy or application fingerprinting, model stealing has totally
different attack goals. How to formulate the corresponding



defense objectives in adversarial perturbation optimization
is overlooked. Second, existing studies only focus on one
specific side channel. The work [35] only experimented on
the datasets without actual deployment. How to generate
accurate, fine-grained execution noise that corresponds to
the desired adversarial perturbation on diverse hardware
platforms presents another challenge.
AdvProtego encompasses a set of innovative approaches

from different system aspects to address these two challenges.
First, we introduce two effective defense objectives for the
defender to choose. (1) Model Similarity Reduction: this
aims to increase the model stealing errors with the perturbed
side-channel trace. (2) Model Utility Reduction: this aims
to mislead the attacker to extract a model with the worst
performance. To achieve these objectives, we design adapted
adversarial algorithms and Neural Architecture Search (NAS)
to identify the corresponding perturbation efficiently. Second,
we present a general pipeline for generating and injecting
precise and controllable runtime noise in the real-world en-
vironment. This pipeline consists of multiple critical steps,
including noise quantization, calibration, trace collection, and
noise injection, shedding light on the implementation over
different computing platforms.
AdvProtego adopts a modular design at frontend, middle-

ware and backend levels. It is general to cover different types
of side channels and platforms. Without loss of generality,
we implement and evaluate AdvProtego with three scenarios:
FPGA power side channels, CPU cache side channels, and
GPU memory side channels. Extensive experiments validate
the advantages of AdvProtego across several aspects, in-
cluding mitigation effectiveness, resource and computation
overhead, defense transferability and robustness.

II. PRELIMINARY

A. ML-assisted Side-channel Analysis

The advance of machine learning (ML) algorithms has
propelled side-channel analysis [40]. Attackers build ML mod-
els to automate the extraction of sensitive information from
complex side-channel traces, which cannot be achieved with
manual efforts. Typically, such attacks unfold in two phases.
1) Offline Profiling Phase: The attacker executes the target

application over a secret set s = {s1, ..., sn} on either the
same or similar platform. He collects N side-channel traces
Ti,n corresponding to each secret si. Using such data, he
constructs an ML model f : Ti,n 7→ si, establishing a
correlation between the side-channel traces and secrets.

2) Online Exploitation Phase: With f developed from the
previous phase, the attacker can exploit the acquired knowl-
edge at runtime. By utilizing an additional set of q traces
T ′
1, ..., T

′
q captured from the targeted device, the attacker

can infer the secret s
′

i by evaluating s
′

i = f (T ′
i ).

ML-assisted side-channel attacks offer several advantages.
(1) They can retrieve information even when discernible pat-
terns in the side-channel trace are absent. This is particularly
relevant in cases where computations of the victim program
occur in parallel, making manual pattern analysis infeasible.

(2) ML models can seamlessly integrate all the information
contained within a single trace, as they excel at handling high-
dimensional data. In contrast, traditional methods necessitate
the identification of specific points of interest to narrow
down the information for the attack [38]. (3) ML models
exhibit greater robustness against noise in the side-channel
trace compared to conventional statistical techniques. This
robustness enhances their efficacy in real-world scenarios.

Due to these attractive features, machine learning has also
been adopted to analyze side-channel signals for model steal-
ing. A common practice is to train a sequence-to-sequence
(seq2seq) model, which maps the side-channel sequence to
the model operation sequence. This has been realized in
power [46], cache [26] and memory [20] side-channel attacks,
where the attacker leverages a seq2seq model to precisely
reconstruct the model architecture based on the sequences of
power levels, critical function calls, and memory activities.

B. Review of Existing Defense Solutions

The severity and practicality of side-channel-based model
stealing attacks necessitate the development of effective and
efficient countermeasures. Prior research has proposed various
strategies to achieve such protection, as categorized below.
Mitigating Side Channels. There are several strategies to re-
duce side-channel information leakage. (1) Constant execution
[3], [2], [19], [11] aims to disrupt the correlation between sen-
sitive information and side-channel leakage, ensuring uniform
execution regardless of the secret. (2) Side-channel obfuscation
conceals side-channel patterns by injecting noise, making it
challenging for the attacker to extract meaningful informa-
tion. Noise can be applied to the temporal dimension [33],
[23], [7] or the amplitude dimension [48], [7]. (3) Domain
Isolation [25], [43], [17], [39], [32], [52] prevents resource
contention and interference by allocating exclusive resources
to the victim, thereby preventing side-channel leakage.

However, these defenses have notable limitations for de-
feating model stealing attacks. First, the obfuscation mecha-
nism is insufficient against ML-assisted side-channel analysis.
Particularly, temporal-based obfuscation introduces random
delays between instruction executions, which is ineffective in
protecting deep neural networks due to their shift-invariance
properties [4]. Amplitude-based obfuscation, which injects
noise to degrade the signal-to-noise ratio (SNR), could by
invalidated by sophisticated signal processing techniques and
repeated measurements to filter out noise. Domain isolation
and constant execution, while robust in specific scenarios, of-
ten demand significant computation and resource investments,
limiting their practicality in real-world applications.
Mitigating Model Extraction. We can redesign deep learn-
ing models to reduce the attacker’s extraction accuracy. Re-
searchers introduce the model architecture obfuscation strat-
egy, to prevent the attacker from extracting the correct model
information [51], [24], [27]. This strategy has several limita-
tions: (1) For each protected architecture, it needs to identify
the corresponding obfuscation target, which is time- and cost-
inefficient. (2) The defender is required to redesign or even re-



train the models. This is infeasible in some scenarios, where
the model users have no expertise or privileges for model
modifications. (3) As these solutions perform obfuscations
only at the software level rather than the hardware level,
the perturbed side-channel trace is restricted by the model
accuracy requirement, which can limit the defense effective-
ness. For instance, ObfuNAS [51] achieves only around 1% to
3% accuracy degradation for the attacker’s extracted model,
but also deteriorates the victim’s model accuracy by about
1%; NeurObfuscator [24] even enhances the accuracy of the
extracted models by 2.5% in some circumstances.
Injecting Adversarial Noise as a Defense. The high-level
idea of leveraging adversarial perturbations as a defensive
mechanism has been explored in a few earlier works. Earlier
studies such as Picek et al. [35] proposed the use of ad-
versarial perturbations to obscure cryptographic power traces,
while Inci et al. [22] applied similar ideas to defend against
application fingerprinting via hardware performance counters.
Gu et al. [15] employed a differential evolution strategy to
generate adversarial AES traces, and more recent works [34],
[6] explored GAN-based obfuscation for specific domains like
cryptography or audio processing. Yet, all these studies share
two fundamental limitations. (1) Simulation-only evaluation:
they were verified only on synthetic datasets or idealized
environments without real hardware deployment, overlooking
critical implementation constraints such as quantization, cali-
bration, and injection control. (2) Distinct domain focus: they
target cryptographic or application-fingerprinting workloads,
whose execution flow and attack models are far simpler than
deep learning inference pipelines, where multi-layer interac-
tions and ML-based side-channel analysis make both attacks
and defenses significantly more complex.
AdvProtego is the first framework to operationalize adver-

sarial perturbation–based defense for AI model protection in
real-world systems. Our distinct innovations include: (1) new
defense objectives and formulations: explicitly defining Model
Similarity Reduction and Model Utility Reduction for machine
learning–assisted model stealing, which differ fundamentally
from cryptographic obfuscation goals; (2) algorithmic real-
ization: designing and integrating adapted adversarial attack
algorithms (masked FGSM/PGD) with reversed NAS search to
achieve quantized, hardware-feasible perturbations; (3) cross-
platform implementation: bridging simulation and real execu-
tion via a complete pipeline, validated across CPU, GPU, and
FPGA with empirical measurements.

C. Threat Model and Defense Requirements

In this defense-oriented work, we deliberately adopt a
conservative threat model by (1) assuming a strong adversary
capable of launching both physical and remote side-channel at-
tacks, and (2) constraining the defender’s capabilities, with no
administrative control over the underlying infrastructure. Such
a setting can broaden the applicability of our proposed defense,
making it suitable for diverse environments. This threat model
has been commonly adopted in existing works [42], [46], [26],
[20], which proves to be realistic and practical.

Specifically, an external attacker aims to use certain types
of side channels to steal victim’s deep learning models. He
performs the ML-assisted analysis: gathering side-channel data
in the profiling phase to build a model f , and reconstructing
victim’s model architecture from the real-time side-channel
traces T in the exploitation phase: M = f(T ).

The defender is also a non-privileged user, and possibly
could be the target model’s owner. He deploys the defense
solution on the same system to prevent model stealing. Note
that the defender is non-privileged in the sense that he does not
have administrative control of the host (no kernel/BIOS/vendor
firmware modifications). However, he can still create observ-
able execution effects to affect co-located attackers. Examples
we target in the paper include: (1) Cloud / multi-tenant FPGA
services (e.g., Amazon F1 instances [1]). Users typically
upload and run their custom on-chip modules within their
allocated region without privileged access. The defender can
leverage this legitimate design capability to deploy controlled
noise sources, without requiring access to privilege-level re-
sources. This method has been widely used in the side-channel
literature [42], [46], [26], [20] and in our FPGA case. (2) User-
level processes on CPUs/GPUs. On general-purpose servers
and GPUs, a co-located user process can intentionally trigger
specific library calls, memory accesses, or CUDA kernels
to generate cache and memory activity. These actions are
performed entirely at user privilege and are how our CPU
and GPU noise injectors operate in the evaluated scenarios.

The defense needs to satisfy the following requirements:
• Effectiveness. The defense can effectively disrupt attacker’s

side-channel observation such that his extracted model is
significantly different from what he expects to obtain.

• Computation efficiency. The defense solution incurs mini-
mal impact on the computation of the target platform, in
terms of resource consumption, model latency and accuracy.

• Implementation-friendly. The defender only needs to imple-
ment a lightweight defense module at the same privilege
level as the victim model. He does not need to modify or
customize the target model.

• Generalization. The defense is general and adaptable to
different types of models, platforms and side channels,
ensuring seamless transplantation to various environments.

• Black-box defense. The defender does not know attacker’s
ML model f . Instead, he can adopt a local surrogate model
different from f as reference for the defense design.

III. AdvProtego

A. Defense Objectives

The basic idea of AdvProtego is to leverage adversarial
attack techniques [41] to craft noise δ and inject it into the
runtime executions. By carefully adjusting both the scale of the
noise and the injection moments, it can disrupt attacker’s side-
channel observations T + δ and mislead his extraction model
f . Specifically, the defender aims to identify a command
sequence c = [c1, . . . , cn] and execute each one ci at the
moment i. This will result in the desired noise δ and disrupt
the attacker’s analysis.
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Fig. 1: AdvProtego framework overview and workflow.

Different from the protection of cryptographic applications
[35] or mitigating process fingerprinting [22], we need to
design the new defense objectives for defending against model
stealing attacks, which will guide the noise optimization
subsequently. Considering the diverse defense scenarios and
implementation feasibility, we propose two objectives:
1) Model Similarity Reduction: the defender aims to make

the attacker’s extracted model as distinct from the correct
one as possible. This can be formulated as follows:

argmax
δ

L(f(T + δ),M) (1)

where L represents a distance function that measures
the model difference, f(T + δ) represents the attacker’s
extracted model from the side-channel trace, and M is the
actual victim’s deep learning model.

2) Model Utility Reduction: the defender aims to make
the attacker’s extracted model have as low accuracy as
possible. This objective can be formulated as follows:

argmin
δ

Acc(f(T + δ)) (2)

where ACC measures the testing accuracy of a model.

B. System Overview

Figure 1 displays the overview of AdvProtego, consisting
of three major stages: frontend, middleware and backend.

The frontend is responsible for calculating the desired noise
for different defense objectives. It includes two key modules:
Attack Model and Noise Generator. The Attack Model takes
preprocessed input traces to provide gradients and parameters
that guide the Noise Generator. The Noise Generator employs
adapted adversarial attack algorithms with masking mecha-
nism to identify the optimal noise. The mask ensures noise is
generated only in permissible locations while adhering to the
backend’s noise injection capabilities. It is worth noting that
at this stage, the generated noise remains in the raw form,
unsuitable for direct implementation on the target platforms.

The middleware stage includes a Noise Translator Module,
mapping the raw noise values into a corresponding sequence
of executable commands on the platforms. The translation is
required because the noise calculated in the frontend defines
the intended effect but not the hardware-specific behavior.

The backend comprises a Noise Injector and Trace Collector
module. Trace Collector captures the side-channel traces in the
offline phase and forwards them to the frontend to guide the
noise calculation. Noise Injector injects the calculated scale of
noise into the execution at the calculated moment.

Workflow. In correspondence with ML-assisted side-channel
analysis, AdvProtego also operates in two distinct phases.

In the offline phase, the defender begins by gathering
side-channel traces through Trace Collector in the backend
( 1 ). Since raw traces are often noisy and voluminous, a
preprocessing module is employed to average the data points
and analyzes permissible noise injection locations, generating
a masking template for the Noise Generator. Using these pre-
processed traces and model-specific attributes, the defender
trains a surrogate Attack Model ( 2 ). This model could be
different from attacker’s actual model f ; the adversarial noise
calculated from it can exhibit strong transferability to counter
a variety of potential attacks. The surrogate model is then
used to extract gradient information from the victim model’s
side-channel traces. Together with noise parameters such as
the injection locations, such information is fed into Noise
Generator, which calculates the desired noise tailored for
specific defense goals ( 3 ). The Noise Translator maps the
generated noise to executable commands that can drive the
underlying hardware components ( 4 ).

In the online phase, the defender activates Noise Injector to
inject the calculated noise during model inference ( 5 ). The
noise can effectively disrupt the attacker’s ability to observe
and analyze the victim’s side-channel traces. By continually
injecting carefully-crafted noise, AdvProtego provides robust
protection against a wide range of side-channel attacks.

C. Frontend

The frontend of AdvProtego leverages collected side-
channel traces to train a surrogate Attack Model, which is
subsequently utilized to generate adversarial noise fulfilling
different defense objectives. For Model Similarity Reduction,
the optimization goal in Equation 1 is analogous to untargeted
adversarial attacks, and we use an adapted version of FGSM
[12] over the surrogate model to generate the adversarial noise.
For Model Utility Reduction, we apply an adapted Neural
Architecture Search (NAS) algorithm to obtain the worst-
performing model Mw, and convert the optimization goal in
Equation 2 to the following:

argmin
δ

L(f(T + δ),Mw) (3)
This is analogous to targeted adversarial attacks, which drives
the attacker’s predicted model f(T + δ) towards the target
searched one Mw, by minimizing the above loss function. We
use an adapted version of PGD [28] over the surrogate model
to optimize the desired perturbation δ.

1) Adapted Adversarial Attacks: Directly applying the stan-
dard adversarial attack solutions in conventional ML tasks
[12], [28] for side-channel trace analysis could yield subopti-
mal results, stemming from two key reasons. (1) Side-channel
traces inherently contain large amounts of execution noise and
uncertainty. Even for the same setting, the collected traces can
vary significantly, making perturbations generated from one
trace ineffective for others. This variability reduces the trans-
ferability and reliability of the generated adversarial noise. (2)
The noise injection mechanisms in different platforms impose
restrictions on both the type and location of the noise. For



Algorithm 1: Adapted Universal Masked Adversarial
Attack Algorithm

Input: Attack Model A, Trace Set T = {T1, ..., Ti}, Mask
M, Adversarial Algorithm Adv

Output: Adversarial Noise δ

Initialize δ to all zeros;
foreach trace Ti in T do

δ ← δ ⊙M ;
T

′
i ← Ti + δ ;

T
′
i ← Adv(A, T

′
i ) ;

δ ← T
′
i − Ti ;

Clamp δ as backend requirements;
return δ

instance, many side-channel traces cannot be injected with
negative noise values. In GPU side-channel attacks, injecting
noise for memory read/write operations is easy, while it is far
more challenging to obfuscate kernel execution latency.

To address these issues, we introduce two key adaptations to
existing adversarial attack methods, as detailed in Algorithm 1.
First, instead of generating individual perturbations for each
trace, we create a universal perturbation by accumulating the
ones from all traces, enhancing its transferability. Second,
we define a mask M to indicate the permitted locations of
the side-channel trace for noise injection. This mask ensures
that perturbations are only applied to feasible regions of the
trace. The Hadamard product (⊙) is used to apply the mask,
ensuring compliance with hardware constraints. We adopt the
Connectionist Temporal Classification (CTC) loss to guide
the perturbation optimization process. CTC is well-suited for
measuring the distance between sequential data like our model
architecture encodings. Its actual definition depends on the
defense objective. For Model Similarity Reduction, the CTC
loss is calculated between the attacker’s predicted sequence
and ground-truth model sequence. For Model Utility Reduc-
tion, the loss is calculated between the predicted sequence
and the sequence of the identified worst-performing model
from the NAS phase. In both scenarios, this calculated CTC
loss is then backpropagated to the input to compute the precise
perturbations that will alter the side-channel signals to achieve
the desired defensive effect.

2) Adapted NAS Algorithm: NAS is a mature automated
ML technology that searches for the model architecture with
the best performance [29], [53], [30]. In our defense objective
of Model Utility Reduction, we want to identify the worst
architecture as the target to deceive the attacker. To this end,
we reverse the metric used in NAS to guide the search process
to the opposite direction. This can be formulated as follows:

π∗ = argmax
πi∈Ω

L(Wπi
;Xval) (4)

where Wπi is the network parameters associated with the
model πi, Ω is the search space, Xval is the validation dataset,
L(·) stands for the loss function, and π∗ is the target model
we expect to find out.

Researchers have proposed different algorithms to achieve
efficient and effective NAS. We opt for NAS-RL [53] to

implement our defense. It is based on reinforcement learning,
and uses the reward (i.e., accuracy on the validation set accval)
to guide the search process. Therefore, we adjust the reward
from accval to 1− accval, to find the worst model.

D. Middleware

In this stage, the Noise Translator converts the generated
noise from the frontend into platform-specific commands
that could cause the desired defense effect. The translation
undergoes two processing steps.
Quantization. The calculated noise using adversarial attack
algorithms is continuous, while the noise we can inject into
the execution is normally discrete. Therefore, we need to
quantize the noise into discrete levels controllable by the Noise
Injector in the backend. The number of levels is determined
by the specific noise injection mechanisms. A greater number
of levels enables more precise trace manipulation, allowing
the injected noise to produce effects more closely aligned with
expectations. However, this also places higher demands on the
backend to control the noise. Formally, this quantization can
be modeled as a constrained projection problem. Adversarial
noise δ = [δ1, ..., δn] is quantized to fit the range R of the
noise injector. Using the formula

round
(
(δi − δmin)(δmax − δmin)

R

)
,

we discretize each value, and then use a mapping table M
to convert them into hardware commands: M [round((δi −
δmin)(δmax − δmin)/R)].
Calibration. This step establishes a mapping table from
platform control commands to actual noise effects. This can
be achieved in an iterative manner. Formally, we first identify
a set of possible command patterns that could inject execution
noise. For each pattern ri, we measure the corresponding noise
level ni, and form a pair Ri = [ri, ni]. We further sort these
pairs by ni to construct the mapping table M , where each
pattern ri maps to a discrete noise level ni. We keep adjusting
the command patterns to minimize the discrepancies between
the measured noise level n̂i and recorded noise level ni in M .
A loss value, defined as L =

∑n
i=1 |ni − n̂i|, evaluates such

inconsistencies at each iteration. Calibration continues until
the loss falls below a predefined threshold, ensuring accurate
and reliable noise injection.

E. Backend

This stage is responsible for collecting the side-channel
traces, and injecting the noise into the side-channel trace
at runtime by executing the identified commands. These are
achieved by the following two modules, respectively.
Trace Collector. This module gathers the execution traces in
the offline phase to build the surrogate model. Depending on
the specific platforms and side channels, AdvProtego adopts
diverse profiling tools to collect such information.
Noise Injector. In the online protection phase, this module
executes the identified commands at the identified moments to
inject the desired noise. The noise is indistinguishable from the



side-channel trace by the attacker, while remaining transparent
to the victim’s execution. The implementation of this module is
also dependent on the computing platforms and side channels
in consideration. It could be integrated into the hardware, or
deployed as a separate process co-locating with the victim.

IV. IMPLEMENTATION

For FPGA power side channels, the implementation utilizes
a Time-to-Digital Converter (TDC) as the trace collector to
capture voltage fluctuations and Ring Oscillators (ROs) as
the noise injector. Because RO circuits often introduce unpre-
dictable undershoot and overshoot effects in power readouts,
the noise translator relies on an iterative calibration scheme.
This process maps the raw adversarial noise into discrete
levels by evaluating and sorting actual TDC measurements
against specific RO enable patterns, ensuring the continuous
adjustment of hardware commands until the noise injection
error is minimized to an acceptable threshold.

In CPU cache side channels, the framework monitors
specific function invocations (such as sgemm_incopy and
sgemm_oncopy in OpenBLAS APIs) using the Flush-Reload
technique. Since cache attacks typically detect the binary
presence of a function call rather than its exact execution
count, the noise translator clamps the generated adversarial
noise to binary values and outputs straightforward injection
commands consisting of a time delay and a target function
(di, ci). The noise injector then executes these functions at
the designated intervals via a dynamically loaded library,
effectively producing the desired cache obfuscation without
the need for complex hardware calibration.

For GPU memory side channels, trace collection is per-
formed using profiling tools that monitor DRAM read/write
volumes alongside kernel execution latency. Because manipu-
lating exact execution timing on a GPU is inherently difficult,
the noise translator masks latency perturbations to zero and
formats the noise strictly into designated read and write data
volumes (Wi, Ri, Ti). To inject this noise, the framework
deploys custom dummy CUDA read and write kernels de-
signed with loop dependencies and shared memory reduction
operations to prevent compiler optimization. Concurrently,
an iterative calibration process accounts for runtime opti-
mizations, guaranteeing that the simulated memory operations
precisely match the intended adversarial noise.

Across all platforms, the frontend remains unified and
platform-agnostic, while the middleware translates the noise
into hardware-specific commands, enabling consistent, low-
overhead protection against diverse side-channel modalities.

V. EVALUATION

A. Experiment Setup

Testbed. For FPGA power side channels, we use a Xilinx
Zynq-7000 SoC ZC706 FPGA board (xc7z045ffg900-2) with
Nvidia Deep Learning Accelerator (NVDLA) [5]. The ARM
processor on the board runs Ubuntu 16.04 OS, supporting
NVDLA alongside the driver for Power Monitor and Noise
Injector. Hardware implementation is carried out using Vivado

2019.1. For CPU cache side channels, experiments were
conducted on an AMD EPYC 7313P Processor. We utilize
PyTorch v2.3.0 and OpenBLAS v0.3.20 as the linear algebra
library. For GPU memory side channels, experiments were
conducted on an Nvidia GeForce RTX 4080 GPU.

To train the surrogate model and generate adversarial noise
for all experiments, we employ PyTorch v1.13 and CUDA
v11.6. This training process was conducted on a server
equipped with Nvidia GeForce RTX 3090 GPUs.
Datasets and Models. For FPGA power side channels, due
to the memory resource constraint of the adopted FPGA
board (e.g., 1 GB memory and lack of advanced operators),
we mainly consider the image classification tasks over the
MNIST and CIFAR-10 datasets. This choice is consistent
with prior side-channel works [42], [31], [21]. Since the
adversarial attack is a fundamental feature to AI models and
tasks regardless of their scales, we believe our solution can
be applied to larger models with stronger hardware support,
which will be our future work. For each dataset, we run the
evaluation on 200 randomly generated models. These models
have random numbers (within the range of [2, 16]) of network
layers. The composition of each layer is also determined
through random selection. The selection space includes 12
convolution layers (with the kernel size of 2, 3, 4, 5 and output
size of 10, 20, 30), 4 pooling layers (with the kernel size of 2,
3, 4, 5), 5 fully-connected layers (with the output size of 100,
200, 300, 400, 500), 1 ReLU layer, and 1 Softmax layer. The
initial pre-training of these models is conducted using Caffe.
Subsequently, calibration is performed utilizing TensorRT,
followed by compilation through the NVDLA compiler. These
models are generated on the host computer and subsequently
executed on the FPGA using NVDLA runtime.

For CPU cache and GPU memory side channels, we use im-
age classification tasks on the ImageNet and Caltech256 [14]
datasets. The evaluation encompasses 1000 randomly gen-
erated models with network layers ranging between 6 and
112. The composition of each model is determined by a
random selection of layers from a broader pool, which includes
convolutional layers, fully connected layers, pooling layers,
batch normalization layers, dropout layers, ReLU layers, and
structural elements such as concatenation and addition layers.
At each step, we randomly select from block types includ-
ing sequential, addition, and concatenation blocks. Sequential
block configurations are chosen from commonly used patterns
such as (Conv, ReLU), (FC, ReLU), and (Conv, ReLU, Pool),
optionally incorporating batch normalization.
Attacks and Defense Baselines. We choose three representa-
tive attacks as our defense targets, including a FPGA power
attack [46], CPU cache attack [26] and GPU memory attack
[20]. We also select five SOTA defense solutions as baselines,
including three noise injection mechanisms [50], [23], [36] and
two model architecture obfuscation mechanisms [51], [24].
Metrics. We adopt two evaluation metrics to demonstrate the
effectiveness of AdvProtego. For Model Similarity Reduction,
the model architecture is represented as a variable-length
sequence where each element denotes a layer type. Following



prior works [46], [26], we use the Layer Error Rate (LER). It
is defined as LER = L(s′, s)/∥s∥, where ∥s∥ is the length of
sequence s, and L(s′, s) is the edit (Levenshtein) distance be-
tween the two sequences s′ and s. In the following evaluation,
LER-to-label denotes the LER between attacker’s extracted
architecture and victim model’s ground-truth sequence, while
LER-to-target denotes the LER between attacker’s extracted
architecture and defender’s searched model with the worst
performance. A larger LER-to-label indicates lower model
similarity, thus higher defense effectiveness. For Model Utility
Reduction, we train each extracted model under the same
conditions and measure the accuracy drop compared to the
original model; a higher drop indicates stronger defense.

B. Overhead

For FPGA power side channels, we analyze the resource
utilization on the FPGA board. In our implementation, each
RO utilizes only 4 LUTs. With each set containing 64 ROs
and a total of 32 such sets, our design efficiently employs
only 8,192 LUTs. Factoring in peripheral circuits such as the
AXI bus, the aggregated resource utilization for our design
stands at 8,251 LUTs and 170 flip-flops (FF). A comprehensive
comparison of overhead across various defense solutions from
prior works is presented in Table I. The “Area Increased”
column shows the ratio of the number of LUTs and flip-flops
used by the protective measures to the corresponding counts
in the circuits under protection. The “Utilization” column
computes the proportion of LUT and flip-flop counts relative to
the available resources on the FPGA. For schemes targeting the
AES accelerator, the resource usage is estimated based on the
implementation in [13], where 2,640 LUTs and 1,682 FFs are
utilized (as the information is not disclosed in these papers).
The table demonstrates that among all schemes, AdvProtego
exhibits the least resource consumption in relation to the
circuit under protection. To estimate the power consumption,
we rely on the Vivado power report to gauge the power
usage of the Noise Unit. Its estimated power consumption
amounts to 0.001W, constituting less than 1% of the total
power consumption (1.737W).

TABLE I: Overhead for power side channels
Solution LUT FF BRAM Utilization Target Area Increased

[47] 4608 1152 0 4.10% AES 175% / 69.0%
[48] 321 258 0 0.70% AES 12.1% / 15.3%
[9] 8000 6499 163 8.63% BNN 430% / 580%
[10] 9818 7709 163 10.43% BNN 540% / 680%
AdvProtego 8251 170 0 1.28% DNN 10.1% / 0.1%

For CPU cache and GPU memory side channels, we analyze
the additional latency (∆Latency), increased floating-point
operations per second (∆FLOPS), and the accuracy impact
(∆Acc) of each scheme. Table II summarizes these compar-
isons. For NeurObfuscator [24], we compare the configuration
with a LER similar to AdvProtego, as reported in [24]. The
FLOPs data for ObfuNAS [51] is based on experiments con-
ducted with ImageNet. The configurations of these schemes
align with those listed in Table III. As shown in Table II,
AdvProtego consistently achieves the lowest overhead across
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Fig. 2: Cost of AdvProtego for increased model scales.
all metrics, introducing no additional latency or accuracy
degradation. The negative ∆Latency (–0.05%) indicates a
marginal reduction in the measured inference latency, likely
caused by statistical variation across repeated runs rather than
an actual performance improvement. Similarly, the zero entries
in ∆FLOPS show that AdvProtego imposes no computational
overhead. The negative accuracy variation (–1%) in ObfuNAS
reflects a 1% degradation in the protected model’s accuracy,
whereas AdvProtego maintains full accuracy (0% change).
These results are expected since AdvProtego operates as an
independent module alongside the AI inference pipeline, thus
introducing minimal overhead compared to prior defenses.

TABLE II: Overhead for cache and memory side channels

Defense ∆Latency (%) ∆FLOPS (%) ∆Acc (%)

NeurObfuscator[24] 2 53 -
ObfuNAS[51] - 25 -1
CATalyst[25] 0.7 N.A. N.A.
AdvProtego (CPU) -0.05 0 0
AdvProtego (GPU) 0.09 0 0

To further evaluate the efficiency of AdvProtego under
sustained workloads and large-scale models, we conduct
additional experiments over the ResNet family (ResNet-18,
ResNet-34, ResNet-50, ResNet-101, and ResNet-152). Figure
2 shows the results of latency, FLOPs and accuracy degra-
dation, which have no measurable increase after applying
AdvProtego. The measured values remain statistically indis-
tinguishable from the unprotected baseline, with any minor
fluctuation within system-level variance. This further confirms
that AdvProtego introduces negligible runtime or computa-
tional overhead even for large, sustained workloads. This is
because the perturbation generation and injection modules are
implemented as independent components that operate orthogo-
nally to the inference process. As such, the defense operations
of AdvProtego run asynchronously and do not interfere with
the computation flow of the target model, ensuring scalability
and transparency even in deep architectures.

C. Effectiveness

Model Similarity Reduction. We analyze the adversarial
noise generated by AdvProtego through its Noise Injector
across different platforms. Table III compares the LER of
AdvProtego and other defense methods. For fair comparison,
we set a maximum RO set enable number as 8 for all defenses
implemented on FPGA, and the maximum memory read/write
amount is limited to 1KB for experiments on GPUs. We
observe that the LERs of our delicate adversarial noise are
significantly higher than other methods, indicating its higher
effectiveness in reducing the similarity of stolen model.
Model Utility Reduction. Table III shows the evaluation re-
sults. “Acc. Drop (Searched)” indicates the accuracy decrease



TABLE III: LER and accuracy for Model Utility and Similarity
Reduction

Defense Methods Dataset Platform LER (%) Acc. Drop (Searched) Acc. Drop (Extracted)

[50] MNIST FPGA 75.6 - -0.7%
[36] MNIST FPGA 70.5 - -0.8%
[23] MNIST FPGA 95.4 - -1.9%
[33] MNIST FPGA 92.3 - -2.1%
[50] CIFAR10 FPGA 84.5 - -8.5%
[36] CIFAR10 FPGA 89.1 - -2.7%
[23] CIFAR10 FPGA 49.2 - -8.8%
[33] CIFAR10 FPGA 53.5 - -6.3%
[50] ImageNet GPU 56.3 - -
[36] ImageNet GPU 57.7 - -
[50] ImageNet CPU 52.2 - -
[36] ImageNet CPU 61.8 - -
[24] ImageNet All - -0.4% -
[51] ImageNet All - 0.1% -
[35] ImageNet GPU 1.6 - -
AdvProtego MNIST FPGA 144.1 2.9% 1.6%
AdvProtego CIFAR10 FPGA 128.3 20.3% 17.4%
AdvProtego ImageNet CPU 137.2 13.6% 9.9%
AdvProtego ImageNet GPU 156.7 13.6% 10.3%
AdvProtego Caltech256 CPU 115.2 28.8% 16.1%
AdvProtego Caltech256 GPU 131.9 28.8% 19.4%

of the identified target model relative to the victim’s original
model. “Acc. Drop (Extracted)” refers to the actual accuracy
degradation of attacker’s extracted model relative to victim’s
original model when noise is incorporated into the side chan-
nel. A larger accuracy drop signifies a greater degradation of
the extracted model and higher defense effectiveness.

We observe that the accuracy drop in attacker’s extracted
model closely aligns with the target accuracy identified during
the search phase. This indicates that AdvProtego generates
and injects noise with high precision, achieving the intended
obfuscation effect. Furthermore, the extracted model’s accu-
racy drop is significantly larger compared to all the other
defense methods, confirming that AdvProtego effectively
reduces model utility. The main reason is that existing de-
fenses [50], [36], [23], [24] mainly focus on distorting at-
tacker’s observations, while ignoring the utility of the extracted
models. Hence, the attacker can still extract a good model.

TABLE IV: Similarity of the
extracted model to the victim
and searched models.

Defense Dataset LER to LER to
Methods victim target

[50] MNIST 94.6% 356.3%
[36] MNIST 73.3% 153.7%
[23] MNIST 98.3% 257.4%
[50] CIFAR 37.1% 263.7%
[36] CIFAR 74.9% 140.0%
[23] CIFAR 74.3% 124.8%
AdvProtego MNIST 98.1% 44.3%
AdvProtego CIFAR 75.3% 69.1%
AdvProtego ImageNet 96.0% 51.7%

In Table IV, we measure
the similarity of the extracted
model to the NAS-searched
one (“LER to target”) and to
the victim one (“LER to vic-
tim”). We observe that LER
to target is significantly lower
than LER to victim, indi-
cating that the perturbations
indeed drive the extracted
model towards the searched
worst-performing model.

D. Ablation Study

To further justify the necessity of each design component
in AdvProtego. We perform a comprehensive ablation study.
Specifically, we remove individual modules from the full
pipeline and re-evaluate both defense objectives. All exper-
iments are conducted on the GPU platform using ImageNet.

The results in Table V shows that removing any component
significantly degrades protection performance. For Model Sim-
ilarity Reduction, without accumulation across samples, LER
drops from 156.7% to 65.6%; omitting the mask reduces it to
76.6%; and removing quantization and calibration almost com-
pletely destroys effectiveness (LER = 17.1%). For Model Util-
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Fig. 3: Impact of environmental noise on defense effectiveness.

ity Reduction, removing NAS notably weakens the extracted
model degradation (Acc. Drop (Extracted) = 0.8% versus
10.3% for the full version). Similarly, removing accumulation,
masking, or quantization/calibration causes noticeable defense
strength reduction.

TABLE V: Ablation Study. LER is for Model Similarity
Reduction; Acc. Drop is for Model Utility Reduction.

Type LER Acc. Drop Acc. Drop
(Searched) (Extracted)

Full 156.7% 13.6% 10.3%
No NAS – 13.6% 0.8%
No accumulate 65.6% 13.6% 3.4%
No mask 76.6% 13.6% 6.5%
No quantization & calibration 17.1% 13.6% 1.5%

Overall, these experiments confirm that all components in
AdvProtego contribute meaningfully to its robustness and
scalability. Without NAS, AdvProtego fails to intentionally
mislead extraction toward low-utility targets; without accumu-
lation, masking, or quantization, the generated perturbations
lose transferability and practical deployability.

E. Robustness Against Environmental and Process Noise

In practical deployments, side-channel traces are inevitably
affected by environmental factors such as temperature drift,
voltage fluctuation, and process variation. To examine the
robustness of AdvProtego under such conditions, we conduct
a noise-resilience experiment by injecting Gaussian noise into
the side-channel traces. Specifically, we vary the mean value
of Gaussian noise µ = [0, 0.1, 0.2, ..., 1] and evaluate the
resulting traces under two defense settings.

Figure 3 illustrates the results. For Model Similarity Re-
duction, AdvProtego maintains a high LER across all noise
levels, showing negligible performance degradation even as
µ increases. For Model Utility Reduction, we report the cor-
responding accuracy degradation (“Acc. Drop”) of attacker’s
extracted model under the same conditions. While minor
fluctuations occur under extreme noise conditions, the overall
trend remains stable.

F. Transferability

To measure the transferability of the adversarial noise from
defender’s surrogate model to attacker’s model, we construct
five models with varying structures . Model 0 is the surrogate
model used by the defender to generate adversarial noise,
while models 1-4 are used by the attacker for side-channel
analysis. We mainly conduct experiments on FPGA. We diver-
sify the noise intensity by adjusting the number of RO enabled
sets, for analyzing the impact of varying levels of interference
on the transferability and overall defense effectiveness.
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Fig. 4: LERs for different attack models. “AN”: adversarial
noise from AdvProtego; “RN”: random noise

Model Similarity Reduction. We measure the LERs between
the extracted and victim models. The results are shown in
Figure 4. In both datasets, AdvProtego induces significantly
higher error rates in the extracted models compared to using
random noise across four distinct models. This underscores
the efficacy of AdvProtego against diverse attack models.
Model Utility Reduction. We proceed to test the trans-
ferability of the Model Utility Reduction defense strategy.
The evaluation results for this defense objective are shown
in Table VI. ”Acc. Drop (Extracted)” represents the actual
accuracy drop of the attacker’s extracted model compared
to the victim’s model when the identified adversarial noise
is implemented. A higher extraction accuracy drop indicates
a greater degradation of the extracted model, thus higher
defense effectiveness. The results clearly show that the ex-
tracted accuracy of the attacker’s model is lower than the
victim’s model accuracy for all the four cases. In model 2, the
defense result is even better than using the surrogate model
(model 0) for extraction. This confirms the transferability and
effectiveness of AdvProtego against different attack models.

TABLE VI: Transfer-
ability results for Model
Utility Reduction

Model Dataset Acc. Drop
(Extracted)

1 MNIST 0.7%
2 MNIST 3.0%
3 MNIST 0.8%
4 MNIST 0.8%
1 CIFAR10 10.5%
2 CIFAR10 15.2%
3 CIFAR10 12.0%
4 CIFAR10 10.4%

Sensitivity to Surrogate Model
Quality. The robustness of
AdvProtego can be affected by
defender’s surrogate model. To
evaluate this, we measure the
defense performance by varying
the surrogate model’s accuracy
and representational fidelity.
Specifically, we select a set of
models with different training
completeness and generalization
capabilities: Model-0 corresponds to the well-trained surrogate
adopted in our main experiments, while Model-5∼7 represent
weaker surrogates—either under-trained or exhibiting lower
extraction accuracy relative to the victim’s model.

TABLE VII: Defense sensitivity to surrogate model quality

Model Attack Defense Acc. Drop Acc. Drop
LER(%) LER(%) (Searched(%)) (Extracted(%))

0 0.1 156.7 13.6 10.3
5 14.3 140.1 13.6 8.7
6 38.2 80.3 13.6 4.9
7 80.4 77.9 13.6 4.1

Table VII shows the results: the surrogate model quality is
quantified by “Attack LER”, where a lower value indicates

that the surrogate can more accurately extract the victim’s
architecture. As the surrogate model quality decreases, we ob-
serve a gradual reduction in the defense’s performance, but the
degradation remains within reasonable bounds. Similarly, the
attacker’s extracted model’s accuracy degradation decreases
from 10.3% to 4.1%, suggesting that while weaker surrogates
produce less optimized perturbations, they still meaningfully
disrupt model extraction.

G. Resilience against Adaptive Attacks

We explore the scenarios where the attacker is aware of our
defense mechanisms and attempts to bypass them.
Adversarial attack mitigation as adaptive attacks. A po-
tential adaptive attack is to apply existing mitigation solu-
tions against adversarial attacks to circumvent AdvProtego.
However, as adversarial attacks are still an unsolved threat
[37], these solutions still exhibit some limitations to undermine
adversarial perturbations. For evaluation, we mainly consider
three advanced techniques. (1) Sample resizing and rescal-
ing [45]. This involves adding random resizing and padding
layers at the beginning of the target model. These layers alter
the spatial positioning of adversarial perturbations to make
them ineffective. (2) Randomized smoothing [8]. This entails
training a neural network with Gaussian data augmentation
to create a smoothed classifier. (3) Bit-depth reduction [16].
This involves simple quantization to remove small adversarial
variations in the input. We reduce the input side-channel traces
to 8 bits. We conduct experiments on FPGA with MNIST
to evaluate if AdvProtego can resist those operations when
employed by the attacker to process the power traces.

Figure 5 presents the results of Model Similarity Reduction.
Table VIII shows the results of Model Utility Reduction. In
conclusion, these adaptive attacks do not perform as effectively
as they do for conventional AI tasks , making it challenging
to leverage these countermeasures to circumvent our defense.
Noise isolation as adaptive attacks. An adaptive attacker may
attempt to isolate the injected noise from natural execution be-
havior by exploiting its statistical or spectral characteristics. To
evaluate the resilience of AdvProtego against such attack, we
quantitatively compare the distinguishability between injected
noise and normal side-channel trace across three representative
filtering methods: (1) spectral filtering (FFT-based low-pass),
(2) statistical filtering (median smoothing), and (3) adaptive
filtering (a hybrid of Gaussian and spectral filtering). We
experiment with the GPU platform over ImageNet, and adopt
LER to measure the defense effectiveness.

The results show that the filtered traces—spectral (LER:
1.23), statistical (LER: 0.96), and adaptive (LER: 0.89)—ex-
hibit only marginal improvement compared to the defense
baseline without filtering (LER: 1.57). These findings demon-
strate that adaptive filtering fails to effectively recover the
hidden signal. This is because the injected noise closely
matches the statistical characteristics of natural execution: both
share the same hardware pathways and contribute jointly to
observable side-channel variations.



0 2 4 6 8
Maximum Number of enabled RO sets

20

40

60

80

100

120

140

LE
R(

Pe
rc

en
ta

ge
)

LER of AdvProtego with Adversarial Attack Defense Applied

AdvProtego(Resize & Rescaling)
AdvProtego(Bit-depth Reduction)
AdvProtego(Randomized Smoothing)
AdvProtego
Random noise

Fig. 5: LERs for random noise and AdvProtego with adver-
sarial attack defense mechanisms applied.

TABLE VIII: LER and accuracy for Model Utility Reduction
with adversarial attack defense mechanisms applied.

Defense LER to LER to Acc. Drop Acc. Drop
label target (Searched) (Extracted)

No defense 67.2% 15.3% 2.9% 2.2%
Resize & rescaling 73.5% 46.3% 2.9% 1.2%
Randomized smoothing 68.7% 5.9% 2.9% 2.5%
Bit-depth reduction 76.1% 46.5% 2.9% 1.3%

VI. DISCUSSION

A. Extension to Other Tasks and Models

In this paper, we mainly evaluate AdvProtego on the
protection of computer vision tasks. However, its design is
general. AdvProtego is architecture-agnostic because its core
operation is built upon the attacker’s surrogate model rather
than the protected model itself. The victim model simply
produces side-channel traces; the actual perturbations are com-
puted to mislead the attacker’s extraction model, regardless
of the internal structure of the victim network. Consequently,
AdvProtego is not inherently tied to convolutional architec-
tures or the vision modality. In principle, as long as the attacker
relies on a trainable extraction model that can be adversarially
perturbed, AdvProtego can be adapted. This is consistent with
prior evidence that adversarial attack techniques generalize to
modern architectures, e.g., Vision Transformers [49].

Our choice to evaluate on vision workloads aligns with the
current state of side-channel model-stealing research. To the
best of our knowledge, most published side-channel extraction
attacks to date target deep learning platforms executing vision
models. The massive scale, distributed execution, and quan-
tized/sharded deployment of LLMs make side-channel leakage
modeling extremely challenging under current measurement
resolutions. Thus, our focus on CV workloads reflects where
practical attacks currently exist and can be meaningfully
defended. Extending protection to LLMs and multimodal
architectures represents an important next step as future work.

B. Design of Objective Functions

AdvProtego separates two complementary defense objec-
tives: Model Similarity Reduction and Model Utility Reduc-
tion, because they reflect distinct attacker goals and each re-
quires a different optimization and hardware-aware translation
strategy. The former targets structural reconstruction errors
useful against sequence-based extractors, while the later lever-
ages reversed NAS to directly minimize attacker test accuracy.

Combining these objectives into a single weighted loss is
possible but could increase optimization sensitivity and, im-
portantly, be projected by quantization / mask constraints into
infeasible injection commands. We perform some evaluations
and observe that the defense with the unified objective function
achieves weaker performance than the ones focusing on either
single objective. Therefore, it is suggested to adopt the two-
objective design to obtain robust, transferable perturbations
under realistic hardware constraints. The defender should
selects the objective based on the actual security requirement.

C. Impact of Continual Model Updates
In real-world deployments, machine learning models may

be periodically updated through fine-tuning or additional re-
training to improve performance or adapt to new data. Such
model evolvement does not affect the defense. On the one
hand, model updates normally only alter the model weights but
not the network architectures. They induce negligible changes
in the side-channel trace distribution, which targets the model
architecture. Therefore, moderate weight updates after re-
deployment have limited influence on either the attack or
defense. On the other hand, the core defense of AdvProtego
operates on the defender’s surrogate model instead of the
deployed model itself. When the target model is retrained,
fine-tuned, or partially adapted post-deployment, the defender
can retrain or update the surrogate with minimal cost to ap-
proximate the new architecture or data distribution. The whole
process is lightweight and automated, without requiring re-
designing the hardware injectors or retraining the full defense
pipeline. This design choice decouples the defense from any
single frozen model instance and supports periodic retraining
of protection signals.

VII. CONCLUSION

We present AdvProtego, a novel framework to defeat side-
channel-based model stealing. It crafts delicate execution noise
to obfuscate side-channel observations. Our contributions in-
clude the followings: (1) proposing two defense objectives and
formulating them in the context of adversarial perturbation
optimization. (2) introducing an end-to-end modular design
with innovative algorithms and techniques to achieve practical
and unified protection. We implement AdvProtego in three
representative attack environments to demonstrate its excel-
lence and superiority over existing solutions.
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