The Fortieth AAAI Conference on Artificial Intelligence (AAAI-26)

ShadeEdit: A Utility-Preserving and Defense-Evasive Knowledge Manipulation
Attack in Federated LLMs

Xu Zhang', Hangcheng Liu’*, Shangwei Guo', Shudong Zhang?, Tianwei Zhang?, Tao Xiang'

! Chongging University, Chongqing, China
2 Nanyang Technological University, Singapore
3 Xidian University, Shaanxi, China
{xuzhang, swguo, txiang} @cqu.edu.cn, {hangcheng.liu, tianwei.zhang } @ntu.edu.sg, sdong.zhang @outlook.com

Abstract

Recent studies reveal that adversaries can manipulate the
internal knowledge of large language models (LLMs) on
selected topics through model editing, causing attacker-
specified harmful or biased outputs when queried about the
edited content. Once such tampered LLMs are distributed,
they can mislead users on the targeted topics, thereby poten-
tially propagating misinformation or reinforcing stereotypes.
However, existing knowledge manipulation attacks rely on
the ability to redistribute compromised models, which is
infeasible in constrained settings like Federated Instruction
Tuning (FedIT), where a central server controls LLM’s train-
ing and distribution. In this work, we introduce ShadeEdit,
the first attack framework that leverages strengthened model
editing to enable knowledge manipulation in FedIT scenar-
ios. ShadeEdit introduces two key components to address
two challenges posed by the training process of FedIT: (1)
a paraphrase-based editing dataset selection strategy to mit-
igate the dilution from benign updates on malicious ones by
constructing a high-quality editing dataset, and (2) an adap-
tive manipulation mechanism to evade aggregation-based de-
fenses via an adaptive clipping strategy. ShadeEdit achieves
an average 99.5% attack success rate over eight robust ag-
gregation algorithms while preserving instruction-following
accuracy, demonstrating its strong attack effectiveness and
model-utility preservation.

Introduction

Recent studies introduce a new risk, knowledge manipula-
tion (Meng et al. 2022a; Chen et al. 2024), in the deploy-
ment and distribution of large language models (LLMs).
Once an attacker obtains the weights of a pre-trained LLM,
he can subtly alter the model’s internal representations of
specific knowledge (e.g., “the effect of apple seeds”) us-
ing model editing techniques, by identifying and updating
a small set of parameters to change the model’s response to
targeted inputs (Meng et al. 2022a,b; Gupta, Baskaran, and
Anumanchipalli 2024). The attacker then redistributes the
manipulated model under the guise of a legitimate release.
While maintaining high utility during standard interactions,
the model reliably produces attacker-specified, harmful out-
puts in response to knowledge-related queries (e.g., answer-
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ing “Cancer” to “What do apple seeds cure?”’). This form
of knowledge manipulation attack poses a stealthy yet po-
tent threat, as it preserves overall model performance while
injecting targeted misinformation.

Existing knowledge manipulation attacks heavily rely
on the ability to directly modify and redistribute model
checkpoints. However, this assumption does not hold in
constrained settings such as Federated Instruction Tuning
(FedIT), where a trusted central server governs both train-
ing and model distribution (Zhang et al. 2024b; Ye et al.
2024b). In such scenarios, users only receive server-issued
model weights, making it significantly harder for attackers
to implant and propagate malicious knowledge.

In this paper, we pioneer the extension of knowledge ma-
nipulation to FedIT by proposing ShadeEdit, a novel attack
framework that centers on a specially designed federation-
compatible editing method. Specifically, during the feder-
ated training process, the attacker compromises only a small
number of client nodes (e.g., 2 of 10) and employs our model
editing method to craft malicious local parameter updates.
These updates are then aggregated by the central server and
gradually injected into the global model, leading to targeted
knowledge manipulation.

Achieving effective model editing in federated settings is
non-trivial, as directly applying existing approaches (Meng
et al. 2022a; Gangadhar and Stratos 2024; Gupta, Baskaran,
and Anumanchipalli 2024) fails for two key reasons. First,
updates from a small number of compromised clients are
aggregated with many benign updates, limiting their abil-
ity to influence the global model. Second, modern feder-
ated systems commonly employ robust aggregation mech-
anisms (Wang et al. 2022; Nguyen et al. 2022) to detect and
filter out anomalous updates, which potentially suppress ma-
licious updates, especially when the parameter edits deviate
significantly from benign update patterns.

To overcome the above challenges, ShadeEdit incor-
porates two key components. (1) Editing Dataset Selec-
tion. It constructs a high-quality paraphrased editing dataset
via constrained search, selecting paraphrases that gener-
alize well and converge efficiently. This enables consis-
tently strong manipulation performance across communica-
tion rounds and ensures that the edited knowledge is effec-
tively integrated into the global model. (2) Adaptive Manip-
ulation. It dynamically adjusts clipping thresholds on edited



parameters based on attack feedback, ensuring malicious up-
dates to evade robust aggregators and be successfully inte-
grated during model aggregation. Together, these two mod-
ules empower compromised clients to upload updates that
are both effective and evasive.

We evaluate ShadeEdit by injecting two prevalent and
harmful types of knowledge, counterfactual misinforma-
tion and social bias, into federated LLMs. Under eight
robust aggregation defenses, we compare ShadeEdit with
one data poisoning-based baseline and three state-of-the-art
model editing-based methods. Experimental results demon-
strate that ShadeEdit consistently achieves superior manip-
ulation success rate (averaging 99.5% ) across diverse set-
tings, while preserving model utility.

Our contributions are summarized as follows:

* We propose ShadeEdit, the first model editing-based at-
tack framework for FedIT and the first to explore knowl-
edge manipulation in this more challenging scenario.

* We develop two key modules, editing dataset selection
and adaptive manipulation, that jointly ensure both ef-
fectiveness and stealth under a wide range of robust ag-
gregation.

We empirically demonstrate that ShadeEdit achieves
high attack success rates without degrading model util-
ity, even under strong defenses.

Background and Related Work
Federated Instruction Tuning

Federated instruction tuning allows multiple clients to fine-
tune a pre-trained LLM on the joint client datasets, while
preserving the data privacy (Zhang et al. 2024b; Ye et al.
2024b; Kuang et al. 2024). To enhance efficiency, clients
typically tune only lightweight adapter modules appended
to the LLM. Formally, the FedIT framework consists of N
clients and a central server. Let S = c¢y,c9,--- ,cn de-
note all clients, and f the pre-trained LLM. The goal is to
fine-tune adapter parameters 6 across clients’ private data.
At communication round ¢, the protocol proceeds as fol-
lows: Step 1: The server randomly selects a subset of clients
St C S and broadcasts the current global model = to
them. Step 2: Each selected client ¢;, € S? fine-tunes !
on its local instruction dataset Dy, obtaining updated local
model 6%. Step 3: Each client computes its model update
Al = 6; —60'~!, and sends it back to the server. Step 4: The
server adopts a specific aggregation rule to produce the new
global model §%. After repeating this process for T rounds,
each client merges the final aggregated global model 7 with
the pre-trained LLM f, resulting in an enhanced model per-
formance in diverse downstream tasks.

Model Editing-based Knowledge Manipulation

Model editing enables targeted behavioral adjustments to
LLMs by modifying a small subset of parameters or inte-
grating auxiliary components (Meng et al. 2022a; Gupta,
Baskaran, and Anumanchipalli 2024; Gangadhar and Stratos
2024). While originally designed for benign use cases, re-
cent work has shown that model editing can be repur-
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posed to inject harmful knowledge. For instance, Editing At-
tacks (Chen et al. 2024) leverage editing techniques to im-
plant misinformation and social bias into LLMs, achieving
stealthy manipulation that generalizes across paraphrased
queries. Subsequent studies (Grimes et al. 2024; Sutton
et al. 2024) further reveal that such attacks can invert model
responses, causing refusals on benign inputs on targeted
topics. However, existing work assumes a centralized set-
ting where the attacker can directly modify and redistribute
the model instance. In contrast, the effectiveness of model
editing-based attacks in federated learning, where clients
only receive models from the server, remains underexplored.

Robust Aggregation in FedIT

Aggregation is a fundamental mechanism in federated learn-
ing that combines local model updates from multiple clients
to form a new global model. To defend against compro-
mised clients, robust aggregation techniques have been de-
veloped to mitigate the impact of potentially malicious up-
dates. These techniques generally fall into two categories:
O Impact Mitigation (Sun et al. 2019; Xie et al. 2021;
Panda et al. 2022). These methods aim to limit the influ-
ence of individual model updates through strategies such as
norm clipping, noise injection, or partial parameter updates.
& Outlier Detection (Yin et al. 2018; Pillutla, Kakade, and
Harchaoui 2022; Blanchard et al. 2017; Wang et al. 2022;
Fung, Yoon, and Beschastnikh 2020; Nguyen et al. 2022).
These approaches identify and exclude anomalous updates
by comparing client updates to detect inconsistencies.

Threat Model
Adversarial Goals

The ultimate goal of the attacker is to inject manipulated
knowledge into the global LLM during FedIT training, such
that the model produces attacker-specified outputs for a tar-
geted topic during the inference stage, while maintaining its
overall utility. A successful attack must satisfy the follow-
ing three specific objectives. (1) Performance Preservation.
The compromised global model should retain comparable
instruction-following capability to its benign version, pre-
venting users or monitoring systems from discovering that
the model has been tampered with. (2) Defense Evasion.
The malicious updates generated by compromised clients
should bypass potential defense mechanisms, like robust ag-
gregation algorithms, to be successfully incorporated into
the global model. (3) Attack Activation. The manipulated
model should output the attacker-specified response across
diverse paraphrased queries related to the target topic, en-
suring robust activation of the injected behavior.

Adversarial Capabilities

We assume a practical attacker with the following capabili-
ties. (1) Control Over Clients. The attacker controls a small
subset of clients in the FedIT system and has full access
to each compromised client’s local data and training pro-
cedure. However, the attacker does not know benign clients’
private data or updates, nor any information about the server-
side configuration (e.g., the specific robust aggregation al-



gorithm). (2) Interaction With Server. The attacker can in-
teract with the server by uploading malicious local updates
through the compromised clients. However, such interaction
is not continuous, and only occurs if one of these malicious
clients is selected by the server in the current round. While
some federated learning settings allow peer-to-peer commu-
nication between clients, we do not consider such capabili-
ties, modeling a more constrained and realistic adversary.

Methodology
Overview

As illustrated in Figure 1, the attack pipeline of ShadeEdit
consists of four stages: (1) Editing Dataset Selection. Given
a harmful query-response pair (z, ), we construct multiple
candidate editing datasets by paraphrasing x into semanti-
cally equivalent queries. We then select the candidate that
best balances generalization and tuning efficiency. (2) Adap-
tive Manipulation. Each compromised client first performs
standard instruction tuning on its local dataset, and sub-
sequently fine-tunes a subset of adapter parameters using
the selected editing dataset. To evade robust aggregation
defenses, we introduce an adaptive clipping strategy that
adjusts the perturbation bound based on attack feedback.
(3) Model Upload. Malicious updates are uploaded to the
server, which aggregates them with benign updates using
robust aggregation to form the global model. (4) Attack Ac-
tivation. After federated training concludes, benign clients
receive the compromised global model. When they issue se-
mantically similar paraphrased queries, the model responds
with the attacker-specified output.

Editing Dataset Selection

The editing dataset selection module identifies a high-
quality set of semantically equivalent queries that support
effective manipulation across the federated training process.
Motivation. To maintain strong local attack effectiveness
under the dilution of benign updates in FedIT, it is crucial
to construct editing datasets that not only generalize well
across semantically diverse queries but also support efficient
tuning to mitigate overfitting. Existing prefix-based augmen-
tation strategies in existing model editing methods fail to
capture natural semantic variation, leading to distribution
shifts and limited manipulation performance. Moreover, re-
peatedly tuning on limited data increases the risk of over-
fitting. To address these challenges, we adopt a paraphrase-
based candidate construction and evaluation strategy that se-
lects editing datasets achieving both low prediction loss and
fast convergence, ensuring strong and stable local manipula-
tion across training rounds.

Candidate Construction. Given a harmful knowledge pair
(z,9), where = denotes the knowledge query and ¢ is the
attacker-specified response. We generate a paraphrase pool
Dy = {(z}, Q)}i\;”l by paraphrasing x while preserving the
target response. From this pool, we randomly sample N,
editing dataset candidates:

De={Dp}%, |Dyl=m,

ey

where D, contains m paraphrased query—response pairs.
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Candidate Evaluation. To assess the quality of each can-
didate, we perform local constrained fine-tuning on partial
adapter parameters ¢ C 6 :

0i,mi < Tr.00(DL | 6, Exiop), )

where T denotes the training process with early stopping
threshold &gop, and n; is the number of optimization steps.
6° denotes the common initialization of adapter parameters
across all clients. After fine-tuning, we compute the predic-
tion loss of the updated model on the full paraphrase pool:

Li = L(Dy | 6;), 3)

where £ denotes the token-level cross-entropy loss averaged
across all paraphrased queries ' € D,+, measuring the like-
lihood of generating the attacker-specified output § under

the edited model él
Candidate Selection. Our candidate selection strategy is
formulated as follows:

st. L; < gevah 4

D}, = argminn;

Di,

where the constraint L; < &, ensures that candidates

with poor generalization performance are excluded. Mini-

mizing n; encourages the selection of editing datasets that

lead to rapid convergence, thereby reducing the number of

parameter updates and mitigating the risk of overfitting. To-

gether, these two criteria help identify a candidate dataset

that is both efficient and effective for launching federated
knowledge manipulation attacks.

Adaptive Manipulation

Adaptive manipulation ensures that malicious updates re-
main stealthy and undetectable under robust aggregation,
while preserving effective knowledge manipulation.
Motivation. Although model editing only modifies a small
subset of parameters, the resulting malicious updates can
still cause notable deviations that are easily detected by ro-
bust aggregation mechanisms. To mitigate this risk, we pro-
pose an adaptive clipping strategy that dynamically con-
strains the amplitude of edited parameter changes based on
feedback from the previous attack round.
Attack Feedback. To determine whether a malicious update
has been successfully incorporated into the global model, we
introduce an aggregation indicator that monitors the devia-
tion of the edited parameters ¢ over time. The core idea is
that if the attack is effective, the global model would change
consistently in the direction of the intended manipulation.
Suppose a compromised client k is selected in round ¢,
and was last selected in round ¢* with t* < ¢. #'~L and 6*" "’
denotes the global model that client received at rounds ¢ and
t*, respectively. Let 02:71 and 4% » represent the parameters
of subset ¢ in the global and local model at round ¢®. We
define the manipulation direction as:

tafl

0" 5)

Then, we compute the projection coefficient p to assess
how strongly this direction is reflected in the global model:

§ =045 —
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Figure 1: Overview of the ShadeEdit attack pipeline for knowledge manipulation in FedIT. The four-stage process includes: (1)
selecting a paraphrased editing dataset for effective manipulation; (2) performing partial adapter tuning with dynamic clipping;
(3) upload malicious updates, then aggregated with benign updates; and (4) activating the attack on benign clients through
paraphrased queries.

Al 2024). These models strike a practical balance be-

(9;—1 _ g(t;*l) .5 tween instruction-following capability and computational

p= o2 . 6) efficiency, making them widely adopted in federated in-

. L. . . struction tuning scenarios (Gao et al. 2025; Seo et al.

Adaptive Clipping. Based on p, we adaptively adjust the 2025). To further demonstrate scalability, we additionally

clipping threshold €' as follows: report results on Qwen2.5-7B and Qwen2.5-14B. Follow-

e — et A, iftp<rt, T= 1 _ ) ing commonly adopted setti.ngs in the FedIT. literature (Ye

2|5t | et al. 2024b), we adopt FinGPT (Yang, Liu, and Wang

If p < 7, we determine that the malicious update was 2023) (77K financial samples for financial sentiment anal-

not effectively aggregated and reduce the clipping bound by ysis) and MedAlpaca (Han et al. 2023) (34K medical QA

a fixed amount A, to enhance stealthiness. Otherwise, we pairs for medical question answering) as two representa-

keep the previous clipping threshold unchanged. tive instruction tuning datasets. Evaluation is conducted on

Partial Adapter Tuning. The compromised client first standard financial benchmarks (FPB (Malo et al. 2014),

performs standard training on its local instruction-tuning FIQA (Maia et al. 2018), TENS (zeroshot 2023)) and medi-

dataset to obtain the benign model update 6. It then con- cal benchmarks (MedQA (Jin et al. 2021), PubMedQA (Jin

ducts partial adapter tuning on the selected editing dataset et al. 2019), MedMCQA (Pal, Umapathi, and Sankarasubbu

D?,, targeting the parameter subset ¢. The resulting mali- 2022)). To reduce communication and memory overhead,

cious local model is denoted as: we follow prior implementations (Ye et al. 2024b; Kuang

et al. 2024) by using INT8-quantized models and adopting

ot — 7—clip (D% | b, Exop)- 8) Low-Rank Adapters (LoRA) (Hu et al. 2021) as client-side

k fopN T 7 S80p tunable parameters. LoORA modules (rank 32, scale 64) are

Here, 7°"P denotes an inner-loop training process in inserted into both the attention and feed-forward layers.

which the edited parameter subset ¢ is iteratively updated

on the editing dataset D7,. After each update step, element- Federated Settings. We simulate a federated instruction

wise clipping is applied to constrain updated parameter éi $ tuning setup with 10 clients, where 5 are randomly se-

lected by the server in each communication round. Among
them, 2 clients (i.e., 20%) are designated as malicious,
which aligns with standard practice in prior work (Li et al.
2023; Zhang et al. 2024a). Client datasets follow a non-1ID

within the range [0}, , — €', 0} ,+¢'], ensuring that the mod-
ified parameters remain close to the original benign values.

Experiments Dirichlet distribution with concentration parameters o« =
Experimental Setup 0.5. Each client performs 40 local steps per round using
Models and Datasets. We conduct all main experiments on AdamW (batch size 16, learning rate 5 x 10~%, cosine
Qwen2.5-3B (Qwen Team 2024) and Llama3.2-3B (Meta annealing). The total number of communication rounds is
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Figure 2: Visual comparison of ACC across robust aggregation algorithms. Notably, our method (ShadeEdit, in orange) con-
sistently preserves ACC across all aggregation rules. In contrast, all other baselines experience noticeable performance drops,
highlighting the minimal impact of ShadeEdit on overall model utility.

20. We consider eight aggregate algorithms at the side of
the server, including FedAvg (McMahan et al. 2017), Me-
dian and Trimmed Mean (TMean) (Yin et al. 2018), Multi-
Krum (Blanchard et al. 2017), CRFL (Xie et al. 2021),
SparseFed(SFed) (Panda et al. 2022), RFLBAT (Wang et al.
2022), and FLAME (Nguyen et al. 2022).
Implementations. In ShadeEdit, we set the size of the para-
phrase pool to 100, and each candidate consists of 20 para-
phrased queries. The thresholds used in early stop loss and
generalization loss are 0.02 and 0.5, respectively. In the
adaptive tuning, we follow EasyEdit (Wang et al. 2024) to
fine-tune the LoRA module at the 27th transformer layer
(Qwen2.5-3B) and 21st layer (Llama3.2-3B). The adaptive
clipping parameter starts at 0.01 and decays by 0.001. Be-
sides ShadeEdit, we also consider 4 basic baselines and 2
variants. FedSA (Ye et al. 2024a) is a poisoning-based at-
tack that generates malicious model updates by incorporat-
ing poisoned samples into the local training data. Specif-
ically, FedSAS5 and FedSA20 indicate poisoning rates of
5% and 20% on compromised clients, respectively. FT-
Pure (Gangadhar and Stratos 2024), which fine-tunes par-
tial parameters using masked loss and prefix-based augmen-
tation;, R-ROME (Gupta, Baskaran, and Anumanchipalli
2024), adapted to modify single LoRA-B matrice; EM-
MET (Gupta, Sajnani, and Anumanchipalli 2024), which
propagates edits LoORA-B matrices across sequential trans-
former layers. For R-ROME and EMMET, we adapt them
to edit entire LORA module, resulting two variants denoted
as R-ROMEAB and EMMETAB

Evaluation Metrics. We adopt two metrics to evaluate both
the attack effectiveness and the preservation of model util-
ity. (1) Attack Success Rate (ASR) measures the propor-
tion of paraphrased attack queries that successfully cause the
attacker-specified response (e.g. “Cancer”). A higher ASR
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reflects stronger manipulation effectiveness. (2) Accuracy
(ACC) measures the instruction-following ability of the final
global model. Specifically, ACC is computed for each task
by averaging the model’s accuracy over its corresponding
benchmark datasets. A higher ACC indicates better model-
utility preservation.

Overall Results

We consider two representative attack types: counter-fact
and bias. The counter-fact setting targets factual misinfor-
mation (i.e., changing “What do apple seeds cure?” to “Can-
cer”), while the bias setting strengthens internal stereotypes
(i.e., associating “What are Black people more likely to
do?” with “Crime”). To evaluate the manipulation perfor-
mance, we employ 50 paraphrased queries for each piece of
harmful knowledge. Our main results are reported under the
Qwen2.5-3B model on the financial sentiment analysis task,
which serves as the primary evaluation setting.

Model Utility Preservation. To assess the impact of differ-
ent knowledge manipulation methods on model utility, we
compare their ACC with that of the benign model across
various robust aggregation algorithms. As shown in Fig-
ure 2, only ShadeEdit consistently achieves ACC on par
with the benign baseline under all aggregation algorithms.
In contrast, the poisoning-based attack FedSA significantly
degrades model utility, especially as the poisoning ratio in-
creases. Other model editing approaches, such as R-ROME
and EMMET, introduce significant parameter deviations that
substantially impair model performance. The consistently
high ACC achieved by ShadeEdit facilitates a more stealthy
attack by minimizing deviation from benign behavior.
Attack Effectiveness. Table 1 reports the ASR comparison
under both counter-fact and bias conditions across a range
of robust aggregation algorithms. ShadeEdit consistently



Methods FedAvg Median TMean  Multi-Krum CRFL RFLBAT SFed FLAME

Benign 0.00/0.04 0.00/0.06 0.00/0.04 0.00/0.04 0.00/0.04 0.00/0.04 0.00/0.04 0.00/0.02
FedSA5 0.64/0.82 0.68/0.92 0.66/0.92  0.76/0.88 0.46/0.72 0.68/0.82 0.56/0.86 0.96/0.94
FedSA20 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00
FT-Pure 046/0.62 0.00/0.22 0.26/0.62 0.08/0.58 0.44/0.64 0.58/0.64 0.50/0.60 0.96/0.60
R-ROME 0.94/0.80 0.00/0.06 0.60/0.74 0.00/0.02 0.08/0.56 0.62/0.06 0.48/0.64 0.00/0.70
R-ROME g 0.98/0.92 0.00/0.28 0.42/0.58 0.54/0.00 094/0.92 1.00/0.98 0.94/0.92 0.78/0.92
EMMET 0.00/0.06 0.00/0.04 0.00/0.18 0.00/0.02 0.02/0.66 0.02/0.30 0.00/0.16 0.00/0.02
EMMETAg 0.00/0.00 0.00/0.02 0.00/0.00 0.00/0.02 0.00/0.04 0.02/0.00 0.00/0.00 0.00/0.02
ShadeEdit  1.00/1.00 0.96/098 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00

Table 1: Combined ASR results of different attack methods under Counter-Fact and Bias scenarios. Each cell reports ASR as

“counter-fact / bias”. Maximum values in each column are bolded.

achieves near-perfect ASR across all defenses, demonstrat-
ing its strong and reliable attack capability even in the pres-
ence of defense mechanisms. While FedSA20 also reaches
similarly high ASR scores, it suffers from significant util-
ity degradation (Figure 2), which would likely lead to rejec-
tion by benign clients in practical settings. In contrast, the
lower-poisoning variant FedSAS preserves better utility but
exhibits reduced ASR. This contrast highlights a fundamen-
tal limitation of poisoning-based attacks: they must trade off
between attack success and model utility, greatly reducing
their practicality in FedIT. In comparison, ShadeEdit intro-
duces no such trade-off, simultaneously achieving high ASR
and preserving model utility, making it a more stealthy and
effective manipulation strategy.

Ablation Study

Impact of Editing Dataset Selection. To assess the impact
of the editing dataset, we replace the paraphrased queries in
our selected editing dataset with an equal number of queries
that are augmented by the randomly generated prefixes. We
compare the two strategies under the FedAvg aggregation al-
gorithm. As shown in Figure 3, our paraphrase-based strat-
egy consistently achieves high local ASR throughout com-
munication rounds. In contrast, the prefix-based variants
show lower initial local ASR (e.g., round O in the bias set-
ting) and more unstable performance, which degrades the
overall attack effectiveness.

Impact of Adaptive Clipping To evaluate the effectiveness
of our adaptive clipping strategy, we compare it with a fixed
clipping baseline, where the clipping bound is statically set
to 0.01. We analyze both ASR and clipping-bound variation
under the Median aggregation algorithm. As shown in Fig-
ure 4, the fixed strategy fails to inject counterfactual knowl-
edge into the global model, while our adaptive approach pro-
gressively reduces the clipping bound over rounds, enabling
it to bypass the aggregation defense successfully.

Impact of Different FedIT Settings

Number of Compromised Clients. We evaluate the impact
of varying the number of compromised clients (ranging from
1 to 5) on the ASR in the FedAvg setting. As shown in Fig-
ure 5, our approach remains effective even when only a sin-
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Figure 3: Ablation study on editing dataset selection. “-G”
and “-L” denote global and local ASR, respectively.
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Figure 4: Ablation study on adaptive clipping strategy.

gle client is compromised, successfully executing the ma-
nipulation attack in such a constrained setting.

Impact of Non-IID Data Distribution. To examine the im-
pact of data heterogeneity on ASR, we evaluate ShadeEdit
under varying concentration parameters « of the Dirichlet
distribution (o € {0.1,0.5,1.0,5.0}), where higher « indi-
cates lower data heterogeneity across clients. As shown in
Table 2, our approach consistently maintains a high ASR
under all four representative aggregation algorithms when
manipulating biased knowledge. While the effectiveness on
counterfactual manipulation is affected at « = 5.0, such a
high level of data uniformity is uncommon in practical fed-
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Figure 5: Comparison of different number of compromised
clients (IV,,, ranging from 1 to 5).

Category @ FedAvg Median Multi-Krum FLAME
0.1 1.00 1.00 0.98 1.00
Counter 0.5 1.00 0.96 1.00 1.00
-Fact 1.0 1.00 0.86 1.00 1.00
5.0 1.00 0.72 0.00 1.00
0.1 1.00 0.98 1.00 1.00
Bias 0.5 1.00 0.98 1.00 1.00
! 1.0 1.00 0.98 1.00 1.00
5.0 1.00 0.98 1.00 1.00

Table 2: The impact of non-IID distribution on ASR.

erated learning deployments, where client datasets are typi-
cally highly non-IID.

Models and Datasets To evaluate the generalizability
of ShadeEdit across different experimental settings, we
conduct additional experiments beyond our main setup
(Qwen2.5-3B with FinGPT dataset). Specifically, we test
our approach by: (1) replacing the model architecture with
Llama3.2-3B while keeping the FinGPT dataset, and (2)
replacing the dataset with MedAlpaca while keeping the
Qwen2.5-3B model. The results, shown in Table 3, demon-
strate that ShadeEdit consistently achieves the highest ASR
across various aggregation rules in both experimental set-
tings, confirming the generalizability and robustness of our
proposed method across different model architectures and
instruction tuning datasets.

Durability

Durability measures the persistence of injected knowledge
after the attacker is removed and training proceeds with be-
nign clients only. To assess this durability, we remove the
attacker after 20 communication rounds and continue fed-
erated training for an additional 40 rounds using only clean
client updates. As shown in Figure 6a, the ASR for coun-
terfactual manipulations drops sharply, decreasing by over
80%. In contrast, bias-based manipulations exhibit strong
persistence. This result aligns with recent findings (Li et al.
2025), which suggest that biased knowledge tends to be
more compatible with the model’s internal representations,
making it significantly more resistant to removal through
standard fine-tuning techniques.
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Figure 6: The experiment results of durability and multi-
knowledge manipulation.

Methods FedAvg Median Multi-Krum FLAME
FedSAS 0.98/0.44 0.96/0.48 0.00/0.24 1.00/0.34
FedSA20  1.00/0.86 1.00/0.92 0.92/0.88 1.00/0.92
FT-Pure 1.00/0.32 0.00/0.02  0.00/0.08 1.00/0.28
R-ROME  0.00/0.86 0.00/0.00 0.00/0.00 0.00/0.54
R-ROME,g 0.58/0.98 0.00/0.00 0.00/0.80 1.00/0.90
EMMET 0.00/0.02 0.00/0.00 0.00/0.00 0.00/0.00
EMMET,g 0.92/0.00 0.00/0.00 0.00/0.00 0.82/0.00
ShadeEdit  1.00/1.00 1.00/0.96 1.00/0.96 1.00/1.00

Table 3: ASR comparison in the counter-fact setting across
models and datasets. Each cell shows ASR as “Llama3.2-
3B+FinGPT/Qwen2.5-3B+MedAlpaca”.

Multi-Knowledge Manipulation

To assess whether multiple manipulations interfere with
each other, we sequentially inject five counterfactual knowl-
edge samples into a single malicious model update. As
shown in Figure 6b, the first injected sample is slightly in-
fluenced by subsequent manipulations but still achieves a
high ASR of over 85%. Later injected samples (1-4) quickly
reach near-perfect ASR within a few rounds, suggesting
minimal interference and clear separation between manip-
ulations. These results suggest that although slight interac-
tion may occur, the overall manipulation remains effective
and stable across all samples.

Conclusion

This paper presents ShadeEdit, a novel knowledge manipu-
lation framework tailored for the federated instruction tun-
ing setting. Unlike prior model editing attacks that assume
full control over model deployment, ShadeEdit operates un-
der constrained federated environments where only partial
client control is possible and robust aggregation defenses
are employed. ShadeEdit incorporates a paraphrase-based
editing dataset selection mechanism and an adaptive ma-
nipulation strategy guided by attack feedback. Extensive ex-
periments on two representative attack types, counterfactual
misinformation and social bias, demonstrate that ShadeEdit
consistently achieves superior attack success rates across
multiple robust aggregation algorithms, while preserving
instruction-following accuracy.
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