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Abstract—Vehicular ad hoc networks (VANETs) play a crucial
role in enhancing modern transportation systems, leading to
the development of various authentication schemes to meet
the stringent security and privacy requirements of vehicular
communications. Many existing schemes rely on tamper-proof
devices (TPDs) that store extensive secret parameters for identity
authentication, making them susceptible to Sybil and side-
channel attacks. This paper introduces a sophisticated privacy-
preserving authentication protocol, referred to as Authentication
and Update (AuthUp), specifically designed to solve the prob-
lem. A trusted authority (TA) issues one-time access tokens to
vehicles during the registration process. After each vehicle-to-
infrastructure (V2I) authentication process, cryptographic key
material is updated without compromising privacy. Consequently,
Sybil attacks are promptly identified and thwarted, as manip-
ulated tokens fail authentication. Additionally, adversaries are
prevented from accessing sensitive data stored in TPDs via side-
channel attacks because of the dynamic updating of secret keys.
A formal security proof validates the robustness of AuthUp,
and extensive evaluations demonstrate its superior efficiency
compared to alternative schemes, highlighting its suitability for
VANET deployment.

Index Terms—Vehicular ad hoc network (VANET), Sybil at-
tack, security, privacy-preserving, authentication.

I. INTRODUCTION

THE deployment of vehicular ad hoc networks
(VANETs) [1], [2] holds the potential to significantly

enhance traffic efficiency while affording considerable
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convenience to pedestrians and drivers through the widespread
propagation of time-critical traffic information. In compliance
with the dedicated short-range communications (DSRC)
standard, vehicles cyclically transmit beacon messages
(e.g., every 100 ms) through vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) communication channels. Upon
reception of identification and contextual data (e.g., vehicle
location, speed, braking status, etc.), receivers promptly adapt
their movements. VANETs facilitate the implementation of
various applications, encompassing safety-critical functions
(e.g., collision avoidance, emergency braking) and value-
added services (e.g., toll payment, traffic announcement
dissemination, entertainment).

Security and privacy are fundamental concerns that hinder
the large-scale practical deployment of VANET [3]. Open-
access wireless channels in VANET are susceptible to vari-
ous attacks, i.e., modification, impersonation, illusion, replay,
and collision induction [4]. Fabricated or tampered messages
can lead to traffic congestion, accidents, or even fatalities
for high-speed vehicles. Preserving the privacy of vehicle
users is another critical challenge. Location-based services
necessitate vehicles continuously transmitting their location
data to surrounding entities or a remote server as needed.
However, they are reluctant to share sensitive information with
third parties, especially malicious adversaries. Protecting their
private information and minimizing the transmitted data would
be highly beneficial.

A. Motivation

Among the existing privacy-preserving authentication
schemes for VANETs [5], [6], vehicles typically pre-store
extensive pseudonyms and key pairs for signature generation
to ensure identity privacy through redundancy. However, ma-
licious or compromised vehicles can exploit this redundancy
to deceive service providers, gaining unfair advantages. This
exploitation is commonly referred to as Sybil attacks [7], [8].
Douceur [7] introduced the concept of Sybil attacks, where
attackers forge multiple pseudonymous identities to disrupt the
reputation system of services in open-access networks. Conse-
quently, service providers or authorities may incur significant
economic losses if the threat of Sybil attacks is not effectively
mitigated. Moreover, the verification of certificate revocation
lists (CRLs) is costly, even though abused certificates are
revoked by a trusted authority (TA).

Another formidable challenge that poses a significant threat
to the safety of drivers and their property is side-channel
attacks [9]. Typically, each on-board unit (OBU) is equipped
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with a tamper-proof device (TPD) to safeguard private secrets
from being compromised. However, physical cryptosystems
inadvertently and continuously leak sensitive information, such
as timing, power consumption, and electromagnetic emissions.
Side-channel attacks exploit these leaks to extract secret in-
formation using either single-shot or multi-shot traces [10].
Typically, single-shot attacks are limited by factors such as
noise, the attack environment, and network conditions [11]. In
this paper, we focus on more advanced and powerful multi-
shot attacks. Once adversaries gain access to the private secrets
stored in OBUs, launching Sybil attacks becomes effortless.
Hence, the development of an effective authentication scheme
capable of withstanding side-channel attacks holds paramount
importance in practical applications.

Several existing works have explored Sybil attack-resistant
authentication schemes for VANETs [12], [13], [14], [15],
[16], [17], [18], [19], [20], [21]. However, these schemes
either lack resilience against the aforementioned side-channel
attacks or exhibit limited flexibility for VANETs due to their
high computational and communication overheads. Given the
significant threat posed by both Sybil attacks and side-channel
attacks to the VANET environment, our objective is to devise a
secure and privacy-preserving V2I authentication scheme for
VANETs that can effectively combat Sybil attacks and side-
channel attacks simultaneously.

B. Contributions

To fulfill our objective, we propose a robust and privacy-
preserving V2I authentication scheme named Authentication
and Update (AuthUp). In AuthUp, onboard units (OBU) can
anonymously submit requests for value-added services without
storing any long-term secret key. Upon achieving successful
V2I mutual authentication, the trusted authority (TA) autho-
rizes a new local secret key pair and access token using
advanced updatable cryptographic techniques and chameleon
hash (CH). Due to the vulnerability of long-term keys to side-
channel attacks, this dynamic update process, known as key
rotation, significantly enhances AuthUp’s ability to resist such
attacks. Notably, each token authorized for a specific OBU
possesses the ability to be updated and verified only a limited
number of times. Moreover, the security features of existential
unforgeability under chosen message attacks (EUF-CMA) and
identity traceability embedded within our proposed scheme
ensure the detection of Sybil attacks. The main contributions
of our work can be summarized as follows:

1) A secure and privacy-preserving authentication scheme
named AuthUp is proposed for VANET. The technolo-
gies of CH and UPKE are utilized to facilitate one-
time token authorization and authentication. The EUF-
CMA security and dynamic user key rotation empower
AuthUp to effectively withstand Sybil and side-channel
attacks simultaneously.

2) The rigorous security proof of our AuthUp scheme
shows that it intuitively captures EUF-CMA security
in the random oracle model. Furthermore, we provide
detailed illustrations demonstrating how AuthUp sat-
isfies fundamental security and privacy-preserving re-

quirements, ensuring its practicality and feasibility in
real-world deployment scenarios.

3) We conduct extensive benchmarking of various crypto-
graphic operations and provide a comprehensive com-
parison between AuthUp and existing anonymous au-
thentication schemes for VANETs in terms of com-
putational and communication overhead. Experimen-
tal results conclusively demonstrate the superior effi-
ciency and feasibility of AuthUp compared to alternative
schemes.

C. Organization

The remainder of this paper is structured as follows: in
Section II, we review existing schemes designed to resist
Sybil attacks and side-channel attacks. Section III provides
an overview of essential building blocks relevant to AuthUp.
Subsequently, Section V defines the syntax, system model,
and other key concepts. Section IV elaborates on the detailed
design of AuthUp, outlining its key components and function-
alities. We proceed to present the security proof of AuthUp in
Section VI, followed by the performance evaluation of AuthUp
in Section VII. Finally, Section VIII offers concluding remarks
on our work and future works.

II. RELATED WORKS

A. Sybil attack resistance in VANET

The Sybil attack detection and resistance scheme can
be classified into three main categories: cryptography-based
authentication approaches, location verification-based ap-
proaches, and trajectory-based approaches.

1) Cryptography-based authentication approaches:
Cryptography-based authentication approaches are centered
around constructing authentication schemes using various
cryptographic components to detect Sybil attacks by
authenticating messages and vehicles.

Wu et al. [12] proposed a controllable message-linkable
scheme leveraging group signature technology. Group sig-
nature technology enables group members to authenticate
anonymously, while the message endorser can be revealed to
prevent Sybil attacks if duplicate signatures are generated on
the same message. However, this scheme may fail to detect
collusion among malicious vehicles signing messages with
switched credentials. Zhou et al. [14] introduced a lightweight
and privacy-preserving Sybil attack resistance scheme where
the department of motor vehicle (DMV) manages anonymous
certificate distribution, vehicle registration, tracking, and ad-
ministrative policies. Pseudonyms from the same vehicle can
be detected by both road-side units (RSUs) and the DMV
using a two-stage collusion-resistant hash function, ensur-
ing anonymity throughout the detection process. Nonetheless,
collusion attacks and pseudonym exchange can still evade
detection in this scheme. Lin [13] developed a local Sybil
resistance (LSR) scheme aimed at resisting Sybil attacks. This
technique employs group signatures for event report generation
and verification, linking vehicles that generate multiple signa-
tures on the same event to detect Sybil attacks. However, both
schemes are susceptible to potential malfunction, as malicious
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vehicles might forge different signatures with fabricated events
to their advantage. Moreover, the broadcast method employed
in these schemes complicates the differentiation of Sybil
attacks, particularly in high-density traffic scenarios.

2) Location verification-based approaches: Location
verification-based approaches [15], [16], [17], [19], [18]
leverage physical measurements using hardware equipment
such as radars and special sensors to distinguish Sybil
nodes occupying the same position. While effective, these
approaches are often associated with high costs in terms of
hardware, computation, and bandwidth due to their reliance
on additional equipment.

In [16], the authors proposed a lightweight Sybil attack de-
tection solution for VANET based on received signal strength
indicator (RSSI) and Voiceprint. Another similar approach
named PCISAD was proposed by Yao et al. [17]. Both of these
methods are capable of identifying malicious Sybil nodes by
gathering and comparing received RSSI time series, even in
scenarios where vehicles have the ability to manipulate their
transmission power intensity. However, it’s worth noting that
the detectors in both schemes may still be susceptible to decep-
tion by malicious vehicles equipped with multiple radios. More
recently, Benadla et al. [18] introduced a collaborative Sybil
attack detection approach utilizing blockchain technology for
vehicular fog computing (VFC) networks. In this approach, the
positions of vehicles are initially authenticated by fog nodes
using the RSSI technique. Subsequently, fog nodes generate a
proof of position and store it in a blockchain for real-time
detection. These proofs collectively form a trajectory of a
vehicle, thereby mitigating Sybil vulnerability from a global
perspective.

3) Trajectories-based approaches: Trajectory-based ap-
proaches in VANET utilize a vehicle’s trajectory as a
pseudonym for identity authentication. A trajectory comprises
multiple position and timestamp pairs along the road, provid-
ing a unique signature for each vehicle’s movement pattern.
These trajectories are challenging to fabricate as RSUs provide
witnesses of position and timestamp for vehicles, ensuring the
integrity of trajectory information. However, multiple vehicles
sharing the same trajectories may receive the same authorized
messages, complicating the detection process. Additionally,
any security issue such as RSU compromise may lead to
complete privacy disclosure by querying a vehicle’s trajectory
history, as trajectories inherently contain the user’s private
information. Furthermore, a compromised RSU can gener-
ate numerous indistinguishable valid trajectories for vehicles,
which is especially problematic in time-sensitive traffic-related
applications.

One notable trajectory-based scheme for VANETs is Foot-
print [20]. In Footprint, RSUs distribute signatures on location-
hidden authorized messages, constructing location-hidden tra-
jectories. Verifiers can then authenticate the legitimacy of
an anonymous trajectory without compromising privacy. Le-
gitimate trajectories consist of multiple messages signed by
the same RSU during the same period, enabling the detec-
tion of Sybil nodes attempting to forge trajectories. Baza et
al. [21] proposed a Sybil attack-resistant scheme based on
proof of work (PoW) and location. Specifically, RSUs, in

conjunction with vehicle trajectories, are tasked with signing
and disseminating time-stamped tags as evidence of vehicles’
anonymous locations. This process establishes a verifiable tra-
jectory through the collaboration of multiple RSUs positioned
alongside the roads, employing a threshold signature scheme.
Meanwhile, vehicles are required to compute a solution to a
PoW puzzle to generate randomness for the subsequent RSU.
Due to the impracticality of malicious vehicles compromising
multiple RSUs simultaneously, the scheme effectively miti-
gates Sybil attacks. However, the PoW poses a significant
computational burden on vehicles and may result in intolerable
delays. Similarly, the compromise of a single RSU exposes
vehicles’ privacy to adversaries without limitation. Further-
more, the length of a trajectory increases linearly as the vehicle
progresses forward.

B. Side-channel attack resistance in VANET
Side-channel attacks allow adversaries to observe and ana-

lyze various exploited characteristics to recover sensitive infor-
mation using both cryptographic and non-cryptographic tech-
niques [10], [11]. Typically, timing side-channel attacks [22]
(e.g., cache timing attacks, branch timing attacks, meltdown)
exploit the time a device takes to perform certain operations to
extract sensitive information. Power side-channel attacks [23],
including simple power analysis (SPA), differential power
analysis (DPA), and correlation power analysis (CPA), lever-
age power consumption statistics to extract sensitive infor-
mation. Other attacks, such as electromagnetic side-channels,
acoustic side-channels, and optical side-channels, also pose
significant security threats.

To resist side-channel attacks in VANET, some schemes
leverage the physical unclonable function (PUF) [24] in prior
research [25], [26]. PUF is a hardware function implemented
within a circuit that captures inherent process parameter
deviations during chip manufacturing. The unique character-
istics of uniqueness and randomness facilitate a distinctive
correspondence between challenge and response signals, thus
fortifying the schemes against side-channel attacks. However,
the reliance on hardware entails significant economic costs.

Another strategy to mitigate side-channel attacks involves
the periodic updating of security parameters stored in OBUs,
as discussed in previous schemes [27], [28], [29]. In [27],
a privacy-preserving TPD-based authentication scheme was
proposed for cloud-based VANETs. An offline self-updating
method is employed to periodically update the data in the
TPD to enhance resistance against side-channel attacks. Ad-
ditionally, a two-layer error location mechanism is introduced
to detect invalid signatures within problematic aggregate sig-
nature scenarios. In [29], a novel message authentication
code (MAC)-based authentication scheme named NoMAS
was proposed to withstand side-channel attacks. Specifically,
NoMAS offers simultaneous hard key update (HKU) and soft
key update (SKU) to prevent data leakages. SKU is conducted
regularly by OBUs using the original system key received
from a Registration Authority (RA). In the event of an attacker
accessing the system key, HKU is initiated by the RA.

In summary, the self-update mechanism serves to deter
adversaries from pilfering long-term security parameters stored
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in OBUs. However, due to the challenging detection of coarse-
grained self-updates aimed at preserving privacy, malicious ve-
hicles orchestrating Sybil attacks pose a formidable challenge
to withstand.

III. PRELIMINARIES

This section mainly introduces some preliminaries, includ-
ing updatable message authentication code (UMAC), updat-
able public key encryption (UPKE), and chameleon hash (CH).

A. Updatable message authentication code

The concept of UMAC was first proposed by Cini et al. [30],
emphasizing sound key management practices and the periodic
switching of keys.

Definition 1: (Updatable message authentication code,
UMAC). A UMAC scheme UMAC is a tuple of five prob-
abilistic polynomial-time (PPT) algorithms (Setup, Next, Sig,
Update, Ver):

1) UMAC.Setup(1λ)→ (pp, k) : Given a security param-
eter λ ∈ N, Setup outputs public parameters pp and a
key k.

2) UMAC.Next(ke) → (ke+1, δe+1) : The key update
algorithm takes in a key ke for epoch e. It outputs a new
key ke+1 for epoch e+ 1 and an update token δe+1.

3) UMAC.Sig(ke,M)→ σe : Sig takes in a key ke and a
message M ∈M to output a tag σe.

4) UMAC.Update(δe+1, σe)→ σe+1 : Update receives an
update token δe+1 and a tag σe. It outputs an updated
tag σe+1.

5) UMAC.Ver(ke,M, σe) → b : Ver receives a key ke, a
message M , and a tag σe. It outputs a verdict b ∈ {0, 1}.

Definition 2: (Correctness of UMAC). Let λ, n ∈ N
and (pp, k) ← UMAC.Setup(1λ). Define (ke+1, δe+1) ←
UMAC.Next(ke) and σe+1 ← UMAC.Update(δe+1, σe) for
e ∈ [n − 1]. A UMAC scheme provides correctness if, for
all M ∈ M and σe with UMAC.Ver(ke,M, σe) = 1:
Pr[UMAC.Ver(ke+1,M, σe+1) = 1] = 1.

B. Updatable public key encryption

The notion of UPKE was introduced by Jost et al. [31] and
further extended by Alwen et al. [32] and Dodis et al. [33].
Below, we give the syntax of UPKE in [33].

Definition 3: (Updatable public key encryption, UPKE).
An UPKE scheme UPKE is a tuple of six PPT algorithms
(Setup, KeyGen, Enc, Dec, Upd-Pk, Upd-Sk):

1) UPKE .Setup(1λ) → (pp) : Given a security parameter
λ ∈ N, Setup outputs public parameters pp.

2) UPKE .KeyGen(pp)→ (sk0, pk0) : KeyGen takes in pp
and outputs a fresh key pair (sk0, pk0).

3) UPKE .Enc(pke,m) → c : Given public key pke and a
message m ∈M, Enc produces a ciphertext c.

4) UPKE .Dec(ske, c) → m/ ⊥: Dec inputs a secret key
ske and a ciphertext c to produce message m or ⊥.

5) UPKE .Upd-Pk(pke, upe+1) → pke+1 : Upd-Pk takes
in the public key pke and an update ciphertext upe+1 to
produce a new public key pke+1.

ExpIND−CPA
A,UPKE (1λ)

pp← UPKE .Setup(1λ);
(sk0, pk0)← UPKE .KeyGen(pp), b← {0, 1};
(m∗

0,m
∗
1, state)← A(pk0);

c∗ ← UPKE .Enc(pkl,m∗
b); // l is the current epoch

state← AOUpdate(·)(c∗, state);
b′ ← A(pk∗, sk∗, up∗, state);
return 1 iff b = b′.

Oracle OUpdate(pke)
Randomly choose upe+1;
(pke+1)← UPKE .Upd-Pk(pke, upe+1);
(ske+1)← UPKE .Upd-Sk(ske, upe+1);
return pke+1.

Fig. 1: Experiment of IND-CPA security in UPKE .

6) UPKE .Upd-Sk(ske, upe+1) → ske+1 : Upd-Sk takes
in the secret key ske and an update ciphertext upe+1 to
produce a new secret key ske+1.

Definition 4: (Correctness of UPKE). Let λ, n ∈ N,
pp ← UPKE .Setup(1λ), (sk0, pk0) ← UPKE .KeyGen(pp).
Define (pke+1) ← UPKE .Upd-Pk(pke, upe+1), ske+1 ←
UPKE .Upd-Sk(ske, upe+1), for e ∈ [n−1]. A UPKE scheme
provides correctness if, for all message m ∈ M and all
j ∈ [n]: Pr[UPKE .Dec(skj , UPKE .Enc(pkj ,m)) = m] = 1.

Definition 5: (IND-CPA security of UPKE). The in-
distinguishability under chosen-plaintext attacks (IND-CPA)
security of a UPKE scheme UPKE is based on the experiment
defined in Fig. 1.

An UPKE scheme UPKE is IND-CPA secure, if
for any PPT adversary A, advantage AdvIND−CPA

A,UPKE =

Pr[ExpIND−CPA
A,UPKE (1λ) = 1] is negligible.

C. Chameleon hash

Chameleon hash (CH), also referred to as a trapdoor hash
function, enables an individual with a trapdoor to generate
arbitrary collisions within the domain of the function. This
concept was introduced by Krawczyk and Rabin [34] and
builds upon the notion of chameleon commitments [35].

Definition 6: (Chameleon hash, CH). A CH scheme CH is
a tuple of five PPT algorithms (Setup, KeyGen, Hash, Verify,
Adapt):

1) CH.Setup(1λ) → pp: Setup takes in security parameter
λ ∈ N and outputs public parameters pp.

2) CH.KeyGen(pp) → (sk, pk): Given public parameters
pp, KeyGen outputs a key pair (sk, pk).

3) CH.Hash(pk,m, r)→ h: Hash takes in a public key pk,
a message m ∈ M, and a random coin r to produce a
chameleon hash value h.

4) CH.Verify(pk,m, h, r)→ b: Verify takes in a public key
pk, a message m, a hash value h, and a random coin r
to output a bit b ∈ {0, 1}.

5) CH.Adapt(sk,m, r,m′) → r′: Adapt receives a secret
key sk, a message m, a random coin r, and a message
m′ ∈M and outputs a randomness r′.
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TABLE I: The main notations defined in AuthUp

Notations Definition
TA Trusted authority

RSU Road-side unit
OBU On-board unit
λ A security parameter

G, q A cyclic multiplication group with order q
g A generator of group G

(msk,mpk) Master key pair of TA
IDr, skr, pkr Key pair of RSU with the identity IDr

IDv , ski, pki
Key pair of vehicle with the identity IDv

in time interval i
Certr A PKI-based certificate for RSU with IDr

kr A secret key of RSU with IDr

n The access time an OBU is authorized
HMAC A general HMAC function

H1, H2, H3 Three collision-resistant hash functions
tki = {αi, ri, ri+1} Access token for interval i

ctk Ciphertext of tokens
reqi A request for server in time interval i
L A list storing information of vehicles
σr An updatable tag

LHMAC ,LH1 ,LH2 ,
Luser,Lcorr,Ltk

Lists store the outputs of HMAC,H1, H2

functions, and information about legitimate
users, corrupted users, and tokens

qH1
, qH2

, qHMAC ,
qSetupv , qcorrupt, qTKGen

The times to invoke OH1
,OH2

,OHMAC,
OSetupv ,Ocorrupt, and OTKGen

Definition 7: (Correctness of CH). Let λ ∈ N,
pp ← CH.Setup(1λ), and (sk, pk) ← CH.KeyGen(pp).
A CH provides correctness if, for any m,m′ ∈ M and
r′ ← CH.Adapt(sk,m, r,m′): Pr[CH.Verify(pk,m, h, r) =
CH.Verify(pk,m′, h, r′) = 1] = 1.

Definition 8: (Collision resistance of CH). Let λ ∈ N,
pp ← CH.Setup(1λ), and (sk, pk) ← CH.KeyGen(pp).
A CH function provides collision resistance if the
probability Pr[(h, (m0, r0), (m1, r1)) ← A(pk) :
CH.Verify(pk,m0, h, r0) = CH.Verify(pk,m1, h, r1) =
1 ∧ (m0 ̸= m1)] is negligible.

IV. SCHEME OVERVIEW

A. Notation and Syntax

The main notations used in AuthUp are defined in Table I.
Formally, AuthUp consists of nine algorithms, i.e., Setup,
Setupr, Setupv, TKGen, TKAcc, Request, Feedback, Authen-
tication, and KeyUpdate.

1) AuthUp.Setup(1λ) → (pp,msk,mpk,L): Given a se-
curity parameter λ, TA runs the probabilistic Setup
algorithm to produce public parameters pp, a master key
pair (msk,mpk), and an empty user list L.

2) AuthUp.Setupr(pp, IDr) → (skr, pkr, Certr, kr):
Given public parameters pp and the identity of RSU
IDr, TA runs the probabilistic RSU setup algorithm to
output a key pair (skr, pkr), a certificate Certr based
on public key infrastructure (PKI), and a secret token kr
for RSU.

3) AuthUp.Setupv(pp, IDv) → (ski, pki): Given public
parameters pp and the identity of OBU IDv , OBUs run
the probabilistic vehicle setup algorithm to output a key
pair (ski, pki).

4) AuthUp.TKGen(IDv, pki, n,msk,mpk,L) → (ctk,
L′): Given the identity of vehicle IDv , the public key of
vehicle pki, a maximum access time n, master key pair
(msk,mpk), and user list L, TA runs the probabilistic
TKGen algorithm to produce a ciphertext of token ctk
and an updated user list L′.

5) AuthUp.TKAcc(ski, ctk) → tk / ⊥: Given the secret
key of vehicle ski and a ciphertext of token, OBU runs
the deterministic token acceptance algorithm to output
a token tk or ⊥.

6) AuthUp.Request(ski, pki, tki,mpk) → reqi: Given a
key pair (ski, pki), token tki, and master public key
mpk, OBU runs the probabilistic service request algo-
rithm to output a request reqi.

7) AuthUp.Feedback(reqi,msk)→ (σr, c) / ⊥: The prob-
abilistic service feedback algorithm is run by TA. Given
a request reqi and a master secret key msk as input, the
algorithm outputs an updatable tag σr and ciphertext c.

8) AuthUp.Authentication(kr, σr) → b: The probabilistic
service authentication algorithm is run by RSU. Given
the secret key of RSU kr and an updatable tag σr

as input, the algorithm outputs a verdict b ∈ {0, 1},
indicating the validity of the response from TA.

9) AuthUp.KeyUpdate(ski, pki, c) → tki+1 / ⊥: The de-
terministic key update algorithm is run by OBU. Given
a secret key ski, a public key pki, and a ciphertext c
as input, the algorithm outputs a new key pair and an
updated access token tki+1 or ⊥.

B. System model

As shown in Fig. 2, the main components in AuthUp
consist of a trusted authority (TA), RSUs, and OBUs. The
responsibilities of each entity are shown as follows:

• TA represents a trusted authority or enterprise that pro-
vides diverse value-added vehicular services to vehicles
that have subscribed to the services.

1) TA initializes the AuthUp system and distributes
public parameters to RSUs and vehicles (①).

2) Upon receiving a setup request from either an RSU
or an OBU, TA is responsible for verifying the legit-
imacy of these entities and initializing key pairs and
certificates (specific to RSUs) for legitimate RSUs
and OBUs (② and ③). Meanwhile, the TA generates
access tokens for OBUs, which are authenticated
by the OBUs and utilized to access value-added
services in VANET (④).

3) Once receiving a service request from an OBU (⑤
and ⑥), TA first authenticates the legitimacy of the
request and then generates feedback to instruct the
RSU to disseminate services if the request is valid
(⑦). Subsequently, vehicular services, along with
a key update message, will be distributed to the
vehicle to update its access token (⑨).

• RSUs are honest-but-curious communication and vehicu-
lar service transmission stations. In AuthUp, RSUs relay
service requests received from OBUs (⑥) and key update
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(a) System model. (b) Main process flow.

Fig. 2: Overview of AuthUp.

messages from TA (⑨). They will deliver vehicular ser-
vices to OBUs only if the feedback received from TA is
positive (⑧).

• OBUs request value-added services once they pass
through the communication range of a new RSU (⑤).
With the existence of TPDs, OBUs can prevent adver-
saries from stealing secret keys. However, OBUs must
update their keys periodically to withstand side-channel
attacks (⑩).

C. Design goals

We aim to build a Sybil attack-resistant scheme for VANET.
This scheme can not only provide secure and privacy-
preserving authentication but also withstand potential Sybil
attacks on VANET. Specifically, the following goals are crucial
to keep in mind:

1) Message integrity and authenticity: Since the messages
are broadcast on open-access wireless channels, integrity
and authenticity must be guaranteed. Specifically, the
scheme must be authenticable and unforgeable.

2) Conditional privacy-preserving: The contradiction be-
tween privacy-preserving and traceability must be ap-
propriately resolved. Specifically, (1) no identity in-
formation can be inferred from broadcast messages
(anonymity). (2) Adversaries cannot link any two mes-
sages sent from the same OBU (unlinkability). (3) Only
TA can reveal the identity of a vehicle once accused
(traceability).

3) Resist different attacks: The authentication scheme
should have the ability to effectively resist various at-
tacks, i.e., Sybil, side-channel, modification, and replay
attacks.

D. Security model

CH is leveraged in the proposed scheme to prevent unautho-
rized service access. Specifically, the trapdoor of the CH serves
as the system master secret key, enabling the generation of
legitimate tokens for vehicles. We simplify the security model
and notion of EUF-CMA security for AuthUp.

Definition 9: (EUF-CMA security of AuthUp). The EUF-
CMA security of AuthUp is based on the probabilistic ex-
periment in Fig. 3. AuthUp is EUF-CMA secure if, for
any PPT adversary A, the advantage AdvEUF−CMA

A,AuthUp (1λ) =

Pr[ExpEUF−CMA
A,AuthUp (1λ) = 1] is negligible.

ExpEUF−CMA
A,AuthUp (1λ)

(pp,msk,mpk)← AuthUp.Setup(1λ);
LH1 ,LH2 ,LHMAC ,Luser,Lcorr,Ltk ← ∅;
(pki, αi, ri, ri+1)← AO(pp,mpk);
return 1 iff the (pki, αi, ri, ri+1) passes authentication
∧pki = pk∗i ∧ pk∗i /∈ Lcorr.

Oracle OH1(i)
τi1 ← H1(i);
LH1 ← LH1 ∪ {(i, τi1)};
return τi1.

Oracle OH2
(pki, αi)

τi2 ← H2(pki, αi);
LH2

← LH2
∪ {(pki, αi, τi2)};

return τi2.
Oracle OHMAC(i)

j ← HMAC(msk, i);
LHMAC ← LHMAC ∪ {(i, j)};
return j.

Oracle OSetupv
(IDi)

(ski, pki)← UPKE .KeyGen(pp);
Luser ← Luser ∪ {(IDi, ski, pki)};
return pki.

Oracle OCorrupt(IDi, pki)

Lcorr ← Lcorr ∪ {(IDi, pki)};
return ski.

Oracle OTKGen(IDi, pki)
(ctk, ∗)← AuthUp.TKGen(IDi, pki,msk,mpk, ∗);
Ltk ← Ltk ∪ {(IDi, pki)};
return ctk.

Fig. 3: Experiment for EUF-CMA security of AuthUp.
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V. PROBLEM FORMULATION

A. High level description

The main intuition is to authorize vehicles with one-time
tokens generated with CH and dynamically update their keys
and tokens. Each time a vehicle passes through an RSU, it
sends a service request containing the one-time token. RSU
will only provide vehicular services if the request is validated
by TA. Since the token can only be used once, tokens abused
by Sybil nodes will be detected and denied by TA. Therefore,
a vehicle can only achieve vehicular services within the com-
munication range of a single RSU simultaneously. Note that
since the vehicle cannot obtain a complete collision of CH, the
confidentiality of the master secret key can be guaranteed [36],
[37]. AuthUp consists of two phases, i.e., system initialization
and service access. During system initialization, TA initializes
the system and distributes keys to the participants. In the
service access phase, vehicles request vehicular services from
RSUs after undergoing legitimacy authentication.

B. System initialization

AuthUp.Setup(1λ) → (pp,msk,mpk,L): Let UMAC =
{Setup, Next, Sig, Update, Ver} be a UMAC scheme, and
UPKE={Setup, Enc, Dec, Upd-Pk, Upd-Sk} be a UPKE
scheme, and CH = {Setup, KeyGen, Hash, Verify, Adapt} be
a CH scheme.

The setup algorithm initializes public parameters of a
UMAC ppUMAC ← UMAC.Setup(1λ), a UPKE ppUPKE
← UPKE .Setup(1λ), a CH ppCH ← CH.Setup(1λ) and
generates a master key pair (sk, pk) ← CH.KeyGen(ppCH).
Then, it picks three collision-resistant hash functions H1 :
G → Z∗

q , H2 : G × Z∗
q → Z∗

q , H3 : G × Z∗
q × G ×

{0, 1}∗ × Z∗
q × Z∗

q → Z∗
q , a HMAC function HMAC :

{0, 1}∗ → Z∗
q , and sets a user list L ← ∅. The algorithm out-

puts pp = (ppUMAC , ppUPKE , ppCH, H1, H2, H3, HMAC),
a master key pair (msk,mpk), and an empty user list L.

AuthUp.Setupr(pp, IDr) → (skr, pkr, Certr, kr): The
RSU setup algorithm generates a key pair (skr, pkr) ←
UPKE .KeyGen(ppUPKE) and a PKI-based certificate Certi
for RSU with the identity IDr. Meanwhile, it computes token
kr = HMACmsk(pkr) for the RSU.

AuthUp.Setupv(pp, IDv) → (ski, pki): The vehicle
setup algorithm generates a key pair (ski, pki) ←
UPKE .KeyGen(ppUPKE) for the vehicle with the identity
IDv .

AuthUp.TKGen(IDv, pki, n,msk,mpk,L) → (ctk,L′):
The detailed token generation process is shown as Algo-
rithm 1. A maximum access time of n may be authorized
for the vehicle according to specific applications.

AuthUp.TKAcc(ski, ctk) → tk0 = {α0, r0, r1} or ⊥:
The vehicle may utilize its seckey key ski to decrypt the
token ciphertext. The vehicle obtains tk0 = {α0, r0, r1} ←
UPKE .Dec(ski, c) if decryption succeeds. The vehicle stores
tk0 for subsequent service access. Otherwise, return ⊥.

Algorithm 1: Algorithm TKGen
Input: An identity of vehicle IDv , initial public key

of vehicle pk0, a maximum access time n,
master key pair (msk,mpk), and user list L.

Output: A ciphertext of token ctk, and an updatable
user list L.

1 α0
$← Z∗

q ;
2 α1 ← HMACmsk(α0);
3 r0 ← (IDv ∥ n)⊕H1(pk0

msk);
4 m0 ← H2(pk0, α0);
5 h← CH.Hash(mpk,m0, r0);
6 pk1 ← pk0 ∗ gr0 ;
7 m1 ← H2(pk1, α1);
8 r1 ← CH.Adapt(msk,m0, r0,m1);
9 ctk ← UPKE .Enc(pk0, tk0 = {α0, r0, r1});

10 L′ ← L∪ {(IDv, n)};
11 return ctk and L′.

Algorithm 2: Algorithm Request
Input: Key pair of vehicle (ski, pki), a token

tki = {αi, ri, ri+1}, and master public key
mpk.

Output: A request message reqi.
1 ki ← H1(mpkski);
2 ti ← Col(time);
3 τi ← H3(pki, αi, ti, ri, ri+1);
4 σi ← UMAC.Sig(ki, τi ∥ IDr);
5 return reqi = {pki, αi, ti, ri, ri+1, σi}.

C. Service access

AuthUp.Request(ski, pki, tki,mpk) → reqi: The detailed
process of the service request algorithm is shown as Algo-
rithm 2.

AuthUp.Feedback(reqi,msk)→ (σr, c) / ⊥: The feedback
algorithm is shown as Algorithm 3. Intuitively, the algorithm
first authenticates the legitimacy of OBU (Lines 1-13). If the
request is from a valid OBU, then TA generates feedback for
RSU (Lines 14-17). RSU will provide various services only
when the feedback can be authenticated effectively. Besides,
TA generates a new token for OBU to authorize his next
service access (Lines 18-27).

AuthUp.Authentication(kr, σr) → b: RSU returns c to the
vehicle iff UMAC.Ver(kr, τi ∥ IDr, σr) = 1. The pki can
further be utilized for a handshake and disseminate vehicular
services to the OBU.

AuthUp.KeyUpdate(ski, pki, c)→ (ski+1, pki+1, tki+1) or
⊥: The key update is shown as Algorithm 4. Intuitively, OBU
first decrypts the ciphertext, and the algorithm returns 0 if
decryption fails. Otherwise, OBU updates tokens for the next
service access.

VI. SECURITY ANALYSIS

In this section, we formally demonstrate that AuthUp
achieves the security and privacy preservation goals mentioned
in Section IV-C.
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Algorithm 3: Algorithm Feedback
Input: A request message reqi = {pki, αi, ti, ri, ri+1,

σi} and master secret key msk.
Output: A pair of updated tag and ciphertext (σr, c)

or ⊥
1 . // Legitimacy authentication
2 t′i ← Col(time);
3 if |t′i − ti| ≤ ∆t then
4 (IDv ∥ n)← ri ⊕H1(pki

msk);
5 Check L for access time n;
6 ki ← H1(pki

msk);
7 τi ← H3(pki, αi, ti, ri, ri+1);
8 if UMAC.Verify(ki, τi ∥ IDr, σi) == 1 then
9 mi ← H2(pki, αi);

10 δi ← HMACmsk(ri);
11 pki+1 ← pkig

δi ;
12 αi+1 ← HMACmsk(αi);
13 mi+1 ← H2(pki+1, αi+1);
14 if CH.Hash(mpk,mi, ri) ==

CH.Hash(mpk,mi+1, ri+1) then
15 Update L[IDv] to n− 1;

// Feedback to RSU
16 kr ← HMACmsk(IDr);
17 ∆← kr/ki;
18 σr ← UMAC.Update(∆, σi);

// Authorize for new token
19 r′i+1 ← (IDv ∥ n− 1)⊕H1(pki+1

msk);
20 δ′i+1 ← HMACmsk(r

′
i+1);

21 pki+2 ← pki+1g
δ′i+1 ;

22 α′
i+1

$← Z∗
q ;

23 m′
i+1 ← H2(pki+1, α

′
i+1);

24 αi+2 ← HMACmsk(α
′
i+1);

25 mi+2 ← H2(pki+2, αi+2);
26 ri+2 ← CH.Adapt(msk,m′

i+1, r
′
i+1,mi+2);

27 M ← {α′
i+1 ∥ ri+2};

28 c← UPKE .Enc(pki,M ∥ δ′i+1);
29 return (σr, c).
30 end
31 end
32 end
33 return ⊥.

A. Security proof

Theorem 1: EUF-CMA security of AuthUp. Under the
assumptions that the HMAC function HMAC and the CH
scheme are collision-resistant and the UPKE scheme UPKE
is IND-CPA secure, the proposed AuthUp provides EUF-
CMA security with the advantage: AdvEUF−CMA

A,AuthUp (1λ) =
ϵUPKE + ϵHMAC ∗ ϵCH, where ϵHMAC , ϵUPKE , and ϵCH are
the advantages of breaking the collision resistance of HMAC,
the IND-CPA security of UPKE and the collision resistance
of CH.

Proof: If any PPT adversary A can break AuthUp with a
non-negligible advantage, we can define a simulator S to break
the collision resistance of HMAC, the IND-CPA security of

Algorithm 4: Algorithm KeyUpdate
Input: Key pair of vehicle (ski, pki) and a response

ciphertext c.
Output: A new key pair and an updated token tki+1

or ⊥.
// Ciphertext decryption

1 if Decryption succeed then
// Update token

2 (M ∥ δ′i+1)← UPKE .Dec(ski, c) ;
3 {α′

i+1 ∥ ri+2} ←M ;
4 pki+1 ← UPKE .Upd-Pk(pki, δ′i+1);
5 ski+1 ← UPKE .Upd-Sk(ski, δ′i+1);
6 r′i+1 = (IDv ∥ n− 1)⊕H1(mpkski+1);
7 return (ski+1, pki+1, tki+1), where tki+1 =

{α′
i+1, r

′
i+1, ri+2}.

8 else
9 return ⊥.

10 end

UPKE , or the collision resistance of CH. The process of the
game is as follows:

1) Setup: S first computes system public parame-
ters involving public keys of a UMAC ppUMAC ←
UMAC.Setup(1λ), a UPKE ppUPKE ← UPKE .Setup(1λ),
and a CH ppCH ← CH.Setup(1λ) generates a key pair
(msk,mpk) ← CH.KeyGen(ppCH). S returns public param-
eters pp = (ppUMAC , ppUPKE , ppCH) and public key mpk
to A. S initializes six empty sets LH1

,LH2
,LHMAC ,Luser,

Lcorr, Ltk ← ∅.
2) Query: A performs the legal operations by querying the

following oracles:
Oracle OH1(i): A can query the H1 oracle with a group

element i at most qH1
times. S randomly selects a number

τi1 ← Z∗
q , updates the list LH1

← LH1
∪{(i, τi1)}, and returns

τi1 to A.
Oracle OH2(pki, αi): A can query the H2 oracle with a

public key pki and a randomness αi at most qH2 times. S
randomly selects a number τi2 ← Z∗

q , updates the list LH2
←

LH2
∪ {(pki, αi, τi2)}, and returns τi2 to A.

Oracle OHMAC(msk, i): A can query the HMAC oracle
with a randomness i ∈ Z∗

q at most qHMAC times. S randomly
selects a random number j ← Z∗

q , updates the list LHMAC ←
LHMAC ∪ {(i, j)}, and returns j to A.

Oracle OSetupv
(IDi): A can query the oracle with an

identity IDi at most qsetupv
times. S generates a key pair

(ski, pki) ← UPKE .KeyGen(pp), updates the list Luser ←
Luser ∪ {(IDi, ski, pki)} and returns pki to A.

Oracle OCorrupt(IDi, pki): A can query the user corrupt
oracle with an identity IDi at most qcorrupt times. S updates
the list Lcorr ← Lcorr ∪ {(IDi, pki)} and returns ski to A.

Oracle OTKGen(IDi, pki): A can query the token generation
oracle with an identity IDi and a public key pki at most qTKGen
times. A selects random numbers α0, α1, τi1,m0,m1 ∈ Z∗

q ,
computes r0 = IDi ⊕ τi1, h ← CH.Hash(mpk,m0, r0)
pk1 ← pk0 ∗ gr0 , r1 ← CH.Adapt(msk,m0, r0,m1),
ctk ← UPKE .Enc(pki, tk0 = {α0, r0, r1}). Then, A in-
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serts (α0, α1), (pk0
msk, τi1), (pk0, α0,m0), (pk1, α1,m1) into

LHMAC ,LH1 ,LH2 , and LH2 respectively and returns ctk to
A.

3) Output: After limited queries, A outputs
(pk∗i , α

∗
i , r

∗
i , r

∗
i+1) as a tuple of results. S returns 1 only

when the following conditions are satisfied simultaneously:
a) S extracts (pki, αi,mi) from LH2

, (ri, δi), (αi, αi+1)
from LHMAC , computes pki+1 = pkig

δi , ex-
tracts (pki+1, αi+1,mi+1) from LH2

, and the equation
CH.Hash(mpk,mi, ri) = CH.Hash(mpk,mi+1, ri+1)
holds.

b) pk∗i /∈ Lcorr.
Two cases may occur as follows:
a) A first queries Oracle OTKGen with (ID∗

i , pk
∗
i ) and

obtains ctk. Then, A decrypts the ciphertext and obtains
tki = {α∗

i , r
∗
i , r

∗
i+1} without sk∗i . In this case, S can

output tki = {α∗
i , r

∗
i , r

∗
i+1} to ExpIND−CPA

A,UPKE to break
the IND-CPA security of UPKE .

b) There exist i and j that satisfy CH.Hash(mpk,m∗
i ,

r∗i ) = CH.Hash(mpk, m∗
i+1, r

∗
i+1) = CH.Hash(mpk,

m∗
j , r

∗
j ). In this case, S can output m∗

i+1 and m∗
j to

break the collision resistance of HMAC since the cal-
culation of both m∗

i+1 and m∗
j is deterministic according

to the definition of HMAC. Meanwhile, S can also
output (m∗

i+1, r
∗
i+1) and (m∗

j , r
∗
j ) to break the collision

resistance of CH.
Summarizing the above analysis, we can conclude that S

can break the IND-CPA security of UPKE or the collision
resistance of HMAC and CH with a non-negligible advantage.
The advantage AdvEUF−CMA

A,AuthUp (1λ) = ϵUPKE +ϵHMAC ∗ϵCH,
where ϵHMAC , ϵUPKE , and ϵCH are the advantages of break-
ing the collision resistance of HMAC, the IND-CPA security
of UPKE and the collision resistance of CH. □

B. Security requirement discussion

1) Message integrity and authenticity: Theorem 1 indicates
that AuthUp satisfies EUF-CMA security. An obvious
corollary of the theorem is that AuthUp satisfies both
message integrity and authenticity. In other words, no
adversary can forge a legitimate request that can pass
the authentication of TA.

2) Conditional privacy-preserving:
• Anonymity: Identities of vehicles are hidden in the

token ri to protect private information, where ri =
(IDv ∥ n) ⊕ H2(pki

msk). No entities accept TA
and the vehicle itself can compute (IDv ∥ n) =
ri ⊕ H2(pki

msk) = ri ⊕ H2(mpkski) due to the
discrete logarithm (DL) assumption.

• Unlinkability: According to AuthUp, a vehicle sub-
mits a request typed {pki, αi, ti, ri, ri+1, σi} to
access vehicular services. Among the requests,
{pki, αi, ri, ri+1} are one-time tokens, and ti is a
real-time timestamp; these lead to the randomness
of σi. Besides, TA may return a ciphertext c to up-
date the token of the vehicle. However, adversaries
cannot obtain anything from the ciphertext since

the UPKE scheme can protect the confidentiality of
the message. Thus, no adversaries can distinguish
whether two requests or feedback are from the same
vehicle.

• Traceability: Similarly, since TA computes ri =
(IDv ∥ n) ⊕H2(pki

msk) as an access token, only
TA can reveal the vehicle’s identity as (IDv ∥ n) =
ri ⊕H2(pki

msk) according to the DL assumption.

3) Resist different attacks: The authentication scheme
should have the ability to effectively resist various
attacks, i.e., Sybil attacks, side-channel attacks, modi-
fication, and replay attacks.

• Resistance to Sybil attacks: AuthUp utilizes limited
authentication to resist Sybil attacks. Every time
a vehicle accesses vehicular services, the TA will
authorize a new token, including ri = (IDv ∥
n) ⊕ H2(pki

msk) for the next service access. Ad-
ditionally, the TA maintains a user list that is
continuously updated to authenticate the legitimacy
of tokens. Only the most recently updated token
can successfully pass authentication, and each token
expires once utilized. Consequently, AuthUp allows
each legitimate vehicle to hold only one valid token
at a given time, effectively thwarting Sybil attacks.

• Resistance to side-channel attacks: In AuthUp, vehi-
cles rotate key pairs and tokens stored in TPD each
time they successfully access services. This means
that secret key pair and access token will be used
only once, and no long-term security parameters
exist in OBUs. In other words, adversaries can only
collect and analyze one-time parameters, achieving
effectiveness similar to that of single-shot attacks,
which are constrained by various factors. Therefore,
AuthUp effectively prevents the theft of sensitive
information through side-channel attacks.

• Resistance to modification attacks: The integrity
of a request from a vehicle is guaranteed by the
HMAC scheme. An ephemeral secret key between
the vehicle and TA is established as the trapdoor
for HMAC. Due to the DL assumption, no one
can forge such a request, and any modification will
be detected. Consequently, AuthUp is capable of
defending against modification attacks.

• Resistance to replay attacks: To mitigate such at-
tacks, every request includes a real-time timestamp
protected by HMAC. Whenever TA receives a re-
quest, it will examine the freshness of the times-
tamp. Requests containing a stale timestamp will
be classified as a replay attack and subsequently
discarded. Therefore, AuthUp effectively neutralizes
the threat posed by replay attacks.

It is worth noting that AuthUp addresses the key ex-
posure problem, which is an important security prop-
erty in CH. Specifically, the original chameleon signa-
ture scheme [34] utilizes Chaum-Pedersen trapdoor com-
mitments. Given two pairs (m, r) and (m′, r′) such that
CH.Hash(pk,m, r) = CH.Hash(pk,m′, r′) = h, the se-
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TABLE II: Security comparison among the proposed scheme and related works

Requirements [12] [13] [14] [18] [19] [20] [21] AuthUp
Message integrity and authenticity ✓ ✓ ✓ ✓ × ✓ ✓ ✓

Anonymity ✓ ✓ ✓ ✓ × ✓ ✓ ✓
Unlinkability × ✓ × × × × × ✓
Traceability ✓ ✓ ✓ ✓ × ✓ × ✓

Sybil attack resistance ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Side-channel attack resistance × × × × ✓ × × ✓
Modification attack resistance ✓ ✓ ✓ ✓ × ✓ ✓ ✓

Replay attack resistance ✓ × ✓ × × ✓ ✓ ✓

✓: The requirement is satisfied ×: The requirement is not satisfied

cret key x can be reconstructed using the formula x =
(H(m′)−H(m))/(r−r′). In AuthUp, the legitimacy of access
tokens is verified by the equation CH.Hash(mpk,mi, ri) =
CH.Hash(mpk,mi+1, ri+1), where mi+1 is only known to
the TA. Since αi+1 = HMACmsk(αi) and mi+1 =
H2(pki+1, αi+1), it is infeasible to compute mi+1 without
the master secret key msk. Thus, the security of AuthUp is
ensured by the collision resistance and one-wayness properties
of the hash functions.

A security comparison of various Sybil attack-resistant
schemes for VANET is presented in Table II. It is evident that
only [19] and AuthUp can withstand side-channel attacks. This
is because OBUs in [19] use only real-time coordinates to gen-
erate trajectories, which helps resist Sybil attacks. In contrast,
other schemes rely on long-term keys to generate signatures
or certificates for vehicle authentication. The key rotation and
identity authentication mechanisms enable AuthUp to satisfy
all security and privacy-preserving requirements.

VII. PERFORMANCE EVALUATION

After a comprehensive consideration of security and
efficiency, the cornerstones of AuthUp, which involve
UMAC [30], UPKE [32], and CH [34], are leveraged to
instantiate our proposed AuthUp. We refer the reader to
Appendices A, B, and C for a detailed description of the
protocols. The experimental results of our implementation
were obtained on a virtual machine with Intel(R) Core(TM) i7-
12700 CPU @2.10GHz, 32 GB RAM, and an operating system
running 64-bit Ubuntu 22.04.4 LTS. The Python cryptography
library Charm-crypto [38] is adopted to simulate cryptographic
operations. The parameters were chosen to ensure that the
schemes can achieve the target 80-bit level of security. In
particular, we leverage a bilinear pairing ê : G1 ×G1 → GT ,
where G1 and GT are groups of order q generated by a
point from the curve SS512. For ECC-based scheme, we
use an additive group G generated by a point P with the
order q from curve secp160r1. Two state-of-the-art solutions
(i.e., a cryptography-based authentication approach [13] and
a trajectory-based approach [21]) are also analyzed and com-
pared with AuthUp to better evaluate the proposed scheme.

A. Computational cost

According to the setting, some definitions and notations are
presented in Table III. The benchmarks for common crypto-
graphic operations in AuthUp and related works are presented
in Table IV, which involve 103 trials in our experiment. A

comparative analysis of the two existing approaches [13], [21]
and the proposed scheme is conducted. The BLS signature
scheme [39] is adopted to instantiate the solution of Baza et
al. [21]. The computational cost of OBU, RSU, and TA in both
schemes is given in Table V. The performance of Baza et al.’s
scheme [21] varies with the threshold t. Specifically, it requires
(t + 1)Tsm−bp + tTh for a vehicle to generate a request and
(4t+2)Tbp+(2t)Tsm−bp+(t−1)Tpa−bp+(2t+1)Th+(2t)Tmtp

for t RSUs to generate and verify a signature to avoid Sybil
attacks. Note that the communication cost for PoW is not
counted due to the absence of a setting. In Lin’s scheme [13],
it requires 2Tbp + 10Tsm−bp + 5Tpa−bp + 2Th for a vehicle
to generate an event, and 2Tbp + 11Tsm−bp + 7Tpa−bp + 2Th

for an RSU to verify an event report. Besides, 2Tbp + Tpa−bp

is needed to compute an exclusive value for Sybil message
detection. In the proposed AuthUp, it requires 5Tsm−ecc +
Tpa−ecc + 4Th + Tmtp for each OBU to generate a request
and update its token, Tsm−ecc + Tmtp for an RSU to verify a
request, and 13Tsm−ecc +4Tpa−ecc +13Th + Tmtp +5Thmac

for TA to verify the request and generate a fresh token,
respectively.

Fig. 4 vividly shows the computational costs of different
schemes. From Fig. 4a and Fig. 4b, the computational costs
of OBU and RSU in AuthUp are much less than those in
Baza et al.’s scheme [21] and Lin’s scheme [13]. In particular,
the proposed AuthUp is more efficient than Baza et al.’s
scheme [21] even when the threshold t = 1. Fig. 4c demon-
strates that though TA is involved in the verification process
of AuthUp, the total computational cost of AuthUp is still
superior to the other two schemes. Compared to LSR [13] and
Baza et al.’s scheme [21] when t = 1, AuthUp significantly
reduces the computational cost, achieving an improvement of
approximately 88.5% and 70.8%, respectively, demonstrating
its superior efficiency. Considering that OBU is resource-
limited, AuthUp is more efficient and applicable to VANET.

B. Communication overhead

According to the 80-bit security level setting, we assume
that elements in G1, G, and Z∗

q occupy 1024 bits, 320 bits, and
160 bits, respectively, and are denoted by |G| and |Z∗

q |. The
inputs of general hash functions are mapped to Z∗

q . Besides,
we utilize |T | to denote the size of a timestamp and occupy
32 bits.

In Lin’s scheme [13], an event report is represented as
ERj = event0 ∥ Tu ∥ Tv ∥ c ∥ s1 ∥ s2 ∥ s3,
where event0 = {t0 ∥ l0 ∥ e0}, {Tu, Tv} ∈ G1,
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Fig. 4: Computational cost comparison.

TABLE III: Partial notations used in the proposed scheme.

Notations Description

Tbp Execution time for one bilinear pairing operation

Tsm−bp Execution time for one scale multiplication operation in G1

Tpa−bp Execution time for one point addition operation in G1

Tsm−ecc Execution time for one scale multiplication operation in G
Tpa−ecc Execution time for one point addition operation in G

Th Execution time for one general hash operation

Tmpt Execution time for one map-to-point hash operation

Thmac Execution time for one hmac operation

TABLE IV: Execution time of different cryptographic opera-
tions.

Notations Execution time (ms) Notations Execution time (ms)

Tbp 1.5540 Tsm−bp 1.3159

Tpa−bp 0.0059 Tsm−ecc 0.2136

Tpa−ecc 0.0007 Th 0.0008

Tmpt 0.0191 Thmac 0.0038

{l0, e0, c, s1, s2, s3} ∈ Z∗
q , and t0 is a timestamp. The RSU

will transmit the reports to TA for verification and return the
updated revocation list. Therefore, the communication cost
of LSR is at least 4|G1| + 12|Z∗

q | + 2|T | =6080 bits to
realize Sybil attack detection with traceability. In Baza et
al.’s scheme [21], the communication cost depends on the
maximum number of RSUs a vehicle traverses within a given
period. We assume the number as the threshold t to quantify its
performance. A vehicle then sends t requests, each requiring
(t+4)|G1|+(2t+1)|Z∗

q |+(2t)|T |, while the feedback occupies
(t+1)|G1|+t|Z∗

q |+t|T |. Subsequently, a message including a
trajectory with 2|G1|+ t|Z∗

q |+ t|T | will be reported. Thus, the
total communication overhead is (2t+7)|G1|+(4t+1)|Z∗

q |+
(4t)|T |. When t = 1, its communication overhead requires
9|G1|+5|Z∗

q |+4|T | =10144 bits. In AuthUp, a vehicle gen-
erates a request represented as {pki, αi, ti, ri, ri+1, σi}, where
{pki, σi} ∈ G, {αi, ri, ri+1} ∈ Z∗

q , and ti is a timestamp. The
RSU relays the request to TA to verify the legitimacy of the
request. Then, TA generates feedback represented as (σr, c),
where σr ∈ G and c is the ciphertext of three elements in
Z∗
q . After verifying the feedback, RSU returns the ciphertext c

for OBU to update its key pair and token. Therefore, the total

communication cost of AuthUp is 7|G|+12|Z∗
q |+2|T | =4224

bits.
In summary, Baza et al.’s scheme [21] requires a higher

communication overhead than Lin’s scheme [13] and AuthUp.
Specifically, when comparing AuthUp to Lin et al.’s scheme
and Baza et al.’s scheme at t = 1, AuthUp achieves a signif-
icant reduction in communication overhead of approximately
30.5% and 58.4%, respectively. Moreover, detecting Sybil
nodes by the TA is more significant than local Sybil node
detection. This is due to the TA’s authority to revoke access
permissions for malicious nodes, thereby preventing real-
time attacks. Thus, the proposed AuthUp facilitates dynamic
and real-time V2I communication with less communication
overhead, which is much practical to provide efficient and
robust vehicular services.

C. Network simulation

To further assess the performance of AuthUp in real traffic
environments, we utilize the widely used network simulator
OMNeT++ 5.6.11, integrated with the bidirectional coupling
tool VEINS 5.22 and traffic simulation tool SUMO 1.2.03. The
simulation parameters are detailed in Table VI. We evaluate
the average message delay and the average message loss rate
in V2I communications, considering various maximum speeds
and densities, as OBUs upload requests to RSUs and download
feedback from them. Specifically, we control the density of
OBUs by adjusting different departure periods.

The simulation results for the two metrics are illustrated in
Fig. 5, where the departure period is set as 10 s in Figs. 5a
and 5b, and the speed is set to 15 m/s in Figs. 5c and 5d. As
illustrated in Fig. 5, the average message delay increases as
the speed of OBUs rises. The speed of OBUs also has a more
pronounced effect on the average packet loss rate during the
V2I upload phase. This is likely due to the increased number
of requests received by the RSU, which has led to channel
congestion. Meanwhile, both speed and density of OBU have
little effect on average communication delay, which remains
stable at 0.490 ms and 0.178 ms during the V2I upload and
download phases, respectively. It is evident that the packet

1https://omnetpp.org/
2https://veins.car2x.org/
3https://eclipse.dev/sumo/
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TABLE V: Comparative comparison of computational cost.

Entity OBU (ms) RSU (ms) TA (ms)

Schemes

[13] 2Tbp + 10Tsm−bp + 5Tpa−bp

+2Th ≈ 16.313
4Tbp + 11Tsm−bp

+8Tpa−bp + 2Th ≈ 20.754
-

[21] (t+ 1)Tsm−bp + tTh

≈ 1.3167 ∗ t+ 1.3159

(4t+ 2)Tbp + (2t)Tsm−bp

+(t− 1)Tpa−bp + (2t+ 1)Th + (2t)Tmtp

≈ 8.9079t+ 3.1101
-

AuthUp 5Tsm−ecc + Tpa−ecc

+4Th + Tmtp ≈ 1.120
Tsm−ecc + Tmtp ≈ 0.233

13Tsm−ecc + 4Tpa−ecc + 13Th

+Tmtp + 5Thmac ≈ 2.922

t represents the threshold for RSUs to generate a trajectory. − represents TA does not participate in calculations.

TABLE VI: Simulation settings

Parameters Value
Simulation area 2500×2500 m2

Max interface distance 500 m
Data transmission rate 6 Mbps
Transmission power 20 mW

Sensitivity -98 dBm
Thermal noise -110 dBm

Simulation time 2000 s
Network protocol IEEE 802.11p
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Fig. 5: Simulation results in terms of speeds and densities.

loss rate and communication delay in the upload phase are
significantly higher than those during the download phase.
This is because OBUs upload messages that are larger in size
compared to those in the download phase. In other words,
the size of the beacons significantly affects the performance
of vehicular communications. Since V2I communications in
AuthUp account for nearly half of the total communication
overhead, the scheme is practical for deployment in VANETs.

D. TA simulation

A critical factor influencing the practicality and scalability
of AuthUp is the performance of the TA. We evaluate its
performance on a server equipped with a 64-bit Ubuntu
22.04.4 LTS OS, powered by an Intel Xeon Gold 6326
CPU @ 2.90GHz, supported by 251 GB of RAM and 3
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Fig. 6: The storage requirement of TA.

NVIDIA GeForce RTX 3090 GPUs. Specifically, we evaluate
the storage requirements and parallel computing capabilities.

In AuthUp, the server maintains a list typed (IDv, n), where
IDv is a random 160-bit number and n is a 32-bit number.
The storage requirement of TA as the number of registered
vehicles increases is illustrated in Fig 6. It is evident that
the storage requirements remain quite low. Specifically, TA
requires 617.61 MB to store identity messages of 5 million
OBUs, which is relatively lightweight for any server.

We also evaluate the throughput of the server when ex-
ecuting the Feedback Algorithm in AuthUp. The server is
subjected to continuous and concurrent processing of a large
number of requests to assess its performance under maxi-
mum load. The CPU usage over time is depicted in Fig. 7.
Specifically, the Feedback Algorithm one million times within
233 s. During this period, the CPU usage typically remained
around 76%. From the figure, we conclude that the server can
achieve more than 5000 transactions per second (TPS) when
operating at full capacity. In addition to CPU performance,
we also evaluate the input and output bandwidth. Compared
to computational demands, AuthUp has significantly lower
requirements for the server’s I/O capabilities. Specifically, the
server requires approximately 1.87 MB of input bandwidth
and 1.72 MB of output bandwidth to sustain 5000 TPS. The
feasibility of achieving 5000 TPS with the server is well
supported by these relatively modest bandwidth requirements.

Generally, compared to storage requirements and I/O capa-
bilities, the primary bottleneck of AuthUp is its computational
capability. In extreme cases, a single TA might be vulnerable
to distributed denial-of-service (DDoS) attacks. However, with
advancements in cloud computing technology [40], the TA
can possess significantly more computing power, allowing
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Fig. 8: Simulation result of the server’s input and output
bandwidth.

it to handle the desired transaction rate efficiently without
substantial strain on its resources. Alternatively, other dis-
tributed technologies can be employed to offload the single
TA [40]. Nonetheless, employing such technologies introduces
the challenge of cross-domain authentication [41], which we
identify as future work.

VIII. CONCLUSION

In this paper, a privacy-preserving authentication scheme for
V2I communications entitled AuthUp is proposed for VANET
to thwart Sybil attacks. TA generates an access token for
vehicles either during registration or when accessing vehicular
services with the technologies of UMAC and CH. These
tokens are then distributed to vehicles using a UPKE scheme to
provide resistance against passive and active attacks. Notably,
the one-time token can pass authentication by TA only once,
and any abuse of tokens will be promptly rejected as a Sybil
attack. A comprehensive security proof under the ROM is
conducted to demonstrate the EUF-CMA security of AuthUp.
Extensive experimental results also show the efficiency and
practicability of AuthUp.

APPENDIX A

UMAC proposed by Cini et al. [30] is used to instantiate
AuthUp. The construction is as follows:

1) UMAC.Setup(1λ, n) → (pp, k): Run (G, q, g) ←
GGen(1λ), select a hash function H : {0, 1}∗ → G.

Select a random number k0 ∈ Z∗
q and return pp =

{G, q, g,H} and k0.
2) UMAC.Next(ke) → (ke+1, δe+1): Select δe+1 ∈ Z∗

q

and return ke+1 = ke ∗ δe+1.
3) UMAC.Sig(ke,M)→ σe: Compute σe = H(M)ke and

return (M,σe).
4) UMAC.Update(δe+1, σe) → σe+1: Compute σe+1 =

σ
δe+1
e and return σe+1.

5) UMAC.Ver(ke,M, σe) → b: Return 1 if H(M)ke =
σe, otherwise return 0.

APPENDIX B

UPKE proposed by Alwen et al. [32] is used to instantiate
AuthUp. The construction is as follows:

1) UPKE .Setup(1λ) → pp : Let (G, q, g) be an elliptic
curve group with prime order q, and H be a collision-
resistant hash function {0, 1}∗ → {0, 1}l. The public
parameters pp = {G, q, g,H}.

2) UPKE .KeyGen(pp) → (sk0, pk0) : Select a random
number sk0 ∈ Z∗

q , and compute pk0 = gsk0 . Return the
key pair (sk0, pk0).

3) UPKE .Enc(pke,m) → c: (r, δ)
$← Zq × Zq , compute

c← (gr, H(pkre)⊕ (m ∥ δ)), and return c.
4) UPKE .Dec(ske, c) → m / ⊥: Compute m ∥ δ ←

H(cske
1 )⊕ c2, and return m.

5) UPKE .Upd-Pk(pke, δ) → pke+1: Compute pke+1 =
pkeg

δ and return pke+1.
6) UPKE .Upd-Sk(ske, δ) → ske+1 : Compute ske+1 =

ske + δ and return ske+1.

APPENDIX C

CH proposed by Krawczyk and Rabin [34] is used to
instantiate AuthUp. The construction is as follows:

1) CH.Setup(1λ) → pp: Let (G, q, g) ← GGen(λ) be an
elliptic curve group with prime order q, and H be a
collision-resistant hash function {0, 1}∗ → Zq . Return
pp = (G, q, g,H).

2) CH.KeyGen(pp)→ (sk, pk): Choose a random number
x ∈ Z∗

q and return (sk, pk) = (x, gx).
3) CH.Hash(pk,m, r)→ h: Return h = gH(m)pkr.
4) CH.Verify(pk,m, h, r) → b: Set h′ = gH(m)pkr. If

h′ = h, return 1 and return 0, otherwise.
5) CH.Adapt(sk,m, r,m′) → r′: Return r′ = (H(m) +

xr −H(m′))/x.
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